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1 PRODUCT DESCRIPTION

SchwaigerHome is a complete smart home solution supporting different communication protocols
for device control, allowing remote access to home system over dedicated Cloud service and easy
to use controller mobile applications.
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Figure 1 : SchwaigerHome network topology

1.1 HA101 GATEWAY

The HA101 gateway is the gateway device that supports Home Automation (HA) functionalities. The
gateway can control all the home automation devices in user home like alarms, sensors, thermal
control devices, etc. The gateway controls devices that support one of these communication
protocols: Z-Wave, ZigBee and WiFi.

It can get and store the state of the devices in its network and change its state and configurations.

Figure 2 : SchwaigerHome gateway (HA + CAB>IP version)

Gateway is controlled via client applications that can be downloaded to iOS 7.0+ (Apple devices)
and Android 4.0+ devices. The application can be downloaded from the Apple Store and Android
Play, where it is available under the name of SchwaigerHome.

The client applications allow the user to control its home devices, manage its account, the list of its
gateways and their configurations.

Additionally, a cloud based web application is accessible to provide remote access to the gateways.
This application allows the user to manage its account, its gateways and configurations. Due to
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security reasons, it is not possible to control the devices through the cloud. The cloud service is
available at https: https://insight3.rt-rk.com:9443/.

The gateway has 3 buttons:

e Button 1, the one further away from the USB interface, is used to control Z-Wave devices.
e Button 2, the middle button, is used to control the inclusion and exclusion of ZigBee devices.

e Button 3, the one closest to the USB interface, is used to reboot the gateway, reset the
gateway network and restore the factory default settings.

The operation of the buttons is described in the related sections of this guide.

1.2 TECHNICAL INFORMATION

Hardware specification:
e Power: 110/220V, 50/60Hz
e Connectivity to gateway over Ethernet and WiFi
e Connectivity to nodes using Z-Wave, ZigBee and IP
e Buttons with LED indication for on device configuration
¢ Night light

o USB for external storage
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2 SCHWAIGERHOME SYSTEM CONFIGURATION

SchwaigerHome system configuration consists of four major steps:
1. Connecting the gateway to home network
2. Registering user account
3. Adding gateway to user account
4

Home setup

2.1 CONNECTING THE GATEWAY TO HOME NETWORK

The gateway is connected to the local home network using Ethernet or WiFi connections. After being
plugged in an electrical plug, the gateway will start operation and will connect to the home network
using Ethernet, if connected to a working Ethernet RJ45 cable. If not available, it will start in WiFi AP
mode, used only for WiFi network configuration. While the gateway is in AP mode, all three green
LEDs will blink. To access the gateway configuration page connect to the gateway AP with the mobile
phone. The gateway SSID will be presented with a name that will be displayed in the gateway with
the label SSID:SchwaigerHome. Connect to that AP and then type the URL “192.168.0.1:9988” in
the phone browser. The loaded page will allow entering SSID and passkey of home network. The
Internet connection is required to register the gateway in the cloud service so the gateway can be
activated and receive future software updates.

2.2 REGISTERING USER ACCOUNT

The user account allows the user to authenticate its gateways and mobile applications to the
SchwaigerHome system. Gateways added to one user account are not accessible to other users.
The user account name is the email address required for account registration. Registration of the
account can be done in the client application or trough the web application available at
https://insight3.rt-rk.com:9443/.

To create the user account from the client application the user must ensure the mobile device is
connected to the local WiFi and then must start the SchwaigerHome application.

On the Login screen select the option “Create new account” and follow the steps of the new account
wizard. SchwaigerHome requires entering a valid email address for user name. This email address
will be used to send an account activation link. Additional legal information is provided by clicking
“Terms of services”. In order to proceed accept terms of services.

Following steps allows entering more account details and personal information. All input related to
account details is optional. It can be added at any time.

At the end account registration information is submitted to Cloud service. If user name and password
are validated activation link will be sent to user email. It can take few minutes before mail is received.
Confirm account activation by pressing on provided link.

To see more details how to register account from client application see chapter 4.1.

2.3 ADDING GATEWAY TO USER ACCOUNT

Connecting gateway to user account can be done using both mobile application and Cloud service.
To connect it using mobile application open SchwaigerHome application and login to user account.
Select “Home setup” option from main menu. In home setup screen select “Add new gateway” option
located in top right corner. The new gateway wizard will be opened requiring gateway SID (Secure
ID) and gateway symbolic name.
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SN (Serial number) is a unique identifier of every gateway device. It is represented with 12
characters (e.g. 7CDD907E2AA3) and can be found on the device package.

SID (Secure ID) is a secret unique identifier of gateway. It is represented by 16 characters
(e.g. 00000012HG5J93AC). This number is provided in the booklet located inside device
package and it should be known only to the user. It is important to keep it secret.

Once the required information is entered press next button to continue. If the gateway SID is matched
on Cloud and it is not assigned to any other user account, the gateway will be added. The gateway
will not become active before it connects to the Cloud at least once after adding it to account.

To proceed with home setup wizard, the gateway must be connected to the local network. If this is
not the case, press “Skip” button to stop further configuration. Later, the user can connect the
gateway to same network and use “Edit gateway” option on the newly added gateway to re-enter
configuration wizard.

To see more details how to add gateway to account from client application see chapter 4.2.1.

2.4 HOME SETUP

The gateway configuration option is available by pressing the “Home setup” option on the main menu
of the Client application or in the Cloud application. In the home setup screen use the long press on
the gateway to get the options menu and select “Edit” option. This option will open the gateway
configuration wizard.

In first step the user can change the gateway symbolic name. Once added to the user account, the
gateway SID cannot be changed. Press “Next” button to proceed to home layout setup step.

In second step user can manage floors and rooms assigned to them. Adding new floors and rooms
is available using “Add” option in top right corner. Any room or floor can be deleted by performing
long press action on it. Once satisfied with home layout press “Next” button to proceed to the device
management step.

In this step the user can add new devices by pressing “Find devices”. This action will put all networks
in mode where devices can be added. Follow device specific instructions on how to perform device
inclusion process. On the same screen, devices can be deleted from gateway by performing long
press action on the device and selecting “Delete” option.

Z-Wave devices that were not excluded from previous network must first be excluded. This

is possible to do by selecting “Exclude device” option from advanced options menu located
in top right corner of the screen.

Once done with gateway configuration, press “Next” button to finish home setup wizard.

To see more details how to configure gateway and devices from mobile application see chapter 4.2.

2.5 Z-WAVE NODE MANAGEMENT

SchwaigerHome gateway is a Z-Wave Plus security enabled gateway. It can be included and
operated in any Z-Wave network with other Z-Wave certified devices from other manufacturers
and/or other applications. All non-battery operated nodes within the network will act as repeaters
regardless of vendor to increase reliability of the network.

In order to add devices for inclusion in Z-wave network, the user must hold down the first button
(button 1) from 1 to 5 seconds will open Z-Wave network. During this period the button LED will blink
with rate of 1 second. Alternatively, the user can use the “Open network” functionality present at the
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mobile app. When the network is open for inclusion, the LED will stop blinking and turn on. To add
Z-wave devices during this period, the user must also pair the devices, according to their specific
instructions related with the inclusion in the Z-wave networks. When Controller is included in
SchwaigerHome gateway this will initiate network information replication from the SchwaigerHome
Gateway to the included controller.

The network is closed by holding down button from 5 to 10 seconds during which time the LED wiill
blink with 1/4 second rate. When the network is closed, the LED will turn off.

Removing device for exclusion is available when button is hold down from 10 to 20 seconds during
which time the LED will blink at 1/10 second rate. Or optionally it can be done using mobile
application from “Home setup”. To do it from mobile application press “Home setup” option on main
menu and open gateway options menu by using long press on gateway icon (see 2.4). Press “Edit”
option and proceed to last step where device management is done. On this screen select “Exclude
device” option from settings menu in top right corner. The procedure for removing controller device
is the same as for other devices.

To enable SchwaigerHome Gateway to receive information from another controller, start learn mode.
To initiate learn mode press and hold button 1 from 15 to 20 seconds. When controller enters learn
mode it will lose all Z-Wave devices that were previously included. Controller replication is
implemented at minimum level and it is enabled by placing the controller in the learn mode.

To include SchwaigerHome Gateway to another controller network, start inclusion on the inclusion
controller and start Learn mode on SchwaigerHome gateway by pressing and holding button 1 from
15 to 20 seconds.

Controller will ignore any basic command class commands from devices.

SchwaigerHome Gateway supports Association Command Class. It implements one association
group, which is Lifeline group with grouping identifier equal to 1. This group returns Device Reset
Locally notification when the device is reset. Maximum number of devices that can be added to the
group is 1.

To control association, if the device supports association, go to advanced view of the device. Click
on Node ID field of the devices to associate and type all NodelDs separated by comma.

To control multichannel association of the device go to advanced view of the device. Click on Node
ID field of the device and in the field enter NodelD/Endpoint of the device to associate. For example
26/2 where 26 is a Node Id and 2 is Endpoint.

To remove/replace failed node click on home setup, select a gateway and click on Add device. Click
and hold the failed device. A popup will appear with remove and replace options.

2.6 ZIGBEE NODE MANAGEMENT

The process for adding ZigBee devices to the network is similar to the one used for Z-Wave devices
but the button used is the Button 2, instead (the button further away from the USB interface).

2.7 GATEWAY RESET, NETWORK RESET AND FACTORY RESET

The Button 3 (closest to USB connector) is used for reset, network reset and factory reset. The
gateway reset is done by holding down button from 1 to 5 seconds. During this period LED will blink
at 1 second rate. Gateway reset will restart the system without affecting the previously created
configuration. Resetting network configuration is done by holding down the button from 5 to 15
seconds. During this period LED will blink with rate 1/4 second. The factory reset is operated by
holding down button from 15 to 30 seconds. When factory reset operation is selected, the LED will
blink and rate 1/10 second. If button remains pressed for more than 30 seconds, nothing happens.
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3

HA101 BUTTON CONTROL

Home gateway HA101 has 3 onboard buttons with corresponding LED indications. Button actions
are activated using long button press. Every button has specialized functionality:

Button 1

Z-Wave

Button 2

Button 3

e Button 1: Z-Wave network management
e Button 2: ZigBee network management

e Button 3: System management
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Figure 3 : HA101 button handling manual

LED indications are also used to notify user about gateway state. When gateway is in AP mode all
three LEDs are blinking at 2Hz rate. When gateway is booting up only LED below Button 1 is turned

on.
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4 CLIENT APPLICATION MANUAL

4.1 ACCOUNT MANAGEMENT

4.1.1 Creating new account

WELCOME SIGN UP

CHANGE ACCOUNT DETAILS PERSONAL DETAILS

Figure 4 : Creating new account

1. Press “Create new account” button on Login screen (see top left image on Figure 4)

2. Fillin account name and password on Sign up screen. Account name must be a valid email
address. It will be used to send account activation mail (see top right image in Figure 4).

3. Agree with terms of services and press next button. Complete term of services text can be
read by pressing “Terms of services” button.

4. Fill in account details and press next button. All fields are optional and can be updated later
(see bottom left image in Figure 4).

5. Fillin personal information and press next button to complete wizard (see bottom right image
in Figure 4).

6. If account is registered success message is presented and activation mail is sent to mail
specified by account name. Otherwise error message will be presented.

7. Confirm activation link that is provided in activation mail.

4.1.2 Updating account information
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Figure 5 : Update account information

1. To update user account information press user icon in top-right corner on main menu and
select “Account settings” option.

Account settings wizard is opened, similar to account used to add new account.

First step allows changing account password. To proceed to account details step press next
button.

4. Second step allows updating account details information. All fields are optional. To proceed
to third and final step of updating personal details press next button.

A third step allows updating personal details. All fields are optional.

Press next button to finish account settings wizard.

4.2 HOME CONFIGURATION

4.2.1 Add gateway to account

NEO Home Gatewny
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EDIT DATEWAY

Figure 6 : Adding gateway to account

Account can have one or more gateways registered to it. To add gateway to account:

1.
2.

Login to account where gateway should be added.

Press “Home setup” menu option to open list of account gateways (see top-left image in
Figure 6).

Press “Add” option in top right corner to open “Home setup wizard” (see top-right image in
Figure 6).

First step in “Home setup wizard” allows adding gateway to account.

Fill in gateway information Serial number (SN), Secure ID (SID) and symbolic name.
Gateway can be added to account only if right SN/ SID pair is entered.

Press next button to add gateway and proceed to home configuration. If gateway is added
success message will be presented. Note that this option requires Internet connection.

Next steps allows home configuration, see 4.2.3. Note that gateway configuration requires
for mobile device to be in the same network as gateway. This step can be skipped if home
setup will be done later.

4.2.2 Remove gateway from account

Figure 7 : Removing gateway from account

To properly remove gateway from account:

1. Login to account where gateway is added.
2. Press “Home setup” menu option to open list of account gateways.
3. Find gateway in the list and perform long press action on it to open options menu.
4. Select “Delete” option.
5. Confirm action.
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Figure 8 : Home layout configuration

Home configuration is done from “Home setup wizard” as explained in 4.2.1. Home gateway must
be on same LAN network as mobile device. Option allows home layout configuration and device
management.

1.

Login to account to which gateway is added.

2. Press “Home setup” menu option to open list of account gateways.

3. Find gateway in the list and perform long press action on it to open options menu.

4. Select “Edit gateway” option.

5. First step allows updating gateways symbolic name. Press next button to proceed to floor
layout configuration.

6. Second step allows floor layout configuration. To add new floor press “Add” option in top right
corner and enter new floor name. To delete floor perform long click option to open floor
context menu and press delete option. Deleting floor results in deleting all the rooms
associate to it as well as moving devices to unknown device group. Updating room name can
be done by performing short press on floor.

To proceed to room configuration press “Next” button.

Third steps allows rooms configuration. To add new room select floor from menu located on
top bar, press “Add” option in top-right corner and enter room name. To delete room select
floor where room is located, perform long click to open room context menu and select delete
menu option. Deleting floor result in moving all devices from it to unknown device group.
Room name can be updated by performing short click on room.

9. To proceed to device management step press “Next” button.

10. Forth step allows adding, removing naming and assigning device to room. More details can
be seenin 4.2.4.

4.2.4 Device management
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Figure 9 : Device management

To add new device follow steps 1-10 from 4.2.3 to open device management step of “Home setup”
wizard. To directly proceed to device management step select “Add new device” option in step 4.
This allows adding new devices, removing existing devices, excluding devices from previous
network, setting network timeout or managing device name and location.

4.2.4.1 Add new device

1. To add device press “Find devices” button. Action will open networks for device inclusion.
Counter next to button will show time in seconds until networks are closed.

2. Perform inclusion action on device. This may defer from device to device. Consult device
instruction manual. Instruction how to include fully supported device can also be found by
pressing help option in top-right corner of the screen.

When device is added to network it will show at the top of the device list.
Performing short click on device allows providing device symbolic name and selecting device
location.
4.2.4.2 Remove device
1. To remove device perform long click operation on device and select “Delete” option.
2. Depending on device type ZigBee or Z-Wave follow up procedure can defer:
a. In case of ZigBee device only confirmation to delete device is required.

b. In case of Z-Wave devices network will be opened for exclusion. After network is
opened manual action on device is required. To remove device follow up procedure
from device manual.

4.2.4.3 Excluding device from previous network

1. Press settings menu icon in top-right corner and select “Exclude device” option.
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2. When dialog is opened, network is opened for exclusion. Execute exclusion procedure on
device. More information can be found in devices user manual.

4.2.4.4 Updating device name and location

By default new device will get predefined name which consists of device type and ID. Device is not
assigned to any room. To update parameters (see right image in Figure 9):

1. Perform short click on device.
2. On device information dialog update “Name”.

3. Select device location from “Location” drop down menu.

4.2.45 Enabling network wide inclusion

1. On device configuration page open settings menu in top-right corner and select “Select NWI
state”

2. When dialog is opened use checkbox turn on/off wide network inclusion feature.

4.2.4.6 Setting network inclusion/exclusion timeout

1. On device configuration page open settings menu in top-right corner and select “Set network
timeout”.

2. When dialog is opened enter duration of network inclusion/exclusion timeout provided in
seconds.

3. Press OK to confirm the action.

4.3 CONTROLLING DEVICES

4.3.1 Control devices by type

GROUP CONTROL

Figure 10 : Control by type screen
Select “Device by type” option on main application menu.

To filter devices by type select one of the types on right side menu.

To remove filter press on house icon in top-left corner.

A wnNPRF

Additionally to filtering by device type location filter can be applied by selecting “DEVICE
LOCATION?” option in top-right corner.

5. Main device controls and information is presented in form of quick controls in main part of
the screen.

6. Advanced devices options are available by performing long click option on device quick
control. See 4.3.3 for more information.
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Figure 11 : Control by location screen

Select “Device by location” option on main application menu.
To filter devices by location select one of the types on right side menu.
To remove filter press on house icon in top-left corner.

Additionally to filtering by device type location filter can be applied by selecting “DEVICE
TYPE” option in top-right corner.

Main device controls and information is presented in form of quick controls in main part of
the screen.

Advanced devices options are available by performing long click option on device quick
control. See 4.3.3 for more information.

Advanced device configuration
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Figure 12 : Advanced device configuration screen

Select “Device by type” or “Device by location” on main application menu.

Find device and perform long click on device quick control to open advanced device
configuration screen.

Any updates to device properties are immediately applied to gateway and device.

4.4 SCENE CONFIGURATION

Scene mechanism allows configuring device state presets and events that activate device presets.
Scene can have one or more devices added to it and zero or more activation events which are called
triggers. Two or more triggers are related with OR logic, if this happens or that happens. Scene can
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be disabled in which case triggers from that scene are not being processed. Scene can additionally
be configured to send email notification. Notification is sent to account email address.

441 Creating new scene

door oponed wmoke dotectod ®

smoke not cetected @ flood detected ®

() 1))

Figure 13 : Creating new scene wizard

1. To enter scene configuration screen press “Scenes” option on main application screen.
2. On scene configuration screen press “Add” option located in top-right corner.
Adding triggers

3. To add new device trigger to scene press “Add” option in top-right corner (see bottom-left
image on Figure 13) and select “Device trigger” option
a. On “Device trigger” dialog select device feature that will initiate scene activation.
b. Select one of three operators “Equals”, “Less then” or “Greater then”.
c. Configure value for comparison.

4. To add new time trigger to scene press “Add” option in top-right corner (see bottom-right
image on Figure 13) and select “Time trigger” option

a. On “Time trigger” dialog select activation time.
b. Select whether itis one time event in which case select date when event should occur.

c. In case of event that is repeating select “Weekly” checkbox and select days of the
week when to execute scene.

5. Press OK to add trigger.
6. Repeat steps 3-5 until all activation events are added.
7. Press “Next” button in lower-right corner to proceed to device presets.

Adding devices state presets
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8.

9.

10.
11.
12.

Add new device preset to scene by pressing “Add” option in top-right corner (see top-right
image in Figure 13)

On “Add device” dialog select device and press OK. Devices can be filtered by type or
location selecting appropriate button on top of dialog.

Ones added to scene device quick control will be available for state configuration.
Repeat steps 9 — 11 until all device presents are configured.

To finalize scene press “Next” button in lower-right corner.

Setting scene name

13. Provide scene name in presented dialog and press OK button.
4.4.2 Running scene
1. Enter “Scenes” option on main menu to open list of available scenes.
2. Use short click to scene quick control to execute scene.
3. Confirm the action.
4.4.3 Editing scene
4. Enter “Scenes” option on main menu to open list of available scenes.
5. Perform long click on scene to open context menu and select “Edit” option (see top-left image
in Figure 13).
6. Scene configuration wizard will open. Follow steps 3 — 14 from 4.4.1.
4.4.4 Deleting scene
1. Enter “Scenes” option on main menu to open list of available scenes.
2. Perform long click on scene to open context menu and select “Delete” option (see top-left
image in Figure 13).
3. Confirm the action.
4.45 Disabling scene
1. Enter “Scenes” option on main menu to open list of available scenes.
2. Enable/Disable scene by clicking on toggle button in top-right corner of scene quick control.
3. When scene is disabled quick control will become greyed out, when enabled it will become
normal again.
4.4.6 Enabling email notifications
1. Enter “Scenes” option on main menu to open list of available scenes.
2. Enable/Disable email notifications in bottom-right corner of scene quick control by clicking
“Send notifications by E-Mail”.
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5 MANUAL GATEWAY INSTALATION

5.1 FIRMWARE UPDATE

1. Firmware upgrade is done from admin section of cloud server. After login into admin
section click on Firmware Upgrade, it is found on left side.

2. Find and select firmware on left and gateway on right side. Firmware name will contain its
milestone and upload date (name example M1.6_06.04.2015). When selecting firmware
click on its name, clicking on cycle will not select firmware for upgrade.

3. After selecting firmware and gateway click on Apply (top right corner). Option “Upgrade
with user confirmation” will send email to client to confirm upgrade, and “Force upgrade”
will start firmware upgrade without user permission.

4. Firmware upgrade will take at least 10min to finish, depending on cloud load. Status of
firmware upgrade can be seen bellow gateway name and lock will appear on blue house
icon. When lock is removed firmware upgrade is finished.

5. Adding new firmware can be done by clicking on Add Firmware on top. Set firmware name
and upload Kernel and RFS file. You can skip this step.

Kernel File is named in release vmlinux.tzp.sbp
RFS File is named in release initramfs_data.tzp.sbp

5.2 CHECK GATEWAY FIRMWARE VERSION

There are two ways to check gateway firmware:
1. Inspecting HomeManager log file
a. Connect to gateway using serial console
b. Stop homemanager process

c. Open homemanager log file located in “/mnt/MEDIA/data/ohm_data/”. During
homemanager it will log software version in log file.

2. Reading firmware version from Cloud application

a. Open Cloud administration application which can be accessed on https://insight3.rt-
rk.com:9443/admin

b. Go to Devices > Device Groups and find the gateway

c. String bellow gateway name represents “ manufacturer \ version \ serial_id”

5.3 ADD NEW SID/SN PAIR TO CLOUD DATA BASE

Every new gateway must be added to the system database prior to gateway connection and
activation. This process should be done by Novabase during production.

To add new gateway to system:

1. Open Cloud administration application which can be accessed on https://insight3.rt-
rk.com:9443/admin

2. Go to Configuration > Device database page
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3. Enter new SID/SN pair and press “Upload Security ID”
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6 INSTALLING REMOTE CONTROL APPLICATIONS

SchwaigerHome system is controlled using mobile phone remote controller applications.
Applications are supported on Android and iOS devices which are available to download trough
Google Play and Test Flight.

6.1 INSTALLING ANDROID APPLICATION TROUGH GOOGLE PLAY

Android application is available using Google Play beta testing program. To become part of
Novabase SchwaigerHome beta testing user needs to be added to SchwaigerHome-novabase
Google group. When added to group user will receive mail with which needs to be confirmed. To get
the application user should:

1. Open web browser on device and type “Google groups”
2. Log in and find “SchwaigerHome” group in “My groups” list

3. Open topic “SchwaigerHome Android application testing” topic and press on link provided in
topic (https://play.google.com/apps/testing/com.rtrk.SchwaigerHome.app).

When SchwaigerHome application page is opened press “download it from Play Store” link
Select option “Play Store”
Press “Install” or “Update” if application was already installed

6.2 INSTALLING IOS APPLICATION TROUGH ITUNES CONNECT

Before you can install application on your device using Apple Beta Testing program, you have to
follow next steps:

1. Register Apple ID account to SchwaigerHome beta test program. Process is initiated when
Apple ID is added to Novabase test program. This action will automatically send mail to user
which must confirm it by following instructions in received mail. This step is done only ones,
all new releases will be offered as application updates.
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Figure 14 : TestFlight application view
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2. Accept release test invitation. When new release is made all testers will receive invitation
from TestFlight. User must accept it by clicking “Open in TestFlight” button in received mail.
This step must be executed from users iPhone or iPad device.

3. After completing Step 2, user will be redirected to TestFlight page, where you need to install
TestFlight application. After installation start application and log in with Apple ID used in
Steps 1 and 2.

4. When application is started, it will automatically show list of applications that user is invited
to test.

Providing feedback to developers:

At any time user can provide feedback to developers. To provide feedback:
e Enter TestFlight application
e Click on application detail view
e Press button “Send Feedback”

It would be desirable to send feedback if you find any errors during testing process.
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7 TROUBLESHOOTING

7.1 GATEWAY CONFIGURATION

1.

Router doesn’t assign IP address to gateway.

Problem might be in gateway MAC address. At this moment uBoot configures always the
same Ethernet MAC to each gateway. To confirm this connect to router web page and check
if gateway is correctly added. If not use uBoot to configure new MAC address.

Gateway doesn’t connect to WiFi network.

Main reason is that SSID or PassKey is incorrectly entered. To correct it network must be
reset. See 2.7 to find out how to reset network.

Gateway can’t be registered to account.

If gateway can’t be registered to account either SID format is incorrect or it is not added to
Cloud server database.

Gateway is added to account but can’t be controlled.

Gateways must be activated after adding it them to account. Activation is done automatically
when gateway connects to Cloud service for the first time.

Application only connects to gateway over remote connection.

Gateways identify themselves on LAN using SSDP protocol. When gateway is added to
account and logged in to account using mobile application, it should be recognized and
selected. There few reasons why this might fail:

¢ Gateway network is not configured correctly. Check if gateway is registered to LAN
router. If gateway is not assigned IP it most likely that MAC address of gateway is
invalid.

e Gateway is not added to account or has not been activated on Cloud service yet.
Make sure gateway has internet connection until it is activated on Cloud service.

o Gateway is not indentifying itself on network. In this situation try restarting gateway.

7.2 ACCOUNT MANAGEMENT

1.

Failed to create new account.
Three main reasons are why new account can’t be created:

e Creating new account requires Internet connection. Check if access to Internet is
available.

e User account with specified email address already exists on Cloud
e Cloud server is currently not available
Didn’t receive mail with activation link.

New account is activated only if activation link sent by mail is confirmed. Please contact
customer service what could be the problem.

7.3 DEVICE CONFIGURATION

1.

Can’t add Z-Wave device.

If device was previously included in some other network it should be first excluded from
network. See 2.5 and 2.6 how to exclude device from network.
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2. Can’t add device located on different place because network closing timeout.

Network inclusion and exclusion timeout can be configured from client applications. See 2.5
and 2.6 for more details how to do it.

3. Device cannot be controlled when moved to other room.

It is possible that node is out of gateway reach because of home topology, walls and other
interferences. Try moving node closer to gateway and test its functionalities. If it works
correctly then problem is distance between node and gateway. Possible resolution would be
to add additional nodes with constant power supply between gateway and the node.

4. Existing devices are not seen in device control screens.
There are three possible reasons why this could happen:

e Advanced filter in control screen is set. Open advanced filter in top right corner and
check if something is selected or unselected.

¢ Mobile application has issue. Try going to main menu and in settings menu select
option “Refresh gateway data”. If this doesn’t work close application and start it again.

e Devices are not in the network. Exclude device from network and add it again.
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