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1. INTRODUCTION

1.1. Overview

The Amdocs Connected Home solution extends the concept of the home security alarm system.

Alarm Monitoring
Centre 7

----- Customer Care/ =
Helpdesk

Security
Sensor

Connected Home
Cloud Services

(o)
2B,

This system adds interactive services providing remote access and control using a mobile device
or Internet web browser to enable live video viewing and recording, light and door control, and
energy monitoring. This is all provided without diminishing the reliability and performance of the
security alarm panel.

The alarm panel relies on various sensors (motion sensors, door or window contact sensors, etc.)
to detect unsolicited intrusions or safety hazards. These sensors can be connected with a wire or
wirelessly to the alarm panel. The Amdocs Connected Home solution provides additional devices
for managing home automation and energy management elements, such as wirelessly controllable
power plugs or video cameras. This solution also provides new ways to control the arming and
disarming of the alarm panel. It is now possible to perform those actions using a computer or a
smartphone with access to the Internet providing the homeowner with control wherever they may
be, either at home or while away.
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Connected Home Kit
An Connected Home kit may contain several items:

e An Amdocs Connected Home home gateway which combines the functionalities of a
security alarm panel and home automation and enery management (Tyco PowerMaster
360)

e One or several PowerG devices (wireless PIR motion sensors, door/window contact
sensors, etc.)

e One or several Home Automation devices

e One or several IP cameras

As an example, the base package contains the following items:

e Tyco PowerMaster 360

o Keypad

¢ PIR Motion Sensor (pet friendly)
e Door Contact

e Internal Siren
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1.2. Various Wireless technologies

Several wireless technologies are used in an ADT Home Automation solution:

- PowerG: this wireless protocol is developed by Visonic and is employed between the ADT
alarm panel and the wireless security sensors, as well as Visonic’s PIR cameras.

- Z-Wave: this wireless protocol is developed by Sigma Designs; it is the protocol used by
the ADT Home Automation Gateway to communicate with home automation devices (smart
power plugs, etc.), thermostats, door locks, etc.

- Wifi and UPnP: these protocols are used for managing the wireless video cameras of the
ADT Home Automation solution.

1.3. Pairing and unpairing

A wireless device must make sure that it is exchanging data with the right ADT alarm panel or the
right ADT Gateway. Therefore, before a new wireless device can be used, it is necessary to perform
a pairing, which consists in a virtual bonding with the alarm panel or the gateway. Once a device is
paired (i.e. has gone through the pairing process), it will be part of a wireless network managed by
either the alarm panel or the gateway. In other words, it will only exchange data with the network
manager and, possibly, with other devices paired with that same network manager. If a nearby
neighbor happens to have an ADT alarm panel and an ADT gateway, the devices ignore the
wireless exchanges coming from these unknown appliances, which they are not paired with. It is to
be noted that a device supporting one technology (e.g. PowerG) cannot communicate with another
device supporting a different technology (e.g. Z-wave).

Depending on the technology used, this pairing mechanism (and its reverse mechanism: unpairing)
can have different names. The table below lists the hames used for pairing and unpairing. In this
document, the expressions “pairing” and “unpairing” are generic terms used in replacement of the

terms below.
_I PowerG Z-wave Wifi and UPnP
Pairing Enrollment Adding Wifi registration
Unpairing Deletion Removing Wifi unregistration

Despite the differences between Z-wave and Wifi, the ADT Home Automation Gateway provides
identical user experiences for pairing a video camera or a Z-wave device. A pairing wizard process
displays instructions on what to do and when, in order to successfully pair or unpair a Z-wave
device or a video camera.
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1.4. Specificity of the Z-Wave technology

PowerG and Wifi are point-to-point protocols. Devices (sensors, cameras) communicate directly
with a central appliance (ADT alarm panel for PowerG and ADT gateway for Wifi). If a device is
moved too far away from that central appliance, the wireless connection my stop, until the device
is moved closer again. It is sometimes possible to use a repeater device to extend the maximum
distance between a device and the central appliance. But this repeater is a workaround used to
patch the range limits of such point-to-point protocols.

g .
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Gateway

Z-wave is different as it is a mesh networking protocol. Like with PowerG and Wifi, Z-wave assumes
that devices are organized around a central appliance and exchange data mainly through that
appliance. This central appliance is called a “Z-wave controller" and this role is played by the ADT
gateway. Yet, some devices can behave as repeaters and the farthest devices can use those
repeater devices to relay their messages back and forth with the ADT gateway.

.
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Relay devices are all the Z-wave devices that are mains powered. Battery devices can usually not
behave as Z-wave relays, as this would drain their batteries too quickly.

The consequences of such a feature are two-fold:

- By carefully choosing the places where the Z-wave devices are installed, an ADT gateway
can cover an area that is four times bigger than a point-to-point protocol would allow

- Mains powered devices (i.e. relay devices) should be installed first, starting with those
closest to the gateway and progressing with the next further.

The gateway described in this document is a Security Enabled Z-Wave Plus product. It supports
encryption of its Z-Wave communication with secure Z-Wave devices.

1.5. Supported Z-Wave devices

The solution favors some Z-Wave devices over others, which can be seen in dedicated pairing
wizards for adding and removing these devices. These wizards explain in details when and how to
press buttons on these devices in order to add them.

However, all certified Z-Wave devices are supported and can be added. When selecting the pairing
wizard, select the “Unlisted Device” icon in order to add any certified Z-Wave device. The pairing
wizard will not display any specific instruction related to the device, so reader is advised to refer to
the manual provided with the Z-Wave device for instructions on how to add the device.

1.6. Security enabled Z-Wave device

The gateway is a security enabled Z-Wave Plus product that is able to use encrypted Z-Wave
messages to communicate to other security enabled Z-Wave Plus products.
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2. MOBILE APPLICATIONS

2.1. Overview

Amdocs Connected Home services can be accessed with mobile applications running on i0OS
devices (iPhone, iPad, iPad Mini) or Android smartphones and tablets. The user interfaces provided
for these devices are very intuitive and simple to use. These mobile applications are available in
the Apple AppStore and Google Play application stores for download.

To access the Amdocs Connected Home features on your smartphone, the user must first
download and install the application. After installation, the user can run the application from their
mobile device by selecting the application icon. The application will start and prompt the user for
entering its login details.

A
™
amadocs

HOME

Remember my password v

The user shall enter the same username and password that is required to access the account on
the web portal.
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The mobile application will then connect to the Amdocs Connected Home cloud service and provide
access to the home gateway features, according to the set of services that has been subscribed
by this user.

At the bottom of the screen, there is a menu bar containing a list of icons:

0,060

SECURITY g@s50 159 PICS & CLIPS ~ HISTORY MORE

More icons are available by clicking on the “More” button or sliding the menu bar up or down.

0 0600

SECURITY |, S92 PICS & CLIPS  HISTORY LESS

Q0

SCENARIOS REACH ME

Each icon represents a feature that can be accessed. To select a feature, press with a finger on
the corresponding icon. The selected feature is highlighted, as shown on the figure above.
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2.2. Security

By default, the first screen displayed is the Security
screen. The Security domain can be accessed at any
time by selecting the Security button, at the bottom of
the screen:

SECURITY oy &

[

The Security screen is used to arm or disarm the
security alarm panel.

The Security screen displays three buttons for
disarming, arming home (only perimeter zones are
armed), or arming away (all security zones are armed).

Three buttons give access to the alarm Disarm, Arm Home and Arm Away functions:
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When pressing one of the arming buttons
SECURITY (Away or Home), an exit delay countdown is
displayed before the corresponding setting
mode is enabled. This matches the exit
countdown of the alarm panel. This countdown
only appears if the alarm panel is configured
with a countdown period.

- . . . . & 2|
In case partitioning is activated on the security alarm @ SECURITY _
panel, the Security screen allows arming or disarming
any partition of the alarm panel. All partitions

The very first screen displays a mosaic of all partitions
defined in the system.

The arming/disarming buttons in this context are
applicable to all the partitions all together. In addition,
small counters are displayed on the arm and disarm
buttons indicating the number of partitions in each
arming/disarming state.

Clicking on one partition image in this screen will
display the security screen of that partition.

CAMERAS  ACCESSORIES THERMOSTATS MORE
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SECURITY

It is also possible to access any partition by finger
sliding left or right on the partition screen.

Each partition can be personalized with a custom name and a background image.

By default, partitions are names “P1”, “P2”, “P3” for partition 1, partition 2 and partition 3. It is
possible to give a more meaningful and personal name by clicking on the partition name, on the
top left corner of the screen.

The partition image can be either downloaded or shot with the smartphone camera. A long finger
press on the middle where the image is triggers this features as illustrated below.
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F: \

& SECURITY ¥ O
A pop-up menu comes up, which indicates how to
fetch an image for the partition (from images stored

@] . on the phone, from the onboard camera, etc.):

Home

Personalize background

Select a default wallpaper
Select from the gallery

Take a snapshot
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2.3. Accessories ; 3
ACCESSORIES
The Accessories screen displays the list of installed

accessories and allows it to send them automation commands.

Need your attention

Kitchen Smoke Detector

0;; .
By default the screen lists all “actuator” accessories, i.e. % @ Living Room Motion Sensor
accessories that accept automation commands:

All others

Bedroom light

L]
e Binary switch or binary plug: a button is displayed that o 2
lets you turn ON and OFF that switch/plug. ® Entry Door Lock

° G Door Lock
o Dimmer switch or dimmer plug: a sliding button that g mRertes

allows you to set the dimmer from 0% (OFF) to 100%. L Living Room light

N
For viewing all installed accessories, including sensors, click o o 0 o

SECURITY CAMERAS THERMOSTATS MORE
on the filter tab on the right side of the screen, and check the 5
“Show All” check box.

ACCESSORIES . . . '
The list of displayed accessories can be furthered refined

with the following filtering options:

Need your attention

All others

Filtering

. Filtering per domain: show only security
accessories, or home automation accessories;

Domain

Accessory type
- @ . .
. Filtering per accessory type: select one of more
? & accessory types, such as plugs, door sensors, door locks,
dimmers, etc.
Show all
~ @ Bathroom
. Filtering per room: select one or more rooms;

Bedkaom Senuostas room names proposed in this list correspond to the

L]
o o o ° location names assigned to installed accessories during
4 the pairing wizard procedure.

In case one or more accessories encounter technical alerts
such as low battery or connection loss, those devices will be listed in the first folding section labeled
as “Need your attention”.
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2.4. Cameras

The Cameras screen allows users to access the live video streaming of the IP cameras paired with
their gateways.

Choose a camera from the list of cameras (first screen), where each camera is represented by a
image recently captured from the camera. Once the camera has been selected, the second screen
shows a video player and the video session will start immediately. Some still images (picture by
picture) are displayed initially allowing the video stream time to buffer.

CAMERAS CAMERAS

Camera 1 Camera 2

ENERGY MORE

If the camera has PTZ functions (Pan-Tilt-Zoom), it is possible to move the lens of the camera by
using the touch screen and pressing on the sides of the video displayed (for instance, press on the
left side to move the lens of the camera sideways to the left).

Page 15



Amdocs Connected Home — User Guide

2.5. Pics & Clips

Access to the video recorded files is possible, via the Pics & Clips screen.

& o NT.imi64s] B 2
PICS & CLIPS

PICS & CLIPS

o Yesterday 5 ace

Record_1
Recorded on alert

Record_2
Recorded on alert

° Last week 2 raca

Record_4
Recorded on alert

Record_3
Recorded on alert

L

HISTORY ENERGY REACH ME

This screen presents a vertical list, with video recordings ordered by dates. It is possible to slide
up and down to go through the full list.

When one of the clips is selected (finger pressed), the corresponding file is downloaded and starts
playing automatically.

By tilting the mobile phone in landscape position, the video player plays the video clip in full screen
mode.
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The number of pictures or video clips displayed in the list can be reduced by setting filters. Filters
can be activated by pressing the filter tab on the right side of the screen. Two filters are available:

e Filter per period: show pics & clips from last 24 hours, last week, last month, or all dates.

o Filter per camera: select one or more cameras from the list.

o] NT. ad] NT.
PICS & CLIPS PICS & CLIPS PICS & CLIPS
Yesterday AT Yesterday Yesterday
Record_1 Record_1 Record_1
iR Recorded on alert iR Recorded on alert iR Recorded on alert
28.07.2013 - 13:51:34 28.07.2013 - 13:51:34 28.07.2013 - 13:51:34
Record_2 Record_2 Record_2
e Filtering e : o e : -
28.07.2013 Last 24 hours Record_1
Last week . Record_2 B
Last month Record_3 -
Al Record_4

QO000) 06000

HISTORY ENERGY REACH ME MORE HISTORY EMERGY REACH ME MORE

0 000

HISTORY EMERGY REACH ME MORE
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2.6. History

The History screen provides the latest event logs for the " HISTORY
gateway and its accessories as well as other event Today 3 events
information such as when a video session was initiated from Yesterday 9 events
the web or mobile application. @ @ Vioraindimmwh

~ Protection disarmed

The list is ordered by date, which can be folded or unfolded

by clicking on the arrow to the left of the date. -
Device 'Kitchen Camera' not found

I & Alert from ‘Entry Door Sensor'

6 e Alert from ‘Kitchen Smoke Detector’

Device ‘Living Room Siren’ not

B e found
HISTORY ‘ o 0 °
LPICS & CLIPS ENERGY REACH ME MORE

TOday 3 events
C & Protection disarmed
Filtering
0 g Protection a g
The number of displayed history events can be
A Personalized
- L] Alert initiated by

reduced or increased by clicking on the filter tab on the
right side of the screen as well.

¢ Al
Yesterd

Last week Alerted by

Al

. Show only
emergency alerts

Q00

LF’KCS&CLIPS ENERGY REACH ME MORE
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Four levels of filtering are available and can be combined together:

o Filtering per period: show events from last 24 hours, last week, last month, or all events.

e Filtering per accessory: show events that have been initiated by one or more specific types
of accessories.

o Filtering per alert type: show events that were notified by SMS, email, MMS or voice alerts.

o Filtering per priority: show emergency alert events only or show all event priority types.

HISTORY HISTORY HISTORY

Yesterday A

TOday 3 events Yesterday 2 events

~ Protection disarmed

5 . 5 Alert from 'Entry Door Sensor

. 5 Alert from 'Entry Door Sensor'

29.07.2013 Filtering 013 28.07.2013 -1 Filtering
. Alert from *
0 » Protection a Period: Gateway 4. (@ sensor Period:
Last 24 hours —%" Living Room Motion (v SMS
La
| ek 5= Kitchen Camera EMAIL
Last month # Living Room Siren MMS
" Kitchen Smoke Detec. VOICE
Entry Door Sensor
emergency alerts
PICS & CLIPS EMERGY  REACH ME PICS & CLIPS EMERGY  REACH ME MORE PICS & CLIPS EMERGY ~ REACH ME MORE

LS = T
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2.7. Scenarios

PICS & CLIPS HISTORY ENERGY MORE

User defined scenarios can be viewed by clicking on the scenarios button.

SCENARIOS

Close windows on leave
Last execution
06.01.2015 - 19:36:06

Intruder warning
Last execution
23.04.2014 - 05:55:05

Switch all lights off
Last execution
Never

Switch all lights on

" Last execution
Never

00000

F'K_SaLllPs HISTORY ENERGY MORE

A scenario can only be created using the web self-care interface. However, once a scenario is
created it will appear in the list of scenarios displayed by the smartphone application.

In contrast, it is possible to delete a scenario using the smartphone application.

For each defined scenario it is possible to change the status of the scenario or run the scenario
manually using the smartphone application. These features are accessible by finger clicking on
the scenario icon and viewing the edition menu bar that appears at the top of the screen:
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® X &

Close windows on leave

La X Itior
o 06.01.2015 - 19:36:06

Intruder warning

o 23.04.2014 - 05:55:05
Switch all lights off

o Never
Switch all lights on

0.

QDD

Once this menu is accessed, a checkmark is displayed over the icon of the selected scenario to
indicate which scenario any actions will be applied to.

The menu bar allows several actions on the scenario:

Unselect the scenario (and leave the edition mode).

triggering event is absent.

Deactivate the scenario: the scenario will not run even if its triggering event
comes up. This is only available if the scenario is active.
Activate the scenario: if the scenario was deactivated, it is reactivated. This is
only available if the scenario was inactive.

’@ Edit the icon of the scenario: it is possible to select a specific icon from a list of
é proposed icons. There is currently no option to expand that list with
customized icons.

@ Force run the scenario: the scenario is executed immediately, even if its
X
v

By clicking on the triangle icon ° it is possible to view the configuration of a scenario:
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SCENARIOS

Close windows on leave

Last executior
06.01.2015 - 19:36:06
Event
When protection Away
Action
Switch on Kitchen Blind
Duration

Unspecified

Action

o—o—o—0

Switch on Living Room Blind

Duration

I Unspecified

The different components of a scenario (triggering event, actions, duration) are listed vertically,
from top to bottom. The existing versions of the smartphone application do not allow the user to

modify any of the scenario components.
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3. SELFCARE PORTAL OVERVIEW

The self-care portal is the web interface for managing your Amdocs Connected Home kit from
inside the house or from remote locations. It requires a web browser to access it. Amdocs
recommends the following web browsers for the best user experience possible:

- Microsoft Internet Explorer, version 10 and higher
- Mozilla Firefox (recent versions)

- Google Chrome (recent versions)

- Apple Safari (recent version).

3.1. Overview

The self-care web portal allows users to setup and use their gateway, accessories, and all home
services.

Access to the web self-care web portal begins with running a web browser and connecting to the
self-care URL.

0 Are you already a registered user?

Your username: [

Your passwaord: [

Forgot my password

A user is required to enter their account login name and password to access the system.

Once logged in, the user can notice three different sets of tabs and buttons for accessing the
different functions of their online account. These tabs or buttons are highlighted in red in the picture
below.
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Account
management

& —n O ey § | John Smith v
Cross-domain ti FR¢ | CRon| ¢ | ¢ | = 18|
functions vy

4 Add a new accessory

Panel Cam

All P1 Living £ P2 Bedroom P3 Garage d\
Room (d

ﬁ Protection sensors -

Domain : Bedroom Door © Bypass
functions

W Garage Door © Bypass
’Z"” Garage Motion © Bypass
n Living Room Door © Bypass
o+ NextCam 1 & © Bypass

f .

i Safety sensors a My cameras -
E  Power Master Visonic 1 &

Lights Cam  Panel Cam  Rotating

Account management functions: this is where the user can define how they would like to be
notified of events, which additional users can access the system, and how they can modify their
accounts settings, such as changing their account password or contact information.

Cross-domain functions: these buttons provide general access to alarm and home automation
service features, such a viewing recorded videos, configuring automatic actions (scenarios),
viewing a list of alerts (history), and management of the home automation devices.

Domain functions: these tabs give access to the different security and home automation domains
that are supported by the user’s subscription. For example, the Security tab allows the user to arm
and disarm the alarm panel and view the list of security sensors registered with that alarm panel.
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3.2. Account Management

L% M v | § | PaulMartny

The real-time connection status of the Gateway and service information is always displayed in the
top right corner. Specifically, the type of Internet connection (Ethernet/Wi-Fi) is indicated.

The Internet connection type is displayed as follows:
- Whether wired:
- Or Wi-Fi:
Note: the Netgear gateway only supports one Wi-Fi network. This network supports the connection

to the IP video cameras. As a result, the Internet connection of this gateway should always be
wired.

In addition, several pull-down menus are also accessible from the Account Management section:
- Configuration of alerts: this menu is used to configure the phone numbers and email
addresses where event notification alerts (SMS, emails) are sent to.

In case of security alarm, reach In case of safety alert, reach In case of arming/disarming In case of technical event,
me by: me by: event, reach me by: reach me by:
05 SMS: +27828881234 5 SMS: ~27828881234 =4 Email: Do nat send email E=4 Email: paul martin@worlde

+27818889876

=4 Email: paul martin@worlde

EZ4 Email: payl martin@worlde. . lisa.martin@worlde...

Different types of alert notifications can be configured:

o Notification of security alarms: this concerns alarms detected by one of the
registered sensors of the alarm panel. It is possible to send an email and/or an
SMS to one or several addresses.

o Notification of safety alerts: this concerns alerts detected by one of the
registered sensors of the alarm panel. It is possible to send an email and/or an
SMS to one or several addresses.

o Arming and disarming notifications: such notifications can be sent by email
when the alarm panel is armed or disarmed by someone.

o Notifications on technical events: it is possible to be notified of technical
problems involving the alarm panel (e.g. panel is disconnected), one of the security

Page 25




Amdocs Connected Home — User Guide

sensors (e.g. sensor is out of battery), the home automation gateway (e.g. it lost
its Internet connection) or one of the home automation devices.

- User’'s name: this menu provides access to the personal details of the subscriber, such
as their first and last name and email address. This menu also gives access to the page
where the user’s password can be modified as well as the personal security questions that
may be asked in case the user has forgotten their password. In addition, it is possible to
defined sub-user accounts (Manage users), which are additional users for the same
account with defined permissions set by the main user.

L% %4 v | § |PaulMariny

The user can also switch their account to Maintenance Mode during maintenance. In this mode
installers can access the user’s account with their own private credentials (no need to share the
main user’s credentials with an installer) and perform any installation or maintenance tasks that are
required. When the maintenance mode is enabled, the user has limited access to their account.
However, the user can always cancel the maintenance mode anytime they desire, which
subsequently blocks the installer from accessing their account and performing any additional
modifications. Maintenance mode will need to be re-enabled in order to grant access again to an
installer.
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3.3. Domain functions

3.3.1. Security Tab

ﬁ The Security tab lets the user quickly arm and disarm the alarm panel, as

well as monitor the current status of security zones.
Security

HOME a SET a
6 Warning signals —

Securly ") Siren 1

&

Protection sensors -

Home
automation

E Door/Window Contact 1

o Motion Sensor 1

Safety sensors -

= Security Panel =

The Security tab view will look differently depending on the panel partition feature being activated
or not.

Partitioning is a panel feature that allows to divide the home into several independent areas (e.g.:
ground floor, bedroom floor, garden, etc.) which can be armed or disarmed independently. Each
security zone (e.g.: motion sensor, door sensor, PIR cam, etc.) can be assigned to one or more
partitions.

If partitioning is activated on the alarm panel, arming buttons on the top side of the dashboard are
divided per patrtition.
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When selecting the HOME or AWAY buttons of a partition, the gateway instructs the alarm panel
to enter the corresponding security mode. If a countdown is configured on the alarm panel in order
to give the user enough time to leave her home without triggering an alert, then that countdown is
displayed.

The “Away” indicator (shown in red) is for fully arming the system and means that all security
sensors are armed. The “Home” mode (orange) is designed to protect against intrusions while
people are still at home. In this case only “perimeter” zones will be armed in order to monitor
external doors and windows while people can still live and move within the interior zones of the
home.

See instructions of the alarm panel for more details on how to configure partitions and how to use
the arming modes.

When the security tab is selected, the user can access the live video streaming section. One of the
video cameras registered with the gateway can be selected and its live video stream can be viewed.
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3.3.2. Home Automation

@ This service lets the user remotely control lights and other electrical
Home appliances.
automation

Camera 1

Home appliance control

£ onioFF Switch 1

a
ON
£ onvoFF switch 2

£% oNiOFF Switch 3

Home
automation

Scenarios list -

[=I My lighting scenario l Run

My cameras View all

Devices that control lights and other electrical devices, such as opening or closing shades and
blinds, are represented with buttons that reflect their capabilities:
- Buttons with ON and OFF allow for turning on or off a device (and the electrical light or
appliance connected to it)
- Buttons with a sliding bar for devices that have a dimming function (mainly used with a
connected light that supports dimming from 0% to 100%)

On the right side of the dashboard, the camera panel gives the user access to the live video
streaming and recording. The panel displays all the IP cameras enrolled with the gateway as thumb
images. Once one camera is selected, the user can request a live streaming sequence, and if
desired, request to record the video stream.

Please refer to Chapter 6 for more information on the streaming feature.
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4. MANAGING ACCESSORIES

4.1. What is pairing and why it matters?

Accessories are devices that can be setup to exchange information with the Amdocs Connected
Home gateway. Home automation accessories are connected to the gateway in the same way that
security sensors are connected to the alarm panel to communicate alerts and status.
Some accessories operate on portable batteries while others must be plugged into an electrical
socket. The types of devices that connect to the alarm panel and home automation gateway are as
follows:
- Sensors: they can measure/detect conditions in the environment (temperature, movement,
smoke, liquid, etc.) and report to the alarm panel.
- Actuators: they can receive commands and perform some actions e.g. turning a light on or
off. They are connected to and controlled by the home gateway.

Pairing consists of linking an accessory and the home automation gateway so that they can
exchange information. This purpose of this activity is to enable the accessory to send information
to and accept data from the target home gateway in a reliable and unified manner. This pairing
insures that a neighbor with a similar system will not be able to control someone else’s accessories
using their own gateway. Accessories do not communicate with a gateway until they have been
paired and cannot be controlled remotely until this process is completed. Once paired the
accessory interacts with its gateway and no others. The accessory may also interact with other
accessories paired with the same gateway.

4.2. Which device can be paired

All Z-Wave devices can be paired (“included” in Z-Wave vocabulary) and unpaired (“excluded”). All
Z-Wave devices can be controlled with Basic commands (ON/OFF). Additionnally, ON/OFF light
devices and dimmer devices can be controlled and are shown in the graphical interfaces with
appropriate icons.

4.3. How to pair a new accessory?

Pairing consists of two main steps:

- First, the home gateway is set to pairing mode so that it knows a new device will be
requesting to join the ecosystem and can prepare for initial communication. This is typically
done over the web interface, but could involve pushing a button on the gateway enclosure
to trigger the pairing mode. This depends on the gateway model in use.
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- Second, the accessory is triggered to look for a home gateway that is in pairing mode and
register with the ecosystem. This is done by pressing a button on the accessory itself
enabling the pairing process to execute automatically.

Depending on the accessory, it may be necessary to press once, twice, or sometimes three times
on the device’s push button to start the pairing process. This depends on the device and on design
choices made by each accessory manufacturer. The Amdocs Connected Home platform provides
instructions on its web interface to guide the user through the different steps of pairing a new
accessory. If the new accessory is supported by the Amdocs Connected Home platform, the wizard
instructions take into account the specificities of that accessory and will enable the user to following
a simple set of steps to pair it without looking at the device user guide.

,Q, 2 L% 4 v | § |Johnsmithy

Devices Support

My devices
View: All | Cameras | Sensors | Remote and e Box
Cameras a
Name Recording camera on alert o
» Camera1
' 4 .
’ v Camera Sercomm RC8221 .
Door/iwindow sensors a
Name Trigger recording on alert @)
i 4, Contact Visonic 1
E v e ~ontact &

4.4. Pairing an accessory with the self-care portal web
interface

(Note: pairing an accessory is currently supported only from the web self-care, but not from the
Android and iOS mobile applications)

Pairing new accessories is extremely easy and intuitive. It can be achieved in seconds using a few
simple steps. This includes additional verification activities as well as any placement and wiring of
the accessory within the home.

To add an accessory, click on the Devices Menu and then on the Add a new accessory button
on the left.
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There is also a fast access button at the top right corner of the dashboard:

4 Add a new accessory

The web interface provides a list of supported accessories as illustrated below (this list expands
whenever new accessories are supported).

Add new accessory

Groups: | All w  Manufacturers: 4l w You can.ii?g?l:e?':r device?
i — —, NEW| NEW) -~
e = - ¥ - . o
ﬁ ) N_,// B hLT 4
i Heavy Duty In-wall Dimmer
Camera Dimmer Energy Plug Switch
NEW' o —
‘\ ':;:‘ @-u”} .i
#

In-wall Switch
Other Device Qutdoor Camera Plug

Depending on the accessory selected, a specific wizard guides the end user through the accessory
pairing steps.

The two examples in the following sections illustrate how easy it is to pair new accessories.

4.5. Example 1 — Pairing a power plug with a Gateway

Page 32



Amdocs Connected Home — User Guide

4.5.1. Installing a power plug

The power plug is connected to an electrical socket and controls a light appliance that is connected
to it. It has a manual ON/OFF button for direct control, but can also execute ON/OFF commands
sent to it by the Interactive Security Panel.

In order to operate and pair this device the power plug must first be plugged into to an electrical
socket. This provides the plug module with energy so that its circuitry can operate.

4.5.2. Pairing a Power Plug

In order to pair the power plug, first login to the self-care web portal and click on the “Add a new
accessory” button. The pairing wizard window will pop-up and provide a list of devices that can be
paired by the system. Select the power plug from the list by identifying the matching picture and
model number. In addition, the list of accessories can be filtered in order to find the device more
easily. Filters include Groups (e.g. “Plugs”) and certified Manufacturers (e.g. “Everspring”).
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Add new accessory

Groups: Al *  Manufacturers: Al hd You can't find your device?

dick here

OniOff Plug Other Device
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Upon selecting the target device, the pairing wizard will initiate and provide some generic
instructions:

Add new accessory

Building your ZWave network guidelines
1. Install your Gateway in a central location in your home for better connectivity with the devices.

2. Once installed, avoid moving the Gateway around - it should remain static. Moving the gateway after devices were
included rmay result in loss of connectivity with the devices and re including the devices may be required.

3. ZWave is a radio technology which supports mesh networking. This means that some devices can automatically
behave as repeaters in order to extend the ranges of the network. Start including AC-rmain powered devices as they
are acting as repeaters (ke home autormation plugs) before battery operated devices (lke door & motion sensors).

4. Include devices according to their distance from the gateway from the nearest to the farthest.

5. Direct pairing with the gateway is imited to ~30 meters | ~100 feet indoor, depending on the environment; for
example: the number of walls that the signal has to move through.

6. Pair the devices in their final positions.

After reviewing the instructions the user should click on the Continue button to proceed to the
accessory pairing steps.
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The first step provides instructions to prepare the accessory for pairing.

Add new accessory

Step 1 Step 2 Step 3
Resetting Mode Pairing Mode Device Details

1. Make sure you have plug module plugged into an outlet

2. Prass and release the on/off button on the front of the Zwave Plug J'

Assuming that the device is not already paired, the user can follow the preparation instructions for
the device and then click the Continue button to proceed with pairing.

Please note that a Z-Wave device will always fail to pair to the home gateway if it is already paired,
whether to the current home gateway or another one. In this situation, the wizard suggests that the
user un-pairs the device first and displays the instructions on how to do so. There is no risk in
performing the un-pairing procedure regardless of the device’s pairing status. If in doubt, it is safer
to execute the un-pairing process anyway.

In addition, please be aware that since the pairing process starts by setting the home gateway to
exclusion mode, any Z-Wave accessory that is triggered to enter into its own pairing/un-pairing
mode (called inclusion/exclusion mode in Z-Wave) is going to be unpaired (excluded) from the
Interactive Security Panel. It is required that the user works with only one home gateway and
accessory at a time during pairing.

Once un-pairing is completed and the device prepared for pairing again, click on the Continue
button to reach the second stage of the pairing process.

Page 36



Amdocs Connected Home — User Guide

Add new accessory

Step 1 Step 2

Step 3
Resetting Mode Pairing Mode Device Details

Press and release the on/off button on the front of the Zwave Plug

|
®

Start pairing process, Please wait

The home gateway is now set to inclusion mode and will blink one of its LEDs indicating that pairing
can be performed.

Press briefly the pairing button of the power plug as instructed by the wizard. In the case of the
power plug this is three rapid presses in a row. The pairing process will start automatically.
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During this process there is an exchange of data between the device and the Interactive Security
Panel. The wizard will display the status of the pairing process on the progress bar at the bottom
of the screen. The home gateway will finalize the pairing procedure and indicate success once the
process is completed.

Add new accessory

Step 1 Step 2 Step 3
Resetting Mode Pairing Mode Device Details

Press and release the on/off button on the front of the Zwave Plug

| 8
©

Device Added to ZWave Metwork

The wizard will now ask the user to provide a name and a location for the new device.

Page 38



Amdocs Connected Home — User Guide

Add new accessory

Step 1 Step 2 Step 3
Resetting Mode Pairing Mode Device Details

¥ Device successfully paired. You may insert name for the device.

Device brand: Everspring Device modeal: AN157-3 UK

Device name: On/Off Plug 1 Rooms: |Choose or type |"’| m -
Front door
Living Room
Garage

Enter a suitable name that is both meaningful and distinctive for that specific device.

In “Rooms”, either type a location name (e.g. “Jack’s bedroom”) or open the listbox and select one
of the values. That listbox will display all previously entered locations, as well as locations assigned
to security sensors during installation of the security system.

Click on the Finish button. The device is now paired with the Interactive Security Panel.

The home gateway will exit its inclusion/pairing mode automatically when the wizard finishes.

The power plug can now be controlled by the Interactive Security Panel, upon user interface
commands or scenario commands.
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4.6.

Example 2 — Pairing a new camera

Cameras allow the user to make visual checks of what is happening in the home.

Two types of cameras are supported:

Visonic PIR Cameras: such cameras are paired with the alarm panel; they can detect
motions using their PIR modules. If the alarm panel is armed, an intrusion alert can be
triggered and the PIR camera can capture several screenshots. These screenshots are
automatically uploaded by the home gateway to the personal video storage of the
Connected Home platform. However, the pairing of the PIR camera is not performed via
the self-care portal web site. This needs to be done directly with the alarm panel. Please
refer to the alarm panel guide for this procedure.

IP Camera: this video camera is managed by the Amdocs Connected Home home
gateway. Its pairing is done via the web interface of the home gateway and is described
below.

To pair a new camera:

Connect the power supply unit of the camera to an electrical socket (and the camera to its
power supply).

Connect the camera to the LAN Ethernet port of the Amdocs Connected Home gateway
using an Ethernet cable. If the alarm panel is already plugged in the LAN port, disconnect
it and reconnect it when the pairing of the camera is finished.

Log in to the self-care portal of the account (if not already logged in) and click on the "Add
a new accessory” option in the Devices menu to start the pairing wizard.
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4. Select the picture that matches the camera to be paired.

Add new accessory

You can't find your device?
click here

v Manufacturers: Al

— =, NEW' NEW| .
"‘l-\',._____ ‘,l/ ‘C.ﬁ ‘ £
Heavy Duty In-wall Dimmer
Dimmer Energy Plug Switch

W/ ®"}}!;}}

In-wall Switch

OCther Device Qutdoor Camera
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5. Instructions will be displayed for the pairing process. Note that the pairing protocol of the

camera is different than the pairing protocol of the power plug. The purpose of the Pairing
Wizard is to hide the differences between the different protocols and keep the process as
simple as possible. Additionally and in contrast to the power plug procedure, there is no
button to press on the camera to initiate pairing. Pairing can automatically occur assuming
the camera is on the same network as the home gateway.

Add new accessory

1. Make sure the camera is connected to a power supply.
2_For pairing process camera should be connected by cable.
3. home box works as "Client” (default), connect camera to the same router.

To

pair properly, the camera only needs to be powered on and wired with an Ethernet cable to

gateway. If the camera is not detected, repeat the operation from the beginning. If the camera was
powered off initially (its power cable was disconnected), then make sure the camera is powered
back on and wait until the camera has fully booted (for the RC8221 camera both green LEDs on

the

back of the camera will be illuminated).

Note: the device with two antennas depicted in the picture above and sitting in between the home
gateway and the camera represents your home network router. This is only a representative
illustration and router is not provided with the Connected Home platform. Although it is possible to
pair the camera by having both the gateway and the camera connected to a router, it is advised to
connect the camera directly to the LAN port of the gateway. This includes additional verification
activities as well as any placement and wiring of the accessory within the home.
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6. Click on the Continue button.

Add new accessory

Step 1 Step 2

Pairing Mode Device Details

Searching camera, this may take a few seconds...

Cancel

The Gateway now attempts to find the camera on the network.
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7. When the camera is found, the wizard asks for naming the new camera (a default name
is proposed)

Add new accessory

Step 1 Step 2
Pairing Mode Device Details

¥ Device Successfully Paired. You may insert name for the device.

Device Brand: SerComm

Device Mame: Camera 1 Rooms: v | | TestCamera

Enter a name that helps to easily identify the camera and click on Continue.
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8. By clicking on the “Test Camera” button, it is possible to capture a still image from the
newly paired camera. This snapshot is displayed below the button.

Add new accessory

Step 1 Step 2

Pairing Mode Device Details

¥ Device Successfully Paired. You may insert name for the device.

Device Brand: SerComm

Device Mame: Camera 1 Rooms: ¥ | | Test Camera

W

e g
A o
2

If the image is not displayed, there may be a problem with the camera. Check that nothing is
obstructing the view of the lens. If no obstruction is found, then try restarting the process from
the beginning or contacting the help desk for support.

9. The wizard then automatically configures the camera to wirelessly connect to the gateway.
The Wi-Fi hotspot of the gateway is hidden intentionally: its SSID is not broadcasted and
is not shown in the self-care interface. In addition, the Wi-Fi signal is encrypted and the
password is not displayed. This is for security and reliability purposes as the Wi-Fi signal
of the home gateway must be reserved exclusively for the cameras.

10. Click on the Finish button. The Pairing Wizard closes.

The camera is now paired with the gateway. Disconnect the Ethernet cable and connect it back
to the alarm panel. For better results it is advised to power off and power on the camera by
disconnecting and reconnecting its power cable. This is also a good opportunity to move the
camera to its final location as needed.
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4.7. Managing Paired Accessories

It is possible to remove an accessory or change some of the device settings after the accessory
has been paired.

To modify the settings of an accessory, click on the Devices menu:

My devices

iew: All | Camerzs | Sensors | Remots and tags | Home Bax

SyNC SCCESSONES Add 3 new acoessory Cancel

Cameras F Y
Mams Recording camera on alert ﬂ
7 Camera 1
? o . Camera Sercomm RCEZ21 =
L 1
more ik
Dooriwindow sensors F Y
Mams Trigger recording on alert (g
Contact Visonic 1
‘ o g Contact Visonic 1
i H
mare inf
Contact Visonic 2
' & d Contact Visonic 1
¥ x
more i
Motion detectors F Y
Mams Trigger recording on slert D
Maotion Detector Visonic 1
» s et e ] —
W o Motion Detector Visonic .
mare ik
Maotion Detector Visonic 2
. b et Mg fieanan —_—
o o Motion Detector Visonic .
mare inf
7 FIR Motion Detector Vis...
R 4 PR Y .
o & PIR Motion Detector Visonic .
more ik
Safety sensors F Y
Mams Trigger recording on slert D
= 7 Power Master Visonic 1 Eaiiery ks ow!
= « 4 et hias R ' .
Power Master Yisonic »
more ik
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4.7.1. Synchronizing Accessories

If any accessories that have been added (paired) or removed have not properly updated in the web
interface, it is possible to force a synchronization of their status by clicking on “Sync Accessories”
button. This forces an update of the list of paired accessories stored by the gateway. This procedure
will only impact devices that are paired with the gateway using the Z-Wave protocol such as the
power plugs. Devices that are paired with the alarm panel are not impacted.

4.7.2. Renaming an Accessory

To rename an accessory, click on the pencil icon 4 and update the name of the accessory in
the Edit field.

My devices

View: All | Cameras | Sensors | Remote andtags | Home Box

Sync accessories Add a new accessory Cancel

Cameras .

Mame Recording camera on alert o

[ Camera 1

? & Camera Sercomm RC8221 .

Then click on the Save button to save the changes made.

My devices

Settings updated successfully

View: All | Cameras | Sensors | Remote andtags | Home Box

Sync accessories Add a new accessory Cancel

Cameras i

MName Recording camera on alert 0
Camera 1

? o Camera Sercomm RCE221 A
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4.7.3. Removing (un-pairing) a non Z-Wave Accessory: IP
cameras and alarm panel devices

To remove an accessory from the list of devices that you previously paired, click on the cross mark
on the right side.

EREEN  Remove "ON/OFF Switch 1"

Are you sure you want to remove the device ?

The Remove Device screen will be presented and request confirmation of the action. Click the OK
button to confirm removal of the device.

If an accessory is removed by mistake, then it will need to be paired again by following a new
accessory pairing procedure.

It is also possible to remove a device paired with the alarm panel. However, if a removed device
needs to be paired again then the pairing procedure will have to be execute on the alarm panel to
restore it. This requires knowing the installer PIN code of the alarm panel and the appropriate
procedures.

The procedure for removing a Z-Wave accessory is slightly different than with a non Z-Wave device.
There is an action that must be performed on the device itself to initiate the un-pairing procedure.
The process is similar to the pairing procedure. The home gateway needs to be set in exclusion
mode and an action is required on the device (button pressing) to notify it that it should be un-
paired. This allows the device and the home gateway to exchange data so that they both know they
should no longer communicate. Once this process is completed, the device stops exchanging data
with the home gateway and is ready to be paired with another gateway (or repaired to the same
gateway if desired). Note that it is not necessary for a Z-Wave device to be unpaired by the same
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gateway to which it is currently paired. If a device is already paired with a gateway that is no longer
present, then the existing gateway can un-pair it without problem. However, the gateway cannot
pair an accessory with any other gateway other than itself.

When the device removal (un-pairing) process is initiated, a wizard automatically appears in the
self-care portal. It guides the user through the steps of un-pairing the device. The example below
shows the wizard for un-pairing a Z-Wave device. After asking for confirmation (“Are you sure you
want to remove this device?”) the wizard sets the gateway to exclusion mode:

Remove "ZWAVE general unlisted zwave"

Follow the Remove/Reset instructions of the device. (note: if you removed the batteries
from device, make sure to put some back in)

Starting device removal process, Fleass wait

Finich |

The process takes a few seconds and involves the device querying the gateway, detecting that it
is in exclusion mode, and then clearing its gateway registration information. Other Z-Wave devices
are not removed as long as they do not have their pairing/un-pairing buttons pressed while the
gateway is still operating in exclusion mode.

After un-pairing has finished, the wizard ends by stopping the exclusion mode of the gateway.
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A timer is started when the gateway enters the exclusion mode. If, after some time, no device has
claimed exclusion, then the wizard ends the exclusion mode of the gateway:

Remove device

@ Time Out

Timeout occurred.

For more information go to FAQ

Motice: the force remove
operation will not remove the
device in some cocasions

Do you want to try again the exclusion

procedure? v Lo
TEs

Finish

Click on the Yes button to retry the exclusion procedure or on the No button to exit the wizard.

Page 50



Amdocs Connected Home — User Guide

4.7.4. Automatic Camera Recording

Videos can be automatically recorded from an IP camera when an intrusion alarm or tamper alarm
or panic alert or safety alert is detected by the security system. Only one IP camera can be selected
for automatic recordings from among the paired cameras available. If there are multiple cameras
paired with the Amdocs Connected Home gateway, then it is possible to specify which camera
automatically records videos and uploads them in real-time to Amdocs Connected Home cloud
service platform. The camera selected for this feature should be chosen wisely in order to insure
that any recordings are meaningful in case of alert.

Click on the Devices button in the cross-domain button bar and click on the radio button “Recording
camera on alert”.

Note: you should also select which security sensors and/or safety sensors will trigger the video
recording from the selected IP camera. You can select one or more sensors.

Cameras

7
Name Recording camera on alert @) ‘.'yl_ﬂ?tan\tuls
Camera 1 -
> v : 2
\
Door/window sensors ( \
Name Trigger recording on alert o
Door Contact
v v
Motion detectors
Name Trigger recording on alert o
. Motion Sensor 1
] v 7
Safety sensors
Name Trigger recording on alert o
— Security Panel Battery is low!
= v
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4.7.5. Checking the WiFi signal strength of IP cameras

At camera installation time, it is important to check that IP cameras are installed in a location that
is in range of the WiFi private network of the gateway. You can check the quality of the gateway
WiFi network received by the IP camera by looking at the WiFi icon at the far right of the device.

Wifi Status
Refresh all

MName Recording camera on alert 0
s Camerai
) r 4

~ —
Camera L -

more info

The WiFi icon displays the WiFi signal percentage quality and the RSSI value in dBm units. Values
are updated at every loading of the DEVICES web page. You can refresh the WiFi signal strength
values by clicking on the link “Refesh all”’, which will refresh the measured values for all enrolled IP

cameras.

4.7.6. Checking the IP address of IP cameras

You can check the IP address assigned to an IP camera by clicking on the link “more info”, under
the device name.

Cameras a

Name Recording camera on alert (@ ‘-ﬁg’lﬁiiarﬂ-;i

? Camera 1 100%

4 . —
s Camera * %\ .
more info
Doorfvne ==~ - -
IP Address: 172.29.71.39
Trigger recording on alert o

4.8. Time Zone

It is strongly advised to select the right time zone for the gateway. Otherwise, the events may not
be accurately time stamped in the History Log.
For setting the gateway time zone, go to the the DEVICES page, and to the HomeBox section.

omeBox time zone

electthe time zone of the physical location of your HomeBox

HomeBox's time zone: South Africa Standard Time n
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5. MANAGING SCENARIOS

Scenarios allow the user to configure automatic actions performed by the gateway at certain times
of the day or when specific events are detected by a sensor. This provides the ability to customize
the behavior of the Amdocs Connected Home solution to fit the exact needs of the user.

Scenarios can be managed by clicking on the Scenarios button.

Ca-+n

Scenarios

Scenarios list

Create new scenario

You have no scenarios defined yet.

By creating scenarios you can easily automate your accessories and HomeBox activities.

For example:
Switch on a Heater Between 16:00 - 17:00 Every day
a > O > B
Change protection mode At 08:00 Only between
to Away maonday - friday

Creating a new scenario is easy and intuitive and can be accessed from the Scenarios page by
clicking on the Create new scenario button.

As many scenarios as desired can be created. Each scenario can be set as active or inactive by
clicking on the Inactive/Active toggle button next to each scenario detail. When set to “Inactive” a
scenario is not executed regardless if the event is received by the gateway.
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Scenarios list

Create new scenario

Corridor lighting Edit| Remove Event E Action Duration @ Scheduling

When Door\Window Switch on ONIOFF Switch 1 unlimited Do it only between 09:00 - 17:00 on
Contact 1 is triggered Mon,Tue,Wed, Thu,Fri

( I

Action @ Duration a

Start recording Camera 1_ for 2 minutes

As an example, it is possible to create a scenario that turns a siren device ON for 10 seconds if
someone opens a medicine locker. This implies that a door sensor is installed on the door of the
locker so that the gateway can be notified when the locker is opened.

Clicking on the Create new scenario button opens a page for building a scenario. This page
provides the following parameters for the user to define the scenario operating conditions:
- A name for the scenario: choose a name that easily reminds users what the scenario does;
- A cause for triggering the scenario: this can be a time event (like every Monday at 2pm,
January 31%t at 6pm, etc.) or a notification triggered by one of the paired devices (whether
with the gateway or the alarm panel);
- The action that the scenario must execute when it is triggered: this can be sending a
command to one of the paired devices (with the gateway) or sending a text message (email,
SMS);
- Possible time ranges when the scenario can be executed; this allows the user to refine the
timing of the scenario.

By default a new scenario is displayed with empty parameter sections. The user is responsible for
filling in each section one after another to fully define the operating conditions of the scenario.
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The first section of a scenario is the Event category which allows the user to define the event that
should trigger the scenario to run. A list of candidate events is automatically displayed below the
scenario definition allowing the user to click on one of them to select it as the event that should
trigger the scenario.

Create scenario

Scenario name

[

Event Action Duration 3 Scheduling &
unlimited
Manually activated Time Protection Away Protection Home Protection Disarmed
only
DoorWindow Contact
1

As shown above, the list contains some of the devices that are available to the gateway, i.e. devices
paired with either the alarm panel or the gateway itself. These devices are accessories that can
send events or notifications to the gateway. Additional items include time events and the protection
arming/disarming status of the alarm panel.
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List ltem

Time Event

Icon

Time

Extra Parameter to Provide

Time (hour:minute) when the event is to

occur. A field is displayed to capture the
time:
Set start time

TR
At |

Protection Away

7}

Praotection AWAY

Select if the event to be processed should
or should not be based on a lack of the
specified event occurring. For example, it
is possible to trigger the scenario if the
protection fails to be armed between 9am
and 1lam:

Event m Action Dura

Protection is not switched
to AWAY between 09:00

Specify scenario settings

 execute scenario only if selected event doesn't occur

Wait from | 09:00 until  11:00

Protection Home

@

Protection HOME

Select if the event to be processed should
or should not be based on a lack of the
specified event occurring. For example, it
is possible to trigger the scenario if the
protection fails to be armed (personalized
mode) between 9am and 11am:

Event @ Action Dura

Protection is not switched
to HOME between 09:00
and 11:00

Specify scenario settings

.+ execute scenario only if selected event doesn't occur

Wait from | 09:00 until | 11:00
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Disarmed

Protection Eﬂ

Protection
DISARMED Event

Select if the event to be processed should
or should not be based on a lack of the
specified event occurring. For example, it
is possible to trigger the scenario if the
protection fails to be disarmed between
9am and 11am:

m Action Dure

Protection is not switched
to DISARMED between
09:00 and 11:00

Specify scenario settings

+ execute scenario only if selected event doesn't occur

Wait from | 09:00 until | 11:00

Any device that can

send a notification 1

.

DoorfWindow Contact

Select if the event to be processed should
or should not be based on a lack of the
specified event occurring. For example, it
is possible to trigger the scenario if a door
sensor fails to detect a door
opening/closing between 9am and 11am:

Event E Action D

When Locker Door is not
friggered between 09:00
' and 11:00

Specify scenario settings
 execute scenario only if selected event doesn't occur

Wait from = 09:00 until =~ 11:00

The “Name” field can be completed at any stage when building the scenario.

Once the triggering event is selected, click on the Continue button.

The next section is the Action category. This section allows the user to define what action to
execute when the scenario is triggered. A list of all the possible actions is displayed as a set of

icons that you can click on.

" Event E Action

When DoorWindow
Contact 1 is triggered

After | O Days

.

7 @

Set protection Set Set protection Home

Duration Scheduling
unlimited Do it only between 00:00 - 01:00
= » @
Send alert by OMIOFF Switch 1 Record camera

email Camera 1
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The following choices are available for the Action category:

List ltem

Set protection AWAY

Icon

u7)

Set protection
AWAY

Explanation/Extra Parameters

This action fully arms the gateway

Set protection HOME

@

Set protection HOME

This action partially arms the gateway

Send an Email

=
Send alert by
email

A message is sent by the Connected
Home platform to a specified emalil
address. Text fields are displayed in order
to capture the target address, a subject,
and the body of your email.

After | O Days ;

Send Email [ This field is mandatory

Message subject: [ This field is mandatory

Message text:

Switch a pluf ON/OFF

»

OMIOFF Switch 1

An ON/OFF plug can be set ON or OFF. It
is possible to set a time delay between the
scenario triggering event and the ON/OFF
action.

After | O Days ;Switch ON ;

Record video from an
IP camera

@

Record camera
Camera 1

The selected IP camera will start an
automatic video recording session of 2
minutes duration. It is possible to set a
time delay between the scenario triggering
event and the video recording action.

—_—

After | 0 Days “ ]
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Once the action is selected, you can either click on the Add Action button if more than one scenario
action are required, or click on Continue button if no more scenario action is required.

Clicking on Add Action will add a new line in the scenario definition frame, and you will follow the
same process for defining your action parameters.

Event

When Door\Window
Contact 1 is triggered

After | O Days

7}

Set protection Set

Action
Switch on ONIOFF Switch 1

Action

@

Set protection Home

Duration
unlimited

Duration
unlimited

>
Send alert by
email

3 Scheduling (&

" Do it always

4

& @

OMNIOFF Switch 1 Record camera
Camera 1

After clicking on Continue, the next section is the Duration category. It consists in specifying how
long the previous action persists. Note that some actions (like arming or disarming the protection
mode) do not require a duration setting. In this case, there is no duration to specify as the action is
discrete. However, for actions that have a reverse command, such as turning a power plug ON or
OFF, then the duration specifies the time to wait before running the reverse command. For
example, if the action consists in sending an ON command to a power plug, then the duration is
the time to wait before the gateway sends an OFF command (opposite) to that same plug.
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After the duration is defined, click on the Continue button to access the last section of the scenario
definition wizard. The section contains the Scheduling definition and allows you to specify when
the scenario may be executed. This section provides list of options allowing the user to define the
dates and times for which the scenario is active:

-

When DeorWindow Switch on ONIOFF Switch 1 unlimited %® Do it always
Contact 1 is triggered

" Event f Action ‘6! Duration éD Scheduling %

Make this scenario active:
All the time

. At specific week days/dates

+ | Any time

Only between | and |

Allweek days

Man Tue Wed Thu Fri Sat Sun

+  Any dates

From to

As shown above, you may select:
- All the time: scenario can be executed at any time
- At specific time and dates: you can specify a time range (for example: between 9am and
10am); you can also specify that the scenario is only executed certain days of the week,
or between two dates.

After completing all the scenario definition sections, click the Finish button to save the scenario in
the system and load it to the gateway. By default the scenario is activated. Additional scenarios
can be added without restriction and a scenario can always be modified later on. A scenario can
also be deleted when no longer needed. Note that removing an accessory from the system also
removes any scenarios associated with that device as the scenario definition would no longer be
valid.
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It is possible to run the actions of a scenario without actually waiting for the triggering event to
occur. When displaying the list of scenarios, each scenario has a Run button, as shown below:

Corridor lighting Edit|Remove | Event B Acion £ Durat

When DoorWindow Switch on ON/OFF Switch 1
Sirasive ] _scive ()

Contact 1 is friggered

Action @ Durati
Start recording Camera 1 f

Clicking on this button triggers the execution of action (or actions), which have been defined for
that scenario.

In case a scenario should not be executed for some time, there are two options:
- Delete the scenario, by clicking on its “Remove” link: but it will need to be recreated it if it
is ever needed again.

Corridor lighting Eaitf(Remove ) | Event B Action £ Durat
When DoorWindow Switch on ON/OFF Switch 1

Contact 1 is triggered
Cinsctive | Acive

Action @  Durati
Start recording Camera 1 f

- Deactivate the scenario: click on its “Inactive” button, and the scenario will not be executed
when its triggering event occurs. The scenario can re-enabled at any time, by clicking on
its “Active” button.

Corridor lighting Edit|Remove | Event I Action £ Durat

When DoorfWWindow Switch on ONMOFF Switch 1
Contact 1 is triggered

Action @  Durati
Start recording Camera 1 f
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6. MANAGING VIDEO

The Amdocs Connected Home solution lets users keep an eye on their homes. If a user is at home
and wants to check if their baby is sleeping in another room or if they are away and want to see
what is happening after an alert (SMS, email) is received, they can always connect to thier system
through the web self-care portal or smartphone and check the status of events.

The system can automatically record videos in case of alert or on demand at a user’s request.

6.1. First glimpse at video

HOME a SET & Canem't
a Warning signals -

Security ) Siren1

Protection sensors -

B Doomwindow Contact 1

o+ Motion Sensor 1

Safety sensors -

T  Security Panel o My cameras View all

To access the cameras, browse to the Dashboard screen. All the paired cameras are available in
the right pane of the Dashboard view.

If there are multiple cameras, it is possible to view one specific camera by clicking on one of the
pictures at the bottom (below the camera viewing area). These pictures are snapshots taken from
each camera. Once a camera is selected, click on the play button to start viewing video.
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6.2. Live Video Streaming

To watch the real-time video of a particular camera paired to the gateway, click on the camera to
watch the stream in the My Cameras zone. When watching a video, a user is not directly connected
to her camera, but instead to a video server in the cloud. All video streams are collected by the
gateway, encrypted, and safely transmitted to Amdocs Connected Home cloud service platform.
This ensures maximum security and protection of private data. Some slight delay may be
experienced before the video starts (5 to 20 seconds), but this is necessary to ensure proper data
protection. To minimize the waiting period for the video to begin, the system starts with an image-
by-image video feed (i.e. pictures displayed and in parallel refreshed every second). The real-time
video starts buffering in the background during this process and once the real-time video stream is
ready (buffer reached 100%), the frame by frame mode automatically switches to the real-time
video mode.

While watching a video, it is possible to:
- Zoom in and out (if supported by the camera)
- Display video in full screen
- Move the camera up/down or right/left using the arrow on the sides (if supported by the
camera)
- Start recoding what is shown

View all

To enforce the protection of privacy, some camera models have a physical privacy button. This
activates local privacy mode and it is no longer possible to fetch images or video from the camera.
When in this mode, the video streaming area in the self-care portal provides a warning (see below).
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A Unable

The only way to access the video and the images from the camera again is to press on the privacy
button again and disable the local privacy mode. It is not possible to disable the privacy mode from
the web portal. This ensures that if someone at home does not want anyone to view a camera
feed, then nobody can override the local privacy setting.

The picture below shows the back of the Sercomm RC8221 camera. The Privacy button is on the
left side.

Made in Talwa
iy

R
1302YWT001028  SDO
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6.3. Video Recording

While watching a video stream on the web portal or mobile application, a user can decide, at any
time, to start recording what is shown. To initiate a video recording, click on the Start recording
button. An indication that the video recording has started is displayed as shown below. All video
is recorded in Amdocs Connected Home’s secured cloud.

Camera 1

A Recording has been started

My Cameras View all

Camera 1

To stop recording, press the Stop recording button (only shown if a recording is in progress). In
addition, videos can also be recorded automatically upon alarms.

To access recorded videos, click on the Pics & Clips button in the cross-domain bar

ol | S

Pics & clips scena
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Pics & clips
Time Recording camera
& Today 18:0550 Camera 1, on slet s
@, 11102/2015 09:4311 Camera 1. on demand 7
© Older Newer @
1-20f2

A recorded video can be played anytime by clicking on the video image in the recorded videos list.
It is possible to pause it or play it in full screen, as desired.

To download one of the recorded videos to a local computer, click on the Download button (bottom
right corner) in the video display window.

A pop-up window will be displayed requesting if the video should be saved (in .mp4 format) and
where. Note that based on the configuration of the web browser product used, the video file may
be automatically downloaded and saved in a Download directory.

@, 181022015 16:0550 Comers 1, o wient /
69 11022015 094311 Camern 1, on demand ’

Do you want to open of save rec2015-02-18-18-03-51.mp4 from ukl.chamdocs.com? " v

Cancel
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7. HISTORY LOG

The Amdocs Connected Home service logs all the activities that happen to a gateway or one of its
accessories. The system provides two ways to access and review those logs.

The first option is to look at the log alert indicator. This indicator is displayed in the bottom right
corner of the dashboard as depicted below:

Camera 1
HOME a SET a
ﬁ Warning signals “~

Security o) Siren 1

Protection sensors -

B ooor contact &

'Z" Motion Sensor 1

Safety sensors -

T  Security Panel o= My cameras View gl

Camera 1

Click to view
Terms of use | Aboutus | Contactus Last Alerts

Clicking on the indicator expands it into a bigger log alert box as displayed below:

@ 30/06/2013 13:52:25 2
Device "Air Con’ in order

View all Alerts

This box shows the latest alert(s) recorded by the gateway. The View All Alerts hyperlink provides
access to the History page, which shows the full list of logs. This is the same page that is accessible
by clicking on the History menu option.
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The second way to accessing the history logs is directly via the History menu button.

O

History

This History page shows the logs sorted by time with the most recent events at the top.

Alerts and notifications history

View: List | Credit summary

Period: | Last 24 hours n Alertinitiated by: | All accessories n Partition: | All n Eventtype: | All n

1-100f 33> M

Event Time Alerted By Comment
Installer maintenance mode is terminated Today, 17:35:46

R Installer maintenance mode is starting Today, 16:21:07
Installer maintenance mode is terminated Today, 15:41:41

Internet connection resumed to fixed line (Ethernet) Today, 12:11:15

Events can be filtered by time period, accessory, partition,or type of event as indicated below:

Filtering events by time periods:

Alerts and notifications history

View: List | Creditsummary

Period: | Last24 hours n Alettinitisted by: | All accessories n Partition: | All n Eventtype: | All n

Last 24 hours
Last 7 days

Last 30 days
Older Time Alerted By Comment

1-10 of 33 > ¥

It is possible to display the events that occurred during the last 24 hours, or the last 7 days, or the
last 30 days. Choosing Older displays all the events.
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Filtering events by accessories:

Alerts and notifications history

View: List | Creditsummary

Period: | Last24 hours n Alertinitiated by: | All accessories n Partition: | All n Eventtype: | All n
s

Camera 1
Keyfob Visonic 1
Event Keyfob Visanic 2 Time Alerted By Comment
Power Master Visonic 1
Contact Visonic 1
Installer maintenance mode is terminated | Mation Detector Visonic 2 Today, 17:35:46
PIR Motion Detectar Vis_
Contact Visonic 2

; ; } Mation Detector Visonic 1 o4
R Installer maintenance mode is starting Home Blox Netgear ASG1250 Today, 16:21:07
Old inactive devices

It is possible to view all the events associated with a given sensor, whether this sensor is paired
with the alarm panel or the gateway. Events of a device paired with the alarm panel can also be
found in the history logs of the alarm panel itself.

Filtering events by partitions:

Alerts and notifications history

View: List | Credit summary

Period: | Last24 hours n Alertinitisted by: | All accessories n Partition: | All n Eventtype: | All n

' 1-10 of 33 3
2
Event 3 erted By Comment

It is possible to display only the events generated by the sensors that are registered with a given
partition in the alarm panel, or with all the partitions.

Filtering events by types of events:

Alerts and notifications history

View: List | Creditsummary

Period: | Last 24 hours n Alertinitiated by: - All accessories n Partition: = All n Eventtype: | All n
All

Other

3>

Security alarm
Event Time Alerted By Security alarm restore
Safety alert
Safety alert restore
Installer maintenance mode is terminated Today, 17:35:46 Technical event

Technical event restore
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There are many types of events, as an all events are not necessarily related to an intrusion. An
event can be in regards to arming or disarming a partition, starting a video session, switching to
the Maintenance Mode, etc.
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8. ALERTS AND NOTIFICATIONS

The Amdocs Connected Home service allows users to be immediately notified about any particular
event happening in their homes while they are at home or away.

When the gateway is armed (Home or Away mode), any “security” sensor, unless deactivated, may
generate an alert when tripped.

A user can be notified of an alert with SMSs and/or emails. In addition, if a user is connected to
the self-care portal while an alert is triggered, a pop-up window will appear indicating which sensor
has generated the alert.

Abart 111

An alert can also be generated by a scenario. For example, a scenario can generate an SMS when
the alarm panel is disarmed. This can let parents know when their child has come home.

For the SMS and email alerts, up to 3 numbers and 3 email addresses can be defined per category.
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17:54

lundi 19 mars

Message de 3 61 73

Arch Stanton, this r sage is to

inform you that a security event has
been detected by door/window
sensor “Back door”.

How to set-up the preferred method of communication

To configure natifications for home alerts, move the mouse cursor over the phone/chat/email icons
of the top right menu bar. A pop-up window is displayed showing the current configuration for the

alerting process.
‘ (T

i | Jonn Smith «

————
In case of security alarm, In case of safety alert, reach In case of arming/disarming #oe of technical event,
reach me by: me by: event, reach me by: reach me by:
!‘ SMS: Do notsend text message !‘ SM3. Do notsend text message 24 Email’ Do notsend email 24 Email: Do not send email
BZH Email: Do notsend email B4 Email: Do notsend email
)

In the bottom right corner, an Edit link leads to a web page, where the current settings can be
modified and users can enter phone numbers for SMS and email addresses.
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Edit reach me details

In case of security alarm, reach me by:

g, SMS: [+ Email: 4+

X X

In case of safety alert, reach me by:

g, SMs: [+] Email: [+

X x

In case of arming/disarming event, reach me by:

Email: (1]

X

In case of technical event, reach me by:

Email: +]

X

In this page, phone numbers and email addresses can be entered for contacts that should be
notified in case of alert.

To add additional numbers, click on the Plus button in green (@) of the corresponding section.
Removing a number is done by clicking on the Cross button (*) next to it.

The limit is three numbers or email addresses per section.

Note that emails can also be in case of a technical alert. An example of a technical alert is when
the gateway has lost its internet connection.
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Edit reach me details

In case of safety alert, reach me by:

% svs: =4 Email

+33654321008 | x myseff@myhome.com | %
| | % | | %
| | x | | x

In case of arming/disarming event, reach me by:

B Email:

|:m1,fseff@rrrrhume.cum | »
| E
| | x

In case of technical event, reach me by:

B Email:

|:m1,fseff@rrrfhume.cum | x
| | x
| | x

It is important to note that if several SMS numbers or email addresses are entered all these
numbers/email addresses will receive notifications in case of an alert.
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9. ACCOUNT MANAGEMENT

The user can access personal account data via the pop-up menu in the upper right corner of the
self-care portal web page:

My personal details
Manage security
Manage users

Start Maintenance Mode

Logout

9.1. My Personal Details

My personal details

Lastname: * [-F’eter
© UserCode: 1
First name: * [ Martin
hange my password
Email: * [ petermartin@gmail.com
Mobile number: * [44?628692944

Please use Intemational format, starting with '+

This page allows the user to check and modify personal information as well as view the PIN code
that the gateway uses when it communicates with the alarm panel. An alarm panel requires a PIN
code to be entered in order to perform various tasks, like arming or disarming a partition. This PIN
code is also expected to be provided when the gateway sends an arm or disarm command to the
alarm panel. For security reason, the PIN code itself is not displayed, but instead the user code
index as defined in the alarm panel is displayed in this screen.
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9.2. Manage Security

This menu item gives access to two pages related to the management of the password of the main
user:

- Modifying the main user’s password

- Modifying the personal security questions an answers

9.2.1. Change my Password

The Change my Password link gives access to the page where the password of the Amdocs
Connected Home online account can be modified.

Change Password | Security Questions

Old passwaord: [
Mew password: [
Confirm new password: [

Since the password that is typed is masked, the user needs to enter it twice to make sure no error
was made. The password must be entered manually with no possibility to copy and paste the
masked value.

The previous password must be provided as well, in order to make sure that the person doing the
password change is a legitimate user.

If a user forgets her password, she can trigger an automatic procedure that will et her enter a new
password, without knowing the previous password. However, the system must make sure that only
the real owner of the account is entitled to do so. This is the basis for requiring security questions.
Main account holders should make sure that their security questions are defined properly for easy
recall, but also so that the answers can only be provided by themselves.
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9.2.2. Security Questions

Click on the Security Questions link in the Change Password page.

Security questions | change password

Please choose and answer all questions

A form with four lines is displayed, each line displays a security question and the personal answer
from the user.

If they are not already filled in, it is necessary to select four questions and provide four answers.

Each line starts with a drop down list of questions. Select one of the questions for which an answer
is well-known by the end user. Then type the answer in the edit field on the left. Repeat the
procedure for all four lines. The system makes sure that no question can be selected more than
once.

Answers are not displayed in clear. So it is important to make sure that no typo error is made when
entering the answers.

Answers are stored in a non-readable format by the system, so nobody will be able to tell a user
what any of the answers are.
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9.3. Password forgotten: how to recover it

In case the password of an account is forgotten, the user can click on the Forgot My Password link
in the login page:

Login

o Are you already a registered user?

Your username: [

Your password: [

Forgot my password

A first page is displayed, which checks which account the user needs to reset the password.
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Password recovery

Type the code shown:

2 )

° Please enter following details

Email :

Lastname:

[
Username: |
|
[

Firstname :

Recover password

This page does not simply ask what the name of the account is. It also asks for the details that can
be found in My Personal Details page: email address as saved by the user, last and first names.
And, of course, the system asks for the name of the account (User name).

This page also asks to enter the series of digits and/or letters that are shown in a picture. This is to
make sure that the password request is not accessed by a computer running a password stealing
program.

When all fields are filled in, click on the Recover password button.
The next page provides two questions, selected randomly among the four security questions. The

user must provide answers for both questions, which should exactly match the answers already
given.
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Password recovery

What was your childhood nickname? [

What is your mother's maiden name? [

If both answers are correct, then the user is allowed to force a new password in the next screen.

Password recovery

Mew password: [

Confirm new password: [

The user shall enter the new password. For security reasons, the entered characters are masked.
For making sure the password is entered without typos, this password shall be entered twice.

If both entered passwords are identical, then the old password is deleted and replaced by the new
password.
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9.4. Manage Users

9.4.1. Overview

In case of several family members using the Amdocs Connected Home service features, it is
possible to define multiple user logins and passwords to access a same account. Each set of user
login/password can be considered as a sub-account of the main account. In the rest of this
document, we call the “main user” the main account user, and “sub-user” a sub-account user.

The purpose of this feature is to provide family members access to the service, but without sharing
the same credentials (login and password) of the main user. In addition, the set of functionalities
proposed to each sub-account in the user interface can be customized by the main user. For
example, a user can create a sub-account for their children, so that they can play with the lighting
but not with arming/disarming the security system.The set of functionalities that the User Interface
exposes to a sub-user is called “user permissions”.

Itis always possible to revoke any of the sub-accounts if a main user decides that a sub-user should
not get access any more to the system.

If no sub-account has ever been created, the Manage Users page shows a list of users containing
only one entry: the main user’'s account. As this is the main account, it cannot be deleted or
restricted (its details are grayed out) as all user permissions are granted. Some of the details (first
and last name, email address, password) can be modified, but only through the dedicated account
management web pages as described previously in this document. The only piece of information
that can be updated regarding the main user, is the alarm panel “user code” that shall be associated
to the main user. User codes are index values (1, 2, ... up to a max value that depends on the
model of alarm panel) which identify the alarm panel PIN code that the gateway uses when it sends
commands to the alarm panel on behalf of the main user (e.g. arming and disarming commands).
The association between a user code index and a 4-digit IN code is configured directly on the alarm
panel. On the web portal, the main user will only select which user code index shall be used for
their own alarm panel commands.

When managing the alarm panel directly via its dedicated user interface (keyboard and screen), a
user needs to enter a PIN code when performing sensitive actions, such as arming and disarming
a patrtition. It is possible to define several users with their own dedicated PIN codes. This way, the
alarm panel can know who is performing an action based on the PIN code entered and verify that
the corresponding user has the appropriate permission level.

When a user executes an action via the web portal or the mobile app, the alarm panel also expects
to verify that this user is authorized to perform that action. The gateway adds the PIN code of the
user in the command that it sends to the gateway. Therefore, two checks are performed
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simultaneously: the gateway checks that a user is allowed to perform an action, and the alarm
panel does the same. Great care should be therefore taken when setting up the permissions of PIN
codes during the configuration of the alarm panel so that these permissions correspond to those
given to a sub-account.

Note: in case of multiple users on the same account, there is no obligation to define a different user
code index per user. Several application users may share the same alarm panel user code.

The user code index of the main user is to be entered in the User Code field (see below).

Manage my users

My current users User details
Select a user:

i User Code: 1 w
Martin

Add new user

User permissions

Duplicate user

Suspend user

Activate user

Delete user
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9.4.2.

Sub-accounts

Adding a new sub-user can be done by clicking on the Add New User... button. It is also possible
to create a new account with the same permissions as an existing one, by clicking on the Duplicate

User... button.

To create a new sub-user, it is necessary to enter the following account detalils:

User Detail
User code

‘ Type

Index value, from 1 to a max
value that depends on the alarm
panel model.

Explanation

List of security alarm panel user code
values which have been preliminary
created on the alarm panel and
configured with a PIN code.. This user
code is only requested if the “Security”
permission right is checked.

User Name

Login name for sub-user

Login name used by the sub-user to
access the Amdocs Connected Home
user interface.

First Name

Free text string

First name of the sub-user; this is
mainly to remember who that sub-
user is, in case different sub-accounts
are created for different persons with
the same last name.

Last Name

Free text string

Last name of the sub-user; as with the
First Name, the purpose is to help the
main user remember who that sub-
user is.

User Password

Sub-user’s password

Password that the sub-user needs to
enter to access the Amdocs
Connected Home interface. Like any
password in Amdocs Connected
Home, this password must follow
some rules to make it secure enough:
it cannot be identical to the login name
and it must contains at least one
upper case letter as well as one lower
case letter and one digit.

Confirm Password

Type again sub-user’s

password

Since the password is masked, it is
necessary to type it twice.

Email

Email address of the sub-user

Email address of the sub-user
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Manage my users

My current users
Select a user:

Martin

Mkate

User details
User Code: 1 v
User name: pKate3e0
First name: Kate
Last name: Peter
User password: sasnnnne
Confirm password: ssssesee
Errail: pKate360@mycloud.com

User permissions

Security

Home automation

Video

n
7l

1
7l

Scenario operate

Scenario modify
Device operate

Device modify

OOEOEEEE

Notification ('Reach me details")

Cancel Save

Together with the account details, it is necessary to define the permissions that are granted to the
sub-user by clicking on the corresponding check boxes:

User permissions Explanation

Security

Grants the sub-user access to the Security tab of the account and its
arming/disarming modes

Home Automation

Grants the sub-user access to the Home Automation tab of the
account, see the devices real-time status, and turn on and off lights

Video

Allows the sub-user the option to watch the camera(s) live view,
record video stream or playback the recorded videos.

Scenario Operate

Allows the sub-user to enable and disable scenarios, as well as view
and run existing scenarios.

Scenario Modify

Allows the sub-user to create, modify and delete scenarios

Device Operate

Allows the sub-user to send commands (via button clicks) to a
device; e.g.: turn on and off a power plug.

Device Modify

Allows the sub-user to pair and un-pair cameras and home
automation devices with the gateway, rename the devices or modify
their configuration settings (if any).

Notification

Allows the sub-user to modify the email addresses and phone
numbers configured in the “How to Reach Me” section.
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10. GETTING SUPPORT — TROUBLESHOOTING

10.1. Z-Wave Advanced Settings

It is possible to access some Z-wave advanced configuration settings. These details are usually
not useful to end users (and refer to advanced technical concepts), but they may be needed by
attendants of the hotline support.

To access those advanced settings: click on the “Devices” tab in the top bar and scroll down to the
bottom of the page. Expand the “Advanced Settings” section.

Advanced Settings 4

ZWave Controller Status ONLINE

Chip Version 760

Com Port Jdev/ttys0
Controller Mode Normal
Controller Version Z-Wave 2.78
High Power true

Home 1d 178B16C(24686956)
Is Primary true

Is SIS true

Is SUC true

Is SUC/SIS true
Network Wide true

Routing Info Device Controller:178B16C [Zwave Thermostat 1,Zwave Smart Plug 1]
Routing Info Device Zwave Smart Plug 1 [Controller:178B16C,Zwave Thermostat 1,]
Routing Info Device Zwave Thermostat 1 [Controller:178B16C,Zwave Smart Plug 1,]

Routing Info Node 1 [3,4]
Routing Info Node 3 [1,4,5]
Routing Info Node 4 [1,3,5]
SUC Node Id 1
Zwave Version 5

ZigBee Controller Status ONLINE

Baud Rate 9600

Com Port fdev/ttyUSBO
Controller ID 0013320040666¢37
Controller Mode Normal

Controller Name XBee Connection
Firmware Version 218c

Advanced Controller Commands:

Run ZWave Network Update on the Gateway - Rediscovering/Healing/Fixing the 7Z-Wave Mesh Network. Recommended when 7Wave Network Update
changing location of devices or the gateway. Please be advised this operation can take few minutes. During the operation the

system will be busy and normal function might be slower than usual.

Enter ZWave Learn Mode - Becoming a Secondary/Inclusion Controller to Another Z-Wave Controller or Gateway in an Existing [Ern:er ZWave Leamn Mode]

Z-Wave Network. Consult the operation manual of other controllers for instructions on how to add a secondary/inclusion

controller into an existing network.

Enter ZWave Shift Mode - Shifting the Primary/Master Controller Role to Another Controller in the Same Network. Consult the

h ; . . ; : . Enter ZWave Shift Mode
operation manual of other controllers for instructions on how to receive new information from the primary controller in the
Z-Wave network to become the new primary/master controller of the network.

Reset Home Automation Network Controller (ZWave/ZigBee) to factory settings - All Home Automation devices connected to [Reset Network Controller]

the controller will be removed.

A set of buttons is displayed, which give access to advanced Z-Wave functions. Clicking on the
“Controller Information” link provide advanced information details about the existing configuration
of the Z-Wave chip in the gateway.
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The buttons for advanced Z-Wave functions provide access to the following features:

- Z-Wave network update: this forces the gateway to update the information data it stores
regarding how to reach the different paired/included Z-Wave devices. It may happen that
a device is moved from one place to another by a user. The gateway may start having
problems communicating with it, because the device is no longer where the gateway
assumes it is; in other words, the routing details, which the gateway stores for that device,
are no longer accurate. In this case, clicking on the “Z-Wave network update” button
triggers an update of the Z-Wave routing table of the gateway. This procedure can take
time, especially if there are a lot of included devices that run on batteries. It is not possible
to control the included devices while the gateway is performing a network update.

- Enter Z-Wave learn mode: it is possible to include the gateway with another Z-Wave
controller device. In this case, the gateway becomes a secondary controller, while the other
controller remains the primary controller. To do this inclusion, activate first the inclusion
mode of the other controller (check the user manual of that controller for the activating this
mode) and then click on the “Enter Z-Wave learn mode”. During the inclusion process, the
main controller replicates its network and protocol data (node and range information) with
the gateway.

- Enter Z-Wave shift mode: this gateway is notified that it must exchanged its role of primary
controller with another Z-Wave controller. After having clicked the button, it is necessary to
activate the learn mode of the other controller (refer to the user manual of that controller
on how to do this). If it is a new controller, the controller is included as a secondary
controller and then the primary/secondary roles are swapped. The new controller becomes
the main controller, while the gateway becomes a secondary controller. If it is a controller
that is already included as a secondary controller, the roles are swapped. During the shift
process, the primary controller replicates its network and protocol data (node and range
information) with the secondary controller.

- Restart network controller: the Z-Wave chip of the gateway is restarted. This can solve
some issues, when the gateway fails to execute commands on home automation Z-Wave
devices (turning ON or OFF, dimming light, ...)

- Reset network controller: factory reset of the Z-Wave function of the gateway. Information
related to Z-Wave devices are lost, so it is necessary to include them again.

It is to be noted that, when the gateway includes a Z-Wave controller (click on the “Add a New
Accessory” button in the web interface and select the generic Z-Wave icon), the gateway replicates
its network and protocol data (node and range information) with the newly included controller.

10.2. Z-Wave basic commands

Z-Wave devices must be able to receive Basic Commands from another Z-Wave device. As for the
gateway, a received Basic Set command is interpreted as a Binary Sensor Report. Any received
Basic Get commands are ignored.
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10.3. Z-Wave association groups

The gateway supports the Z-Wave Association Command Class. Only one Z-Wave association
group is supported with only one node in it: this is the association group referred to as the “lifeline”
group. Through this group, the gateway can receive notifications of state changes from other Z-
Wave devices that support this group. No configuration is necessary to enable or disable the
support of the lifeline group in the gateway.

10.4. Support

In case of questions or problems with the system, it is possible to obtain assistance by clicking on
the Support button.

?

Support

The Support page gives access to this user guide, as well as how to contact the hotline support.

Support

Security Pack User Guide (PDF

Need further assistance? Contact us
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