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Introduction

" |t can control the gas lock, the door sensor, the door lock and the smart plug
= The SECURITY ENABLED Z-Wave Plus product that is able to use encrypted Z-Wave Plus message to
communicated to other security enabled Z-Wave plus product

Model Name loT home-manager hub (LAN type)

R 1\/|C01507L .........................................................................................................................................................................................
o me T Gateway ..................................................................................................................................................................................................
Cortreaton e T Z-\)(/avePlus ......................................................................................................................................................................................
et T CentraIControHer ..................................................................................................................................................................
et T Cemralstatlccomm”er .............................................................................................................................................

Protocol Version 433




How to copy of network information to another device (1/2)

= [0 home manager hub(USB type) be able to copy node information, routing information and other
protocol related data to another controller in the Z-Wave network
= When the DUT add into another controller’s Z-Wave network, send to learn mode command in the

Emulator



How to copy of network information to another device (2/2)

= [oT home manager hub(USB type) not supported Controller Replication Command Class, but it was
operate normally

_ BT o Complara T -
with the CTT: FEEFT ENE ELEEEEE
Al Edt Wisw  Solution  Pmgsct  Beecile Took  Window  Help
Enalle Sagurity I Enabi CRC1G [mvalid Checkzsum |7 | Enable Midtchanmd [7] Source EF 1 * Desbinaticn 7 |1 = 1] 4 | Connect Contralkr 7
T L P e P ot oClans_ | Z0EL09 RepbcationTEST DL -0 = x | Sohtion Exlore L

R i G i  RapeaieeTEST B 7. | Sl

H @ ControdlerfeplicatontmaCesl mﬂt: ! ;-;_ﬂzu:lmu ReplicationTEST o0

@ Commarsdiooestancs - ~ !

- 1] Applestioria halnd a1 ik
cfoeied. - 2] AsmecitanCnClaes 2 et

1 - 7] AssociationGminfoCedCss ¥ d.citk|
A IEEEIEEEEENEEEEENENEEEEN &~ 2| ControbasR aplicationCmadTlasev . cit]

b o |
[EontmtemapicationsmaCiassy [Passed { R

rllllllIIIIIIIIlllllIIIIIIIIIIIIIIllllllllllllllllllll.ll:

Verify Zniffer : 001 002 F5 37 OA C3 Singlecast  Ctrl Replication Transfer Group :
002 001 FS5 37 OA C3 Ack i
002 001 F5 37 0A C} Singlecast Command Complete :
001 002 F5 37 0A CE Ack :
001 002 F5 37 OA CZ Singlecast  Ctrl Replication Transfer Group Name :
002 001 F5 37 0A CE Ack :
002 001 FS 37 OA C8 Singlecast Command Complete :
001 002 FS 37 0A C§ Ack :
001 002 F5 37 0A Cl: Singlecast  Ctrl Replication Transfer Scene :
002 001 F5 37 0A C% Ack :
002 001 F5 37 0A C3 Singlecast Command Complete :
001 002 FS 37 OA CZ Ack i
001 002 F5 37 0A CZ Singlecast Ctrl Replication Transfer Scene Name :
002 001 F5 37 0A CE Ack :
002 001 F5 37 0A C}: Singlecast Command Complete :
001 002 F5 37 OA CZ Ack i
:IIIIIIIIIIIIIIIIIIlllllIIIIIIIIIllllllllllllllllllllllllf‘



How to put the DUT into learn mode (1/2)

" Preset

‘/ \/er”'}/ the GmulatOr Settiﬂg refer to how to set the emulator slide

File

(\ﬁew Log r Consumer |’ Producer |

Broker |2:9UQ4,dhiUt—cnreUS—msgUS:QUQZ,dhint—coreﬂ}msgﬂ3:9093,dhi0t—cnreU}msg03:9094|

Topic [API_SND_ITG_D01HIT003 |

I Configure Broker

svcTgtSeq 1000038858 | spotDevseq 1
EC Server D | | gwCnctid HOME_IOT |
upSpotDevid |C_085DDD0018D2 | spotDevid | C_085DDD0018D2 |

Api Server |http:/121.156.46.134:8280 |




How to put the DUT into learn mode (2/2)

= Control
@ Select [ Controller Learn Mode Request | command
@ Click [ Kafka Send | button
(3 Enter parameter value [ 5] refer o how o send any controlled command sie
@ Click [ Confirm ] button
® Verify in Zniffer

File

(\ﬁew Log r Consumer |’ Producer

Broker |2:9Ugd,dhint—cnreUS—msgUS:QUQZ,dhint—coreﬂi’»—msgﬂ3:9093,dhi0t—cnreU}msg03:9094|

Topic [API_SND_ITG_001HIT003 |

I| Configure Broker Parameter
svcTgtSeq | 1000038858 | spotDevSeq 1 Controller Learn Mode Request. 5:5tart, 6:Stop
EC ServerID | | gwCnctld HOME_IOT | (3:) S5
upSpotDevid | C_085DDD0018D2 | spotDevid | C_085DDDO0018D2 | : Eﬂ"ﬁml [
Api Server |http:/1121.156 46.134:8280 | @




What the DUT does if it receives a Basic Command

= The DUT does nothing if it receives a Basic Command

Device from multiple manufacturers in one network

= [0l home manager hub can be added and operated in any Z-Wave network with other Z-Wave
certified devices from other manufacturers

= All non-battery operated nodes within network will act as repeaters regardless of vendor to increase
reliability of the network

For Association command class

=  Grouping identifier : 1
= Maximum number of devices that can be added to the group : Max. 5
= How the association group is used and/or triggered by the product : Node ID 1 (use the only 1 node)
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