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This device is a security enabled Z-Wave Plus™ product that can use encrypted Z-Wave Plus

messages to communicate to other security enabled Z-Wave Plus products.

D.1 CloudAPI - Inclusion/Exclusion

This product can be operated in any Z-Wave™ network with other Z-Wave certified devices from
other manufacturers. All mains operated nodes within the network will act as repeaters regardless of

vendor to increase reliability of the network.

Inclusion SO device:

For inclusion one Z-Wave device is in add mode and the other one is in learn mode.

=
1. Include a Z-Wave device (Door lock, Switch, Dimmer...), click button

=

O comier O e slecred

2. Then pop up the inclusion mode window, display searching for Z-Wave Device

Searching for Z-Wave Devices

C

3. Press the button on the device which you want to include, wait for the inclusion to end, display

device information, click done



Searching for Z-Wave Devices

Ve

Device 1 Switch Fibargroup

4. View Z-Wave device list, the newly registered device should show

n resideo BE2CADDIBDET M Q7

Z-Wave Devices (RO I IR
N Nodeld Varder Praduct 0 [Y——
pr— re—

[m] Device 100 (3) 1 Residea 1 "

[m] Switeh Bitermis) selected

[m] Deidce1 (D) 6 Fibargroup 096 G



Inclusion S2 device:

=
1. Include a Z-Wave S2 device, click button

Searching for Z-Wave Devices

C

CANCEL

2. Press the button on the device which you want to include, wait for a dialog and input first 5

digits DSK, click Ok

Searching for Z-Wave Devices

CANCEL

3. wait for the inclusion to end, display device information, click done

Searching for Z-Wave Devices




4. View Z-Wave device list, the newly registered device should show

n resideo

Z-Wave Devices

O senen Oitermis) selected o



Exclusion:

For exclusion one Z-Wave device is in removing mode and the other one is in learn mode.

1. Exclude a Z-Wave device (Door lock, Switch, Dimmer...), click o button

n resideo QZ
Z-Wave Devices G O ®O =
s Hodell e Produc 0 i) e
Contaller 0 et slectzd
O Oeicetoo @ 1 Resideo 1 W
O swien Ohemis) seected

a Device 1 (D) & Fibargreup 4096 G

2. Then pop up the exclusion mode window, display deleting for Z-Wave Device

Deleting Z-Wave Devices

C

3. Press the button on the device which you want to exclude, wait for the exclusion to end,

display device information, click done

Deleting Z-Wave Devices

Broduct Type

6148




D.2 CloudAPI — Device information

Device information:

1. Click @ button, Device information should display: Device name / Device Type / Node ID /
Product ID / Product Type/ Vendor Name

n residen B2CAUDIBDET Ml Q7

@O &0 =

Z-Wave Devices
we o 3 erdor Product 8 o el
Controller © itemis) selected
O  osiceton @ 1 Resideo 1 ¥
O s JSo—
a Device 1 (T) & Fibargreup. 4006 G

2. Display device information

Device 1001

Name

Nade 1D

App Wersion

Product ID

Product Type

Vendar Narme

Vendar 1D




D.3 CloudAPI — Basic operation

Basic Z-Wave device operation:

Basic operation of Switch on the Cloud API interface

1.  Device is already registered (Switch as an example)
n resideo

Z-Wave Devices WO ®Q =
O
(m)
O swien rea
.

2. Click button, control switch ON/OFF




D.4 CloudAPI — Network information

Network information:

(t21)
1.  Click = button

Z-Wave Devices W Oe®O =
O s vedsr  predmo O Hemis)seecied =
[m—— Otemis)seiected  »
O  pedcetoo @ 1 Residen 1 .
O seien omm st o
O  beice1 Q) 7 Fbargroup 409 LA

2. Display Z-Wave Network information

None
21061-1663508851-41384-13812
O BN 64431-32738-47183

Home 1D C2E220F3

2P Version
z
2




D.5 Controllers — Replication

Controller replication (Copy) is achieved through Inclusion and Set Learn Mode. Entering learn
mode while in a network will trigger a replication if the primary controller is in add node mode. So,
replication and Learn Mode are the same and you just need to do Learn Mode here.

1. Prepare two mains powered Z-Wave DUTs and cloud API web shows as below

#2 DUT do factory reset first,

D resideo

a«ﬁ Devices @O e 80 =

Controlier Oitem(s) selected o

2. Click “Inclusion Mode” on the 1#

== n

Z-Wave Devices QO e 80 =

O ] FEe NodelD

O Controller Oitem(s) selected o

Product ID 0 item(s) selected

Device 100 () 1 Resideo 1 i



Searching for Z-Wave Devices

CANCEL

3. Click “Enter Learn Mode” on the 2#

n resideo BB2CAGD3CACY - 7

Z-Wave Devices WO we8 O =

Ef» Nodeld Vendor Product 1D e v
Controlier 0 itemys) selected -~

O Device 100 (D 1 Resideo 1 ¥

Learn mode activated

DSK Pin of your pa

10083-08241-63898-37317-00988-2270




D.6 Controllers — Learn Mode

1. Click “Enter Learn Mode” on the web

n resideo Be2caoD3CACY  ~ VA

Z-Wave Devices @O e80 =
O Name Nodeld Vendor Product 1D m»« -
O Controlier Oktem(s) selected o
O Device 100 (D 1 Resideo 1 L]

2. Then will show this DSK pin information

Learn mode activated

10083-08241-63898-37317-00988-22701-51423-09327




D.7 Controllers - Including the DUT

1. Prepare two mains powered Z-Wave DUTs, #2 DUT do factory reset first.

n resideo B82CAOD3CACY - B

Z-Wave Devices @R O &80 5

2 E E‘un‘a Nodeld Vendor Product 1D 0 tem(s) selected
(]} Controlier

0 item(s) selected -

O Device 100 (O 1 Resideo 1 §

2. Click “Inclusion Mode” on the 1#

n resideo B82CAOD9ISDE1 . JL

Z-Wave Devices W O & 8O =
jape NodelD Vendor Product ID 0 item(s) selected
O Controller Oitem(s) selected &
(] Device 100 (i) 1 Resideo 1 []

Searching for Z-Wave Devices

CANCEL




3. Click “Enter Learn Mode” on the 2#
O cesieo .

Z-Wave Devices R O e 80 =

#v Nodeld Vandor Product ID 0 item(s) selected
Controlier

0 item(s) sedected -

O Device 100 (D

Resideo 1 §

4. Then you will see DSK information below, remember the first five numbers underline.

Learn mode activated

SK Pin of your pa

10083-08241-63898-37317-00988-22701-51423-09327

\

5. Soon 1# web will pop out the DSK input box, fill the box with the first five numbers shows
in 2#, and then click OK button

Searching for Z-Wave Devices

Please enter the 5 first digit (underlined) of the
zwave device

Pin

10083

CANCEL




6. Later will shows the 2#'s information, then click DONE button, refresh the 1# web, in the Z-
Wave list, it will show the new included controller info, it means the operation of including

the DUT successfully

Searching for Z-Wave Devices

Name Type Vendor

Device Controller Sigma Designs
101 (Former Zensys)

Z-Wave Devices WO W ea0 =
O Name NodelD Vendor Product ID 0 item(s) selected
oT# Oitem(s) selected
O Device 100 () 1 Resideo 1 [ ]
O Device 101 () 6 Resideo 1 L]
O Switch Oitem(s) selected o

0 pevice1 1 Eibargroup 4096 @ Rl




D.8 Controllers - Basic Documentation

This product supports Basic Command and can give action if received a Basic Command.

D.9 Terminology

Z-Wave Documentation
. i . Example
functionality terminology
Inclusion Add The process of adding a node to the Z-Wave network.
. The process of removing a node from the Z-Wave
Exclusion Remove
network.
o The process of copying network information from one
Replication Copy P PyIng
controller to another.

D.10 Devices from multiple manufacturers in one
network

This product can be operated in any Z-Wave network with other Z-Wave certified devices from
other manufacturers. All non-battery operated nodes within the network will act as repeaters

regardless of vendor to increase reliability of the network.

D.11 Documentation for Association CC

The association group available in our product is described as follows.

Group ID Maximum Nodes Description
1 1 Z-Wave Plus Lifeline




D.12 Documentation related to BASIC commands

The Basic Command Class mapping is listed below. Basic set and basic get commands are

described separately.

Basic Set Command Mapping Parameter Value
Selected KEX Scheme 02
Selected ECDH Profile 01
KEX Set Unauthen_tlcated 01
Granted Kevs Authenticated 02
y Access 04
SO 80
Grouping Identifier 01

Association Set

Node ID 1




Basic Get Command Mapping Parameter Value
Z-Wave+ Info Get None None
KEX Get None None
Unauthenticated 00
Authenticated 01
S2 Network Key Get Requested Key ACCESS 02
SO 07
S2 Commands Supported Get None None
S2 Nounce Get Sequence Number Random
Security Nounce Get None None
Security Commands Supported Get None None
Seq No 00
DSK Get Add Mode false
PowerLevel Get None None
PowerLevel Test Node Get None None
Manufacturer Specific Get None None
Version Command Class Get None None
Version Get None None
Version Capabilities Get None None
Version Z-Wave Software Get None None
Association Get Grouping Identifier 01
Association Groupings Get None None
Association Specific Group Get None None
Association Group Name Get Grouping Identifier 01
List Mode true
Association Group Info Get Refresh Cache false
Grouping ldentifier 01
Association Group Command List Get A”_OW Cachc_a - frue
Grouping ldentifier 01
Device Specific Get None None




D.13 Documentation related to BASIC commands

The following basic commands are used for our product to control some devices.

Object Control Command Value Behavior of device
Door Lock _ OXEE igr_lore _
(Entry Control Basic Set any received basic
Keypad) 0x00 commands
. ] ] OxFF Turnon
On/Off Switch Switch Binary Set
0x00 Turn off
] ) OxFF Turnon
Switch Binary Set
. 0x00 Turn off
Power Strip
] ] OxFF Turnon
Switch Multilevel Set
0x00 Turn off
. . ) OxFF Turn on
Fan Switch Switch Multilevel Set
0x00 Turn off
) . . . ) OxFF Turn on
Light Dimmer Switch Switch Multilevel Set
0x00 Turn off
OxFF Comfort Mode
Thermostat, HVYAC Thermostat Mode Set

0x00 Energy Save Mode




D.14 Documentation for Factory Default Reset

Please use this procedure only when the network primary controller is missing or otherwise

inoperable

1. Prepare two mains powered Z-Wave DUTs and navigate to system UI as below, click

=

button

Z-Wave Devices @0 ®O =

[m} Controller O Remwis] selocted o

Click “Setting”

Are you sure you want to fa
ctory reset the controller?

Ho




D.19 Documentation for S2 Security CC

Command Class

Z-Wave Plus Info
Transport Service
CRC-16 Encapsulation

Application Status

Security 2
Security 0
Inclusion Controller
Supervision
Multi Command
Network Management
inclusion

Network management
basic
Network Management
Proxy
Association Group
Information
Device Reset Locally
Network Management
Installation Maintenance
Manufacturer Specific
Powerlevel
Node Provisioning
Firmware Update Meta
Data
Association
Version
Basic

Version

P R RrRr R RPN

w

R, INdNDN

NIwWw N O

Required Security Class

None
None

None

None

None
None
None
None
None

Access Control
Access Control
Access Control

Access Control
Access Control
Access Control

Access Control
Access Control
Access Control

Access Control

Access Control
Access Control
Access Control



D.21

D.21.1

Documentation about how to activate any functionality available in the device related to Z-Wave

behavior is listed below.

800-25178 QIG T 800-25175 QUG_
UXEDOW 4-26-1¢ TUXEDOW 4-267

D.21.2

None

D.21.3

About how to send any controlled command from the controller PC controller tool is preferred.

1. Double click to select the controlled device, you will see the device is in greyed color

¥ COMS4 - Z-Wave PC Controller Al - - = B &
COMS54 - Command Classes H
d Type Sche Liste Virt Floating View
= Controllers (3) - CRC16, || Suppress Multicast Follow up, || Force Multicast,
1 [52] Pc Controller H B Supervision Get ( Session ID )
2 [52] Gateway E & Multi Channel { Sre. End Point Dest. End Point )
17 1521 Gatewaw =]
Command class 0x85 - COMMAND_CLASS_ASSOCIATION ver.2 i select
7 [52] Gateway Command 0x02 - ASSOCIATION_GET - -
@ Specific Device Class: 0x07 - GATEWAY Grouping Identifier 00

+~ W Command Classes:
B 0xSE - ZWAVEPLUS_INFO
[ 0x55 - TRANSPORT SERVICE
[ 0x56 - CRC_16_ENCAP
[ 0x22 - APPLICATION_STATUS
B 0x9F - SECURITY_2
B 0x98 - SECURITY
[ 0x74 - INCLUSION_CONTROLLER
[ 0x6C - SUPERVISION
B 0x8F - MULTLCMD
+ W Secure Command Classes:
B34 - NETWORK MANAGEMENT INCL Delay Wake Up No More Information’, me:100
[ 52 - NETWORK_MANAGEMENT _PRO?
B 59 - ASSOCIATION_GRP_INFO Send Data:
B 5A - DEVICE_RESET_LOCALLY 850200
[ 67 - NETWORK_MANAGEMENT INST,
B 72 - MANUFACTURER_SPECIFIC

[ 73 - POWERLEVEL

B 78 - NODE_ PROVISIONING « Default | Secure | Non-Secure | Broadcast Node Info Send Reload XML
[ 7A - FIRMWARE_UPDATE_MD

B &5 - ASSOCIATION gech“”ty Reset SPAN | Next SPAN | MPAN Table
B 86 - VERSION cheme

15:54:42.772 Send Association Group Command List Get to node 2 completed in 00:00:00.036 E

Max bytes in encrypted (50} packet's fragment: 26

Ol [0

Transport service max segment size:| 39




2. Double click one command of command classes or secure command classes to choose such as

association
73 COMS4 - Z-Wave PC Controller 8ol . .
COM54 - Command Classes
id Type Sche Liste Virs Floating View
~ Controllers(3) CRC16, || Suppress Multicast Follow up, | | Force Multicast,
1 [S2] Pe Controller od Supervision Get ( s Upd Session ID 00 Au
2 [52] Gateway v Multi Channel ( Src. End Point 00 Dest. End Point 00 Bit Add
7 1521 Gatewav ~
Command class 0x85 - COMMAND_CLASS_ASSOCIATION ver.2
7 [52] Gateway Command 0x02 - ASSOCIATION_GET -
W Specific Device Class: 0x07 - GATEWAY Grouping Identifier 00

+ @ Command Classes:
[ 0xSE - ZWAVEPLUS INFO
[ 0x55 - TRANSPORT_SERVICE
[ 0x56 - CRC_16_ENCAP
[ 0x22 - APPLICATION_STATUS
[ 0%9F - SECURITY_2
[ 0x98 - SECURITY
B 0x74 - INCLUSION_CONTROLLER
B 0x6C - SUPERVISION
B 0x8F - MULTL_CMD

+ W Secure Command Classes:

B 24 - NETWORK_MANAGEMENT_INCL

B 4D - NETWORK_MANAGEMENT_BAST Delay "‘Wake Up No More Information’, ms: 100 =
Bs2- NETWORK_MANAGEMENT_pRo) Max bytes in encrypted (50) packet's fragment: 26 =
Bs9- ASSOC[AT[_ONiGRP?]N o Send Data: Transpert service max segment size: 39 =
[ 5A - DEVICE_RESET_LOCALLY 850200

B 67 - NETWORK_MANAGEMENT INST.
B 72 - MANUFACTURER_SPECIFIC

B 73 - POWERLEVEL
B 78 - NODE_PROVISIONING * Default | ' Secure ' Non-Secure | | Broadcast Node Info Send Reload XML
B PDATE_MD
Security | pecot SPAN | Next SPAN | MPAN Table
Scheme

15:54:42.772 Send Association Group Command List Get to node 2 completed in 00:00:00.036 E

3. Choose command in command list and then click send button

7@ COM54 - Z-Wave PC Controller -— . Balie - - - - -
COM54 - Command Classes
d Type Sche Liste Virt Floating View
~ Controllers (3) _ CRC16, || Suppress Multicast Follow up, | | Force Multicast,
1 [52] PcController 5 ® Supervision Get ( Status Updates: Session ID 0 Auto Increment )
2 [57] Gateway S ¥ Multi Channel ( Src. End Point 00 Dest. End Point Bit Address)

7 1521 Gatewav v

Command class 0x85 - COMMAND_CLASS ASSOCIATION ver.2
7 [52] Gateway [~ | Command 002 - ASSOCIATION_GET ~
ac e o - 0x02 - ASSOCIATION_GET

0x05 - ASSOCIATION_GROUPINGS_GET

0x06 - ASSOCIATION_GROUPINGS_REPORT
0x04 - ASSOCIATION_REMOVE
0x03 - ASSOCIATION_REPORT
1B 0x22 - APPLICATION_ETATUS (0%01 - ASSOCIATION_SET
B oF - SECURITY 2 0x08 - ASSOCIATION_SPECIFIC_GROUP_GET
B 0:98 - SECURITY 0%0C - ASSOCIATION_SPECIFIC_GROUP_REPORT

B 0x74 - INC LUSION_CONTROLLER
Ox6C - SUPERVISION
B 0x8F - MULTLCMD

~ W Secure Command Classes:
34 - NETWORK_MANAGEMENT INCL
[ 4D - NETWORK_MANAGEMENT_BASL
52 - NETWORK_MANAGEMENT_PRO}

@ Specific Device Class: 0k07 - GATEWAY Grouping Ide

~ ® Command Classes:
15 0x5E - ZWAVEPLUS I§FO

[ 0x55 - TRANSPORT SERVICE

B 0x56 - CRC_16_ENCAL

Delay ‘Wake Up No More Information’, ms: 100
Max bytes in encrypted (S0) packet's fragment:|26

o]l

1 59 - ASSOCIATION_GRP_INFO Send Data: Transport service max segment size: 39
B 5A - DEVICE_RESET_LOCALLY 850200

[ 67 - NETWORK_MANAGEMENT INST.

B 72 - MANUFACTURER_SPECIFIC

[ 73 - POWERLEVEL
[ 78 - NODE_PROVISIONING

7A - FIRMWARE_UPDATE_MD
g 85 - ASSOCIATION ::::z et SPAN | Next SPAN | MPAN Table
86 - VERSION

15:54:42.772 Send Asseciation Group Command List Get to node 2 completed in 00:00:00.036 E
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