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D.1 CloudAPI — AN360

DSK (Device Specific Key)

Once Z-Wave™ module is inserted and powered up, after syncing, DSK related

information will appear, when hovering over to the icon ® , DSK detail will then pop
up as below:

MELVILLE4SAZES4AEC2C
87-CD-6012 (Phil Carollo Quality Engineering ISDN 800plus dialer test)

Last synced 07 minutes ago

(D INCLUDE DEVICES ~EXCLUDE DEVICES  RETRIEVE FAILED DEVICES  FACTORY DEFAULT CONTROLLER
@) ACCOUNTOVERVIEW @

‘ 31475-03867-62623-00604-14344-12696-33892-34328

b
Device Specific Key @

(@ roTaLconnecT 20

) camERAS

Device Name Device ID Manufacturer Name Device Status Device Type
0l) Z-WAVE DEVIC

No Devices Added Yet. Click on “Include Devices” to begin adding devices.
& setnncs

o - < 0 . » No data to display
O COMM PATH TEST

W DIAGNOSTICS

9 actwviryoe

Inclusion

For inclusion one Z-Wave device is in add mode and the other one is in learn mode.

1. To include a Z-Wave device (Door lock, Switch, Dimmer...), click the Include
Device button.

Include New Z-Wave Devices

Initiating Include Device Command

2. Press the Function button on the device that you want to include. Wait for the
inclusion to end and the device information to display. Click CLOSE.



Include New Z-Wave Devices
Ready to Include device. Press the function button on device.

‘ Device Name Device ID Manufacturer Name. i Device Type

No data available

‘ Koo« 0 »m No data to display

cLose

Include New Z-Wave Devices

Panel is connected

‘ Device Name Device ID Manufacturer Name

No data available

‘ Ll “ o > " No data to display ‘

cLose

Include New Z-Wave Devices
Ready to Include device. Press the function button on device.

‘ Device Name Device ID Manufacturer Name Device Status

No data available

‘ oo« 0 s w No data to display ‘

cLose

Include New Z-Wave Devices

Device Found

Device Name Manufacturer Name Device Status Device Type

No data available

No data to display

cLose




Include New Z-Wave Devices
Device Inclusion in progress...
Device Name Device ID Manufacturer Name Device Status. Device Type

No data available

No data to display

cLose

3. When the process is complete, the newly registered device should appear in the
Z-Wave device list.

56.581610 (Det 17361442 Pl Corollo x 2355 Q Lab Chris Marin x 2557
Last synced few seconds ago

° . (® INCLUDEDEVICES  EXCLUDE DEVICES  RETRIEVE FAILED DEVICES  FACTORY DEFAULT CONTROLLER
ACCOUNT ovERVIEW

[ ToracconnecT20

B cameras
Device Name Device 1D Manufacturer Name Device Status Device Type
a ype
PARTITION
N Device 1 1 Jasco Products Non-Secured 2020 &
3 omer
Koo« 1 s Total Devices: 1

& oevce
& siosas
& wsers
B zones
B screoue

& rerars

0) z-wave osvices

Exclusion:

For exclusion one Z-Wave device is in removing mode and the other one is in learn
mode.
1. To Exclude a Z-Wave device (Door lock, Switch, Dimmer...), click EXCLUDE
DEVICES button.

Fesees ey oo [P — IR S S - -

Last synced few seconds 200

sssaicio
55:84-1610 (Dep 17361442 i Caolo x 2355/ @ Lo Chis Marti x 2357)

° . (®) INCLUDEDEVICES  EXCLUDEDEVICES  RETRIEVE FAILED DEVICES  FACTORY DEFAULT CONTROLLER
ACCOUNT OvERVIEW

[ ToraLconnecT20
X cameras
Device Name Device ID Manufacturer Name Device Status Device Type

@ parrmon

3 omen

& oevce

No Devices Added Yet. Click on "Include Devices” to begin adding devices.

oo« 0w No data to display.

& ceomas
& users
& zones
B} scneouie

o reas

& sermines

& commpstiress

W DiaGNOSTICS



2. The exclusion mode window appears while the system searches for Z-Wave
Devices.

Exclude Z-Wave Devices

Initiating Exclude Device Command

Device Name.

No data to display

cLose

3. When the exclusion mode window displays a list of Z-Wave devices, press the
Function button on the device that you want to exclude. Wait for the exclusion
to end and the device information to display. Click CLOSE.

Exclude Z-Wave Devices

Device Excluded Successfully.

Device ID e Device Type
1 Jasco Pr 2 2020

Total Devices: 1

cLose

Exclude Z-Wave Devices

Unknown device excluded.

Device Name

D.2 CloudAPI - TC2

Device information:



You have new devices added to your system.
Select a representative icon for each of the
devices.

Device 1 ®

[JXMCM CONTINUE

Select the icon that best represents

Device 1

Switch
Q Light
Garage
Sprinkler
Pool Filter

Water Valve

Fan

[IXCM CONTINUE

Click CONTINUE.

The device was successfully added and
is now ready to use.




residen totsi connect 20 898a1610

Devices 9 = VY

ameras
o Device 1 @

O MyProfile

{ Locations

Security Professional

D.3 CloudAPI — Basic operation

Basic Z-Wave device operation:
Basic operation of Switch on the Cloud API AN360 interface

1.  Device is already registered (Switch as an example)

resideo totaconnect 20 898a1610
Devices 9 = Y

Cameras
Actiity Device 1 @

O MyProfile

Locations

Security Professional

2. Click button, control switch ON/OFF



D.4 CloudAPI — Network information

Network information:

(t21)
1. Click —* button

O oo @
Z-Wave Devices @O e =
O weme  Newd  Nes Rmwan . em()selected
O comrler 0item() slecte
O  peviceron © Resideo
O swen 0itemis) selecte
[m) Device1 ibargroup 091 o}

2. Display Z-Wave Network information

21061-16635-08851-413
64431-32738-47183

C2E220F3

D.5 Controllers — Replication

Controller replication (Copy) is achieved through Inclusion and Set Learn Mode.
Entering learn mode while in a network will trigger a replication if the primary
controller is in add node mode. So, replication and Learn Mode are the same and you
just need to do Learn Mode here.

1. Prepare two mains powered Z-Wave DUTs and cloud API web shows as below
#2 DUT do factory reset first,



O s .

B Devices GO e 8 Q=
Hams NodedD Vendor Progset ID D itemds) selected

O Controliar Ditemis) seletied .

O Device 100 () 1 Resideo 1 [ ]

2. Click “Inclusion Mode” on the 1#

n resideo B82CA0OD9ISDET . JL

Z-Wave Devices @ 0O & 80 =
] e NodelD Vendor Product ID 0item(s) selected
O Controller Oitem(s) selected  «
(] Device 100 (7)) 1 Resideo 1 [ ]

Searching for Z-Wave Devices

CANCEL

3. Click “Enter Learn Mode” on the 2#



E resideo Be2cacDICACO  ~ [V

Z-Wave Devices (CUNNORE™ I I - IO

#v! NodeiD Wendor Product ID mﬁ -
Controlier Oemis) selected  »
O

Device 100 (D) 1 Residen 1 'l

Learn mode activated
DSK.Pin of your panel

D.6 Controllers — Learn Mode

1. Click “Enter Learn Mode” on the web



E resideo Be2cacDICACO  ~ [V

Z-Wave Devices G O & 80 =
O Name Nodedl Wendor Product 1D m::-a -
M | Conbrodier Oiemis) selected
| Device 100 (D) 1 Resideo 1 3

2. Then will show this DSK pin information

Learn mode activated

D.7 Controllers - Including the DUT

1. Prepare two mains powered Z-Wave DUTs, #2 DUT do factory reset first.



O s .

Z-Wave Devices B O ®B QS
2 E Emm NodsiD Vandor Prouet ID Ditemis) salected =
O Controller Oitem(s) selected -
O Device 100 () 1 Resideo 1 [ ]

2. Click “Inclusion Mode” on the 1#

n resideo B82CA0OD9ISDET . JL

Z-Wave Devices @ 0O & 80 =
] e NodelD Vendor Product ID 0item(s) selected
O Controller Oitem(s) selected  «
(] Device 100 (7)) 1 Resideo 1 [ ]

Searching for Z-Wave Devices

CANCEL

3. Click “Enter Learn Mode” on the 2#



n resideo B82CAODICACY - B

Z-Wave Devices B O e 80 =

mEu NodeiD Vendor Prouet 1D 0 itemis) salected
? Controliar Oitem(s) selected o
O Device 100 () 1 Resideo 1 L]

4. Then you will see DSK information below, remember the first five numbers

underline.

Learn mode activated

5. Soon 1# web will pop out the DSK input box, fill the box with the first five

numbers shows in 2#, and then click OK button



Searching for Z-Wave Devices

"Please enter the 5 first digit (underlined) of the
zwave device

Pin
10083

CANCEL

6. Later will shows the 2#'s information, then click DONE button, refresh the 1#
web, in the Z-Wave list, it will show the new included controller info, it means

the operation of including the DUT successfully

Searching for Z-Wave Devices

Name Type Vendor

Device Controller Sigma Designs
101 (Former Zensys)

Z-Wave Devices (ORI I - B =
O Naime ModselD Vandor Produet 1D 0 items) selected -

a DI‘# Oitemis) selected  «
O Device 100 (D) 1 Resideo 1 ]
m] Device 101 (7) 6 Resideo 1 ]

O switen Oftems) selectes

D Device 1 G) 11 Fibargroup 4046 ﬂ 'Q'



D.8 Controllers - Basic Documentation

This product supports Basic Command and can give action if received a Basic

Command.

D.9 Terminology

Z-Wave Documentation
. . . Example
functionality terminology

Inclusion Add The process of adding a node to the Z-Wave
network.
Th f i de from the Z-

Exclusion Remove e process of removing a node from the
Wave network.

Replication Copy The process of copying network information

from one controller to another.

D.10 Devices from multiple manufacturers

in one network

This product can be operated in any Z-Wave network with other Z-Wave certified
devices from other manufacturers. All non-battery-operated nodes within the network
will act as repeaters regardless of vendor to increase reliability of the network.

D.11 Documentation for Association CC

The association group available in our product is described as follows.

Group ID

Maximum Nodes Description

1

1 Z-Wave Plus™ Lifeline




D.12 Documentation related to BASIC

commands

The Basic Command Class mapping is listed below. Basic set and basic get

commands are described separately.

Basic Set Command Mapping Parameter Value
Selected KEX Scheme 02
Selected ECDH Profile 01
KEX Set Unauthegtlcated 01
Granted Kevs Authenticated 02
Y Access 04
SO 80
. Grouping Identifier 01
A
ssociation Set Node ID 1
Basic Get Command Mapping Parameter Value
Z-Wave Plus Info Get None None
KEX Get None None
thenticat
Unau ;n 1cate 00
S2 Network Key Get Re(Iléleested Authenticated 01
y Access 02
SO 07
S2 Commands Supported Get None None
Rand
S2 Nounce Get Sequence Number arlrll °
Security Nounce Get None None
Security Commands Supported Get None None
Seq No 00
DSK
SK Get Add Mode false
PowerLevel Get None None
PowerLevel Test Node Get None None
Manufacturer Specific Get None None
Version Command Class Get None None
Version Get None None




Version Capabilities Get None None

Version Z-Wave Software Get None None
Association Get Grouping Identifier 01

Association Groupings Get None None

Association Specific Group Get None None
Association Group Name Get Grouping Identifier 01

List Mode true

Association Group Info Get Refresh Cache false
Grouping Identifier 01

Association Group Command List Allow Cache true
Get Grouping Identifier 01

Device Specific Get None None

D.13 Documentation related to BASIC

commands

The following basic commands are used for our product to control some devices.

Object Control Command Value | Behavior of device
Door Lock ‘ OxFF igl.lore ‘
(Entry Control Basic Set any received basic
Keypad) 0x00 commands
) ) ) OxFF Turn on
On/Off Switch Switch Binary Set
0x00 Turn off
) ) OxFF Turn on
Switch Binary Set
) 0x00 Turn off
Power Strip
) ) OxFF Turn on
Switch Multilevel Set
0x00 Turn off
i i _ OxFF Turn on
Fan Switch Switch Multilevel Set
0x00 Turn off
) ) ) ) ] OxFF Turn on
Light Dimmer Switch | Switch Multilevel Set
0x00 Turn off
OxFF Comfort Mode
Thermostat, HVAC Thermostat Mode Set
0x00 Energy Save Mode




D.14 Documentation for Factory Default

Reset

Press the button Factory Default Controller — All included Devices will be erased.

Factory Default Controller

Initiating Factory Default Controller Command

If this controller is the primary controller for your network, resetting it will result in
the nodes in your network being orphaned and it will be necessary after the reset to
exclude and re-include all of the nodes in the network. If this controller is being used
as a secondary controller in the network, use this procedure to reset this controller
only in the event that the network primary controller is missing or otherwise
inoperable.

D.19 Documentation for S2 Security CC

Command Class Version Required Security Class

Z-Wave Info 2 None




Transport Service 2 None
CRC-16 Encapsulation 1 None
Application Status 1 None
Security 2 1 None
Security 0 1 None
Inclusion Controller 1 None
Supervision 1 None
Multi Command 1 None

Network Management

. . 3 Access Control
inclusion
Network t
evor ma}nagemen 2 Access Control
basic
k M
Network Management 2 Access Control
Proxy
Associati
ssociation G o 3 Access Control
Information
Device Reset Locally 1 Access Control
k M
Networ. anz.lgement 2 Access Control
Installation Maintenance
Manufacturer Specific 2 Access Control
Powerlevel 1 Access Control
Node Provisioning 1 Access Control
Fi date Met
irmware Update Meta 5 Access Control
Data
Association 2 Access Control
Version 3 Access Control
Basic 2 Access Control

D.21 Appendix

D.21.1 Functionality activation

Documentation about how to activate any functionality available in the device
related to Z-Wave behavior is listed below.
800-25178 QIG T 800-25175 QUG_
UXEDOW 4-26-1¢ TUXEDOW 4-26-1



D.21.2

None

D.21.3 Controlled Commands

About how to send any controlled command from the controller, Z-Wave PC
controller tool is preferred.
1. Double click to select the controlled device. The selected device appears in grey
highlight.

- ;
=1 e | = | = P9
fiig COMS54 - Z-Wave PC Controller ol - a - a L=

COMS54 - Command Classes m

1d Type Sche Liste Virt Floating View
- Controllers (3) - CRC16, | | Suppress Multicast Follow up, Force Multicast,

1 [s2]PcController E Supervision Get [ Session ID )

2 [52] Gateway = Multi Channel ( Src. End Point Dest. End Point )
17 1521 Gatewav = 1

Command class Ox85 - COMMAND_CLASS_ASSOCIATION ver.2 ﬂ -
7 [$2] Gateway Command 0x02 - ASSOCIATION_GET - -
@ Specific Device Class: 0x07 - GATEWAY Grouping Identifier oo

« @ Command Classes:
[ 0xSE - ZWAVEPLUS_INFO
B 0x55 - TRANSPORT_SERVICE
[ 0x56 - CRC_16_ENCAP
[ 0x22 - APPLICATION_STATUS
B 0x9F - SECURITY_2
B 0x98 - SECURITY
B 0x74 - INCLUSION_CONTROLLER
[ 0x6C - SUPERVISION
[ 0x8F - MULTL CMD
+ W Secure Command Classes:
[ 34 - NETWORK_MANAGEMENT_INCL
B 4D - NETWORK_MANAGEMENT_BASI
B 52 - NETWORK_MANAGEMENT_PRO}
[ 59 - ASSOCIATION_GRP_INFO Send Data:
B 54 - DEVICE_RESET_LOCALLY 850200
[ 67 - NETWORK_MANAGEMENT_INST,
[ 72 - MANUFACTURER_SPECIFIC

[ 72 - POWERLEVEL

B 72 - NODE PROVISIONING « Default ' Secure | Non-Secure | Broadcast Node Info Reload XML
[ 7A - FIRMWARE_UPDATE_MD .

B 85 - ASSOCIATION SoPUrY | Reset SPAN | Next SPAN | MPAN Table
B 86 - VERSION Ui

15:54:42,772 Send Association Group Command List Get to node 2 completed in 00:00:00.036 E

Delay 'Wake Up No More Information’, ms: 100
Max bytes in encrypted (S0} packet's fragment: 26

Transport service max segment size:| 39

LICTET

2. Double click one command of command classes or secure command classes to
choose such as association



73 COMS4 - Z-Wave PC Controller

COMB54 - Command Classes

1d Type Sche Liste Virt Floating View
- Controllers(3) CRC16, || Suppress Multicast Follow up, || Force Multicast,

1 [52] Pe Controller = &/ Supervision Get (| Status Up Session ID 00 Auto Increment

2 [52] Gateway v Multi Channel ( Sre. End Point Dest. End Point 00

ri 1521 Gatewav ~

Cormmand class 0x85 - COMMAND_CLASS_ASSOCIATION ver.2
7 [52] Gateway Command 0x02 - ASSOCIATION_GET -
® Specific Device Class: 0x07 - GATEWAY Grouping Identifier 0o

« % Command Classes:
Ox5E - ZWAVEPLUS INFO
B 0x55 - TRANSPORT_SERVICE
056 - CRC_16_ENCAP
[ 0x22 - APPLICATION _STATUS
OxOF - SECURITY_2
0x98 - SECURITY
0x74 - INCLUSION_CONTROLLER
B 0x6C - SUPERVISION
OxBF - MULTLCMD

+ ® Secure Command Classes:

B 34 - NETWORK_MANAGEMENT_INCL

AD - NETWORK_MANAGEMENT _BASI Delay 'Wake Up No More Information’, ms:| 100 =
4D -

52 - NETWORK_MANAGEMEN'[_PRO‘ Max bytes in encrypted (S0) packet's fragment:| 26 b=
Bso- ASSOCI.A'I'IE)N_GRP_INFO - Send Data: Transport service max segment size:|39 =
5A - DEVICE_RESET_LOCALLY 850200

67 - NETWORK_MANAGEMENT_INST.
B 72 - MANUFACTURER_SPECIFIC

73 - POWERLEVEL
78 - NODE PROVISIONING # Default’ ' Secure! ' Non-Secure | | Broadcast Node Info Send Reload XML
B 74 - FIRMWARE UPDATE_MD
Security
Reset SPAN | Next SPAN | MPAI ble
Scheme

15:54:42.772 Send Association Group Command List Get to node 2 completed in 00:00:00.036 E

3. Choose the command in command list and then click Send button.

T COMS4 - Z-Wave PC Controller - o Balls - -
COM54 - Command Classes

d Type Sche Liste Virt Floating View

~ Controllers (3) CRC16, || Suppress Multicast Follow up, || Force Multicast,
1 [$2] Pc Controller

2 [52] Gateway
7 IS2 Gatewav

<

Supervision Get (| Status Updates; Session ID 00
Multi Channel ( Src. End Point 00 Dest. End Point

|

<

Command class 0x5 - COMMAND_CLASS_ASSOCIATION ver.2
7 [52] Gateway Command 002 - ASSOCIATION_GET -
B Soocific Dovice Clace 0x02 - ASSOCIATION_GET
- ‘ Command Classes: 0x05 - ASSOCIATION_GROUPINGS_GET
B 05t . ZWAVERLUS INFO (006 - ASSOCIATION_GROUPINGS_REPORT
B 0x55 - TRANSPORT SERVICE [0x04 - ASSOCIATION_REMOVE 1
T CRC 16 ENCAD (003 - ASSOCIATION_REPORT
- APPLICATION_STATUS (0%01 - ASSOCIATION_SET
B oweF - SECURITY.2 (008 - ASSOCIATION_SPECIFIC_GROUP_GET
15 0x98 - SECURITY (00C - ASSOCIATION_SPECIFIC_GROUP_REPGRT

B 0x74 - INCLUSION_CONTROLLER

[ 0x6C - SUPERVISION

B 0x8F - MULTLCMD

Secure Command Classes:

B 34 - NETWORK_MANAGEMENT_INCL
B 4D - NETWORK_MANAGEMENT_BAS
B 52 - NETWORK_MANAGEMENT_PRO}
59 - ASSOCIATION_GRP_INFO Secllota]
SA - DEVICE_RESET_LOCALLY 850200
B 67 - NETWORK_MANAGEMENT_INST.

B 72 - MANUFACTURER_SPECIFIC 2
[573 - POWERLEVEL
. “ Default ) Secure ) Non-Secure ) Broadcas cloa
£ 78 - NODE_PROVISIONING Default O S pees Eroadc2 e Rezial
[ 7A - FIRMWARE_UPDATE_MD
:35 - ASSOCIATION ::::1';/ ct SPAN | Next SPAN | MPAN Table
86 - VERSION

15:54:42.772 Send Association Group Command List Get to node 2 completed in 00:00:00.036 E

W Specific Device Class: 0x07 - GATEWAY Grouping Ide,

Delay "Wake Up No Mere Information’, ms: 100
Max bytes in encrypted (S0) packet's fragment: 26
Transport service max segment size: 39
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