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Change Log
	Release
	Date
	Modification

	A
	June 9, 2020
	Draft – initial release

	B
	July 22, 2020
	Removed references about what parameters will pass on to MSP.  That will be covered by I2C interface spec.

	C
	July 30, 2020
	Updated CC 0x17

	D
	Aug 18, 2020
	Added flow rate reporting
Added periodic event parameters
Added a byte to the calibration cmd for feedback about calibration
Renumbered offsets to align with B36 spec

	E
	Aug 19, 2020
	Updated Notification Report Retry Method (0x57)
Added configuration parameters related to notification retries (0x62-0x66)
(Reference Spec: B36_meter_valve_ZWave_Specification_v1.17)

	F
	Aug 20, 2020
	Added Time to the Multilevel report for DToF Offset Time

	G
	Aug 27, 2020
	Updated flow rate thresholds and timers as per B36

	H
	Sept 24, 2020
	Add meter reporting
Modified calibration feedback (0x13)
Added DToF reporting granularity register (0x37)

	J
	Nov 16, 2020
	· Adjusted the following registers from 1 byte to 2bytes to remain consistent with the MSP430 protocol or previous proto FW:  0x2F, 0x33, 0x34, 0x35
· Changed debug register 0x50 to both enable and disable debug mode and updated the magic values
· Changed the ADC capture debug register from 0x59 to 0x39 to not conflict with a B36 defined register
· Changed the calibration register from 6 bytes back to 4 bytes to maintain consistency with B36 and created a new register (0x40) for calibration feedback
· Changed temperature registers from degrees C to tenths of a degree C for the following registers to maintain consistency with B36:  0x0A, 0x0B, 0x11, 0x2A, 0x2B
· Removed notification retry registers 0x62-0x66

	K
	Nov 18, 2020
	Adjusted range of DToF offset register 0x38

	L
	Nov 24, 2020
	Removed offset 0x31 – Tx Voltage    No longer used.
Removed offset 0x20 – Daily flow event threshold    No longer used.
Changed Multilevel water flow precision from 2 to 1 as per B36
Adjusted minimum flow rate reporting granularity from 0.1 to 0.2 lpm

	M
	Dec 8, 2020
	Removed reference to multiple endpoints for the water temperature notification command class alerts.  Water temperature alerts will just be driven by the on-pipe temperature sensor.
Changed the multilevel sensor for the on-pipe temperature sensor from Liquid Line Temperature to Water Temperature.
Removed config offsets for low/high ambient temperature thresholds and low/high event response config (0x2A – 0x2D)

	N
	Dec 22, 2020
	Reverted 0x37 back to single byte unsigned value.  Was previously changed erroneously

	P
	Jan 28, 2021
	Added Flow Direction Reversed register 0x3A.

Added additional values/explanations for Calibration Status byte in Calibrate message (0x13).
Added additional values for Calibration Feedback message (0x40).

	R
	Feb 2, 2021
	Modified Periodic Event offsets
· Removed 0x1B and 0x1C – not used
· Added default values to 0x1D, 0x1E, 0x1F
· Added 0x3B - Periodic Minimum Flow Threshold

	T
	Mar 16, 2021
	Removed Hardware Error Suppression time (0x58)
Defined bits 7 and 8 in System Hardware Failure of System Type notification command class

	U
	Mar 15, 2022
	Added documentation for remaining Debug Mode registers

	W
	April 18, 2022
	Added missing configuration parameter DTOF Noise STD

	X
	May 13, 2022
	Removed some internal debug info to capture in a separate document

	Y
	June 17, 2022
	Updates for Z-Wave certification

	Z
	Aug 26, 2022
	Added definition of bit 7 to parameter 64 (0x40)

	AA
	Oct 13, 2022
	Changed product name from Smart H2O Monitor to Water Dragon
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Z-Wave Add and Remove Process
Adding the WATER DRAGON to a Z-Wave network
1. Put Z-Wave controller into Add mode.  See Z-Wave controller documentation for further information.
2. Press the pairing button on the side of the control unit. The Z-Wave LED will begin to blink. 
3. The unit has been successfully added to the network when the Z-Wave LED becomes solid.
Removing the WATER DRAGON from a Z-Wave network
1. Put Z-Wave controller into Remove mode.  See Z-Wave controller documentation for further documentation.  
2. Press the pairing button on the side of the control unit. The Z-Wave LED will begin to blink. 
3. The unit has been successfully removed from the network when the Z-Wave LED turns off.
Reset WATER DRAGON to default state
NOTE: This function will forcibly clear the Z-Wave node identification.
1. Press and hold the pairing button on the side of the control unit 15 seconds. The LEDs will blink for ~5 seconds, then become solid.
2. Once the device has been reset, the LEDs will return to their normal state. 
3. Device reset will reset EEPROM, configuration parameters and Z-Wave chip.


Compatibility with Other Manufactures’ Z-Wave Devices
This product can be operated in any Z-Wave network with other Z-Wave certified devices from other manufacturers. All mains operated nodes within the network will act as repeaters regardless of vendor to increase reliability of the network.


Configuration Command Class (Version 4)
Configuration Reset Default (from Configuration Command Class V4)
Configuration command CONFIGURATION_DEFAULT_RESET will reset all supported configuration parameters to their factory default settings. This command will not remove the device from the Z-Wave network.  Parameter changes made during calibration will get cleared by this call.
Parameters
There are three configuration states that the device can be operated in.  These states allow for different mode of operation options such as home and away modes.  The parameter offsets that apply to the three different states are: 0x01-0x09, 0x21-0x29, and 0x41-0x49.
The parameters are common to all pipe types.
[STATE 1 Leak configurations (0x01 – 0x09)]
0x01: High Flow Event Threshold
· The threshold at which the sensor will report a High-flow issue, expressed in liters per minute. 
· Default: 28 LPM  
· Valid Range: 2 – 100 LPM (maximum is limited by sensor capabilities)
· Size: 1 Byte
0x02: Medium Flow Event Threshold
· The threshold at which the sensor will report a Medium-flow issue, expressed in liters per minute. 
· Default: 4 LPM
· Valid Range: 1 – 99 LPM
· Size: 1 Byte
*** A Differential of 1 L/min will be enforced between High and Low thresholds ****
· If 0x01 is set to less than or equal to 0x02, 0x01 will be modified to be 1 L/min greater than 0x02
· If 0x02 is set to greater than or equal to 0x01, 0x01 will be modified to be 1 L/min greater than 0x02

0x03: Low Flow Event Threshold
· The threshold at which the sensor will report a Low-flow issue, in centiliters per minute.
· Default: 19 cLPM   (0.190 LPM)
· Valid Range: 5 - 255 cLPM
· Size: 1 Byte	
*** A Differential of 1 L/min will be enforced between Medium and Low thresholds ****
· If 0x02 is set to less than or equal to (0x03 + 0.5), 0x02 will be modified to be at least 0.5 L/min greater than 0x01
· If 0x03 is set to greater than or equal to (0x02 – 0.5), 0x02 will be modified to be at least 0.5 L/min greater than 0x01

0x04: High Flow Event Response
· Determines the response during a High-Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1            |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x05: Medium Flow Event Response
· Determines the response during a Medium Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x06: Low Flow Event Response
· Determines the response during a Low Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x07: High Flow Alert Timer (1 min – 255 min), 1 min increments
· Duration above the High Threshold Reporting Interval before an issue is reported.
· Default 1 min
· Size 1 Byte
0x08: Medium Flow Alert Timer (1 min – 255 min), 1 min increments
· Duration above Medium threshold before an issue is reported.
· Default 40 min
· Size 1 Byte
0x09: Low Flow Alert Timer (3min-24hrs), 1 min increments
· Duration above the Flow Rate Detection Threshold before an issue is reported.
· Default 2 hrs 
· Size 2 Byte (Byte 0: minutes [3-60], Byte 1: hours [0-23])
[End of STATE 1 Leak configurations]

0x0A: Low Pipe Temperature Threshold (0 C – 10 C), 0.1 C increments
· Temperature below which an issue is reported.
· Default 0x28 (4 degrees C)
· Size 2 Byte
0x0B: High Pipe Temperature Threshold (20 C – 65 C), 0.1 C increments
· Temperature Above which an issue is reported.
· Default 0x028A (65 degrees C)
· Size 2 Byte
0x0C: Low Pipe Temperature Event Response (0x00 – 0x07) 
· Determines the response during a Low Temperature Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x0D: High Pipe Temperature Event Response (0x00 – 0x07)
· Determines the response during a High Temperature Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x0E: Heartbeat Reporting Period (1 hr – 24 hr), 1 hr increments
· On this frequency, the sensor will report multilevel sensor items (flow, temperatures).
· Default 4 hr
· Size 1 Byte
0x0F: Meter Reporting Granularity (1L to 80L), 1L increments
· When a change in the flow meter has exceeded this value since the last meter report, the unit will send a meter report.
· Default 40 L
· Size 1 Byte
[bookmark: _0x10:_Flow_Rate][bookmark: OLE_LINK1]0x10: Flow Rate Reporting Granularity (0.2 LPM – 10 LPM), 0.1 LPM increments. (reported as 10x the value)
· When a change in flow rate has exceeded this value since the last flow rate report, the unit will send a flow rate report.
· Default 2 LPM
· Size 1 Byte
[bookmark: _0x11:_Temperature_Reporting]0x11: Temperature Reporting Granularity (0.1C – 5 C), 0.1 C increments (reported as 10x the value)
· When a change in temperature has exceeded this value since the last temperature report, the unit will send a temperature report.
· Default 2 C
· Size 1 Byte

0x12: Not Used

0x13: Calibrated
· Reports the state of calibration as well as the date-stamp of the last calibration.
· SETTING a valid date will begin the calibration procedure.
· Default 0
· Size: 4 Bytes
· Byte 1: Calibration Status
· Byte 2: Day of last calibration (1-31)
· Byte 3: Month of last calibration (1-12)
· Byte 4: Year of last calibration (0-99)
· Calibration Status Notes:
· CONFIGURATION_SET
· Field is ignored by device (only the Date bytes are used)
· CONFIGURATION_REPORT
· 0x00 – Not calibrated
· 0x01 – Calibrating Gain
· 0x02 – Calibrating DTOF Offset
· 0x03 – Calibrating Flow Direction
· 0xFE – Calibrated with modifications
· 0xFF - Calibrated
· Calibration may overwrite other previously set parameters.
0x14 – 0x1C: Not Used
0x1D: Periodic Event Error Threshold
· Maximum allowable error (in seconds) from period average to qualify a periodic event.
· Valid values: 0-255 seconds
· Default: 30
· Size: 1 Byte
0. 0x1E: Periodic Event Minimum Period
· Minimum detectable event period (in minutes).
· Valid values: 0-255 minutes
· Default: 2
· Size: 1 Byte
0. 0x1F: Periodic Event Clear Time
· Wait time (in minutes) after last flow event is detected to clear the periodic flow event.
· Valid values: 0-255 minutes
· Default: 60
· Size: 1 Byte
0. 0x20: Unused

 [STATE 2 Leak configurations (0x21 – 0x29)]
0x21: High Flow Event Threshold
· The threshold at which the sensor will report a High-flow issue, expressed in liters per minute. 
· Default: 30 LPM  
· Valid Range: 2 – 100 LPM (maximum is limited by sensor capabilities)
· Size: 1 Byte
0x22: Medium Flow Event Threshold
· The threshold at which the sensor will report a Medium-flow issue, expressed in liters per minute. 
· Default: 6 LPM
· Valid Range: 1 – 99 LPM
· Size: 1 Byte
*** A Differential of 1 L/min will be enforced between High and Low thresholds ****
· If 0x01 is set to less than or equal to 0x02, 0x01 will be modified to be 1 L/min greater than 0x02
· If 0x02 is set to greater than or equal to 0x01, 0x01 will be modified to be 1 L/min greater than 0x02

0x23: Low Flow Event Threshold
· The threshold at which the sensor will report a Low-flow issue, in centiliters per minute.
· Default: 19 cLPM   (0.190 LPM)
· Valid Range: 5 - 255 cLPM
· Size: 1 Byte	
*** A Differential of 1 L/min will be enforced between Medium and Low thresholds ****
· If 0x02 is set to less than or equal to (0x03 + 0.5), 0x02 will be modified to be at least 0.5 L/min greater than 0x01
· If 0x03 is set to greater than or equal to (0x02 – 0.5), 0x02 will be modified to be at least 0.5 L/min greater than 0x01

0x24: High Flow Event Response
· Determines the response during a High-Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1            |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x25: Medium Flow Event Response
· Determines the response during a Medium Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x26: Low Flow Event Response
· Determines the response during a Low Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x27: High Flow Alert Timer (1 min – 255 min), 1 min increments
· Duration above the High Threshold Reporting Interval before an issue is reported.
· Default 1 min
· Size 1 Byte
0x28: Medium Flow Alert Timer (1 min – 255 min), 1 min increments
· Duration above Medium threshold before an issue is reported.
· Default 40 min
· Size 1 Byte
0x29: Low Flow Alert Timer (3min-24hrs), 1 min increments
· Duration above the Flow Rate Detection Threshold before an issue is reported.
· Default 4 hrs 
· Size 2 Byte (Byte 0: minutes [3-60], Byte 1: hours [0-23])
 [End of STATE 2 Leak configurations]
0x2A – 0x2D   Unused
0x2E: Ultrasonic Frequency
· Frequency in kHz
· Default 1340
· Size 2 Bytes
0x2F: Pulse Train Length
· Number of pulses in ultransonic TX pulse train
· Default 8 LPM
· Size 2 Bytes
0x30: RX Digital Gain (17 – 63)
· Digital gain selection applied after ADC.  Refer to TI Ultrasonic Sensing Design Center User Guide (Command 0x84, Gain Control)
· Default 52
· Size: 1 Byte
0x31: AGC_Enable
· Enables waveform AGC in the MSP processor.
· Valid values: 0x00 (Disabled), 0x01 (Enabled)
· Default: 0x01
· Size: 1 Byte
0x32: RX Attenuator
· Enables the 6dB analog RX attenuator.
· Valid values: 0x00 (Disabled), 0x01 - 0xFF (Enabled)
· Default: 0x00
· Size: 1 Byte
0x33: Envelope Threshold
· Envelope crossing threshold
· Default: 33
· Size: 2 Bytes
0x34: Capture Start
· Time between start of TX transmission and beginning of ADC sampling (in microseconds).
· Default 72
· 2 Bytes
0x35: Capture Window Size
· Amount of time to capture ADC samples (in microseconds).
· Default 20
· 2 Bytes
0x36: Pipe Info
· Identifies pipe type and diameter
· Default FF
· Valid Entries:
· 0x01 – ¾” Copper type M
· 0x02 – ¾” Copper type L
· 0x03 – ¾” PEX
· 0x04 – ¾” CPVC
· 0x11 – 1” Copper type M
· 0x12 – 1” Copper type L
· 0x13 – 1” PEX
· 0x14 – 1” CPVC
· 0xFF - Undefined
· 1 Byte

0x37 DToF Offset (Time) Reporting Granularity (10ps-2550ps), 10ps increments
· When a change in DToF offset has exceeded this value since the last offset report, the unit will send a Time (DToF offset) report.
· Default 500ps
· Size 1 Byte
0. 0x38 DToF Zero Flow Offset
· DToF offset adjustment for zero flow scenario in picoseconds.
· Default: 0
· Size: 2 bytes
· Accepted values: -32768 to 32767
0. 0x3A Flow Direction Reversed
· Flag indicating whether the direction of water flow is reversed
· Default: 0
· Size: 1 byte
· Accepted values: 0 (normal), 1 (reversed)
0. 0x3B Periodic Minimum Flow Threshold
· Minimum water flow event that will be used for periodic event detection (50 cLPM – 255 cLPM)
· Default: 100 cLPM
· Size: 1 byte
0x3C DTOF Noise STD
· Latest DTOF noise calculation reported by the MSP
· Default: 0
· Size: 2 bytes
· Accepted Range: 0 – 0xFFFF


0.0.6 0x3D - 0x3F: Not Used


0x40: Calibration Feedback
· Calibration feedback register which will be valid after calibration completes
· Size: 2 Bytes
· Default = 0
· Value of 0 indicates no issues were detected during calibration
· Bitmask
	Bit
	Feedback

	0
	No UPS/DNS Signal Detected

	1
	Suspect Incorrect Spacing

	2
	Suspect Poor Grounding

	3
	ZF out of range

	4
	Signal too high (can't reduce gain enough to reach target level)

	5
	Insufficient flow (during Flow Direction calibration)

	6
	Calibration aborted

	7
	Pipe Type Undefined

	8-15
	Undefined



[STATE 3 Leak configurations (0x41 – 0x49)]
0x41: High Flow Event Threshold
· The threshold at which the sensor will report a High-flow issue, expressed in liters per minute. 
· Default: 30 LPM  
· Valid Range: 2 – 100 LPM (maximum is limited by sensor capabilities)
· Size: 1 Byte
0x42: Medium Flow Event Threshold
· The threshold at which the sensor will report a Medium-flow issue, expressed in liters per minute. 
· Default: 6 LPM
· Valid Range: 1 – 99 LPM
· Size: 1 Byte
*** A Differential of 1 L/min will be enforced between High and Low thresholds ****
· If 0x01 is set to less than or equal to 0x02, 0x01 will be modified to be 1 L/min greater than 0x02
· If 0x02 is set to greater than or equal to 0x01, 0x01 will be modified to be 1 L/min greater than 0x02

0x43: Low Flow Event Threshold
· The threshold at which the sensor will report a Low-flow issue, in centiliters per minute.
· Default: 19 cLPM   (0.190 LPM)
· Valid Range: 5 - 255 cLPM
· Size: 1 Byte	
*** A Differential of 1 L/min will be enforced between Medium and Low thresholds ****
· If 0x02 is set to less than or equal to (0x03 + 0.5), 0x02 will be modified to be at least 0.5 L/min greater than 0x01
· If 0x03 is set to greater than or equal to (0x02 – 0.5), 0x02 will be modified to be at least 0.5 L/min greater than 0x01

0x44: High Flow Event Response 
· Determines the response during a High-Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1            |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x45: Medium Flow Event Response
· Determines the response during a Medium Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x46: Low Flow Event Response
· Determines the response during a Low Flow Event
· Default: 0x04 (Notification active)
· Size: 1 Byte - Bitmask
· |          7 - 3        |               2               |               1             |             0              |
· |      UNUSED    | Push Notification |   Sound Buzzer   | Reserved (B36) |
0x47: High Flow Alert Timer (1 min – 255 min), 1 min increments
· Duration above the High Threshold Reporting Interval before an issue is reported.
· Default 1 min
· Size 1 Byte
0x48: Medium Flow Alert Timer (1 min – 255 min), 1 min increments
· Duration above Medium threshold before an issue is reported.
· Default 40 min
· Size 1 Byte
0x49: Low Flow Alert Timer (3min-24hrs), 1 min increments
· Duration above the Flow Rate Detection Threshold before an issue is reported.
· Default 4 hrs 
· Size 2 Byte (Byte 0: minutes [3-60], Byte 1: hours [0-23])
 [End of STATE 3 Leak configurations]

0x50: Reset device (0x0ADC)
· Perform device reset
· Size 2 Bytes
· Write the magic value 0x0ADC to fully reset the device
0x51: Leak Detection Parameter Set (0x00, 0x20, 0x40)
· Used to change the parameter set used to detect leaks. Allows for multiple device states to be set remotely. (schedules, scenes, etc…) 
· Default: 0x00 (State 1)
· Size 1 Byte
· Possible Values
· 0x00 – State 1
· 0x20 – State 2
· 0x40 – State 3
0x52: Disable Multiple Reports
· Disables multiple firmware OTA reports
· Valid values: 0x00 (Multiple reports enabled), 0x01 (Multiple reports disabled)
· Default: 0x01
· Size: 1 Byte


0x53: Not Used
0x54: Disable Leak Monitoring
· Disable the monitoring of leaks for a certain period of time. Hardware will restart monitoring leaks after the number of hours dictated by 0x55.
· Default: 0x00
· Size: 1 byte
· Accepted values: 0x00 (off), 0x01 - 0xFF (on)
0x55: Disable Leak Monitoring Timeout
· Timeout for the disable monitoring feature
· Default 4 hours
· Size: 1 byte
· Accepted values: 1 to 12 (hours)
0. 0x56: Periodic Event Buffer Length
· Length of the buffer used for periodic events
· Default: 8
· Size: 1 byte
· Accepted values: 1 to 8
0.0.8 0x57: Notification Report Retry Method
· Time between retry attempts for notification reports see section 5 for more on notification retries.
· Default: 0x00
· Size: 1 byte
· Accepted values: 
· 0 – no retry method
· 1 – proprietary, report based retry logic
· 2 – Z-Wave supervision (NOT YET IMPLEMENTED)

0x58 – 0x66 – Not Used

Association Reports
The WATER DRAGON unit will report the following on the Lifeline Group (Group 1). The maximum number of devices on the Lifeline Group is four (4). 
· Meter Report (Water Consumption -G): When the water usage changes by at least the meter reporting threshold.
· See Meter Command Class (Version 2)
· Notification Report (Water Alarm): When any of the flow events (Periodic, High, Medium, or Low) are reported. On event activation, payload will describe event:
· See Notification Command Class (Version 8)
· Notification Report (Temperature Alarm): When any of the temperature events (High, or Low) are reported. On event activation, payload will describe event:
· See Notification Command Class (Version 8)
· Notification Report (System Type, Hardware Failure): When any sensor or actuator loses communication or reports an error code. Payload will describe event
· See Notification Command Class (Version 8)
· Sensor Multilevel Report (Water Flow – L/h): When the flow rate changes by at least the temperature reporting threshold (See Configuration Parameter 0x10: Flow Rate Reporting Granularity (0.1 LPM – 10 LPM), 0.1 LPM increments)
· See Multilevel Sensor Command Class (Version 11)
· Sensor Multilevel Report (Temperature – C): When the temperature changes by at least the temperature reporting threshold (See Configuration Parameter0x11: Temperature Reporting Granularity (0.1C – 5 C), 0.1 C increments )
· See Multilevel Sensor Command Class (Version 11)


[bookmark: _Notification_Command_Class]Notification Command Class (Version 8)
The WATER DRAGON sensor will report Water Alarms using the Notification Command Class. Below are the Notification types and their supported events and parameters.
Water Alarm Type (0x05)
· State Idle (0x00) – V4
· Parameters: Notification Value of event/state going idle
· Water Leak Detected (0x02) – V2
· Byte 1: Type of leak event – Bitmask 
	Bits 7 – 4
	Bit 3
	Bit 2
	Bit 1
	Bit 0

	RESERVED
	Periodic Leak Alert
	High Flow Alert
	Medium Flow Alert
	Low Flow Alert



· Byte 2: Based on config parameter 0x57
· No Retry Logic – 0xFF
· Proprietary Retries – Report sequence number (0x00-0xFF)
· Byte 3: Not Used
· Byte 4: Based on config parameter 0x57
· No Retry Logic – 0xFF
· Proprietary Retries – Number of reports in queue

· Water Temperature Alarm (0x08) – V9
· Parameters: Type of temperature event
· 0x01 – NO DATA
· 0x02 – BELOW LOW THRESHOLD
· 0x03 – ABOVE HIGH THRESHOLD
· This alarm type will be driven by the on-pipe temperature sensor.
· Unknown Event/State (0xFE) – V2
· Parameters: None
0.0.9 End-to-end acknowledgement and retry scheme
Notification acknowledgement and retry logic can be configured using configuration parameters 0x57 and 0x62-0x66. The currently supported retry modes are: NONE and PROPRIETARY. For notes on the PROPRIETARY acknowledgement scheme, see document “BackendAcknowledgementSpec_v1.0.docx”. Acknowledgement/retry logic using the SUPERVISION_CC will be implemented in future firmware versions.
Note: retry logic is disabled by default and will ship with 0x57 defaulted to 0x00.

System Type (0x09)
· State Idle (0x00) – V4
· Parameters: Notification value of event/state going idle
· System Software Failure w/code (0x01)
· Signals a failure of the software
· Parameters (1 Byte):
· 0x01 – Failed to initialize data buffers for flow events
· 0x02 – Flow event parameter is not in a valid range and was reinitialized to default
· 0x03 – NVM checksum invalid on boot
· System Hardware Failure (0x03) – V3
· Signals a failure of the sensor
· Parameters: Hardware failure type – 2 bytes
	Bit 15
	Bit 14
	Bit 13
	Bit 12
	Bit 11
	Bit 10
	Bit 9
	Bit 8

	RESERVED
	RESERVED
	RESERVED
	RESERVED
	RESERVED
	RESERVED
	RESERVED
	NVM Read/Write

	Bit 7
	Bit 6
	Bit 5
	Bit 4
	Bit 3
	Bit 2
	Bit 1
	Bit 0

	I2C Error
	Calibration Status
	RESERVED
	RESERVED
	RESERVED
	RESERVED
	RESERVED
	Sensor Failure


· NOTE: Calibration Status flag will be set to 1 upon initialization. Once calibration is successfully completed, the flag will clear. The bit will ONLY be set again if calibration fails on a subsequent attempt. Clearing calibration via configuration parameter 0x13 will NOT set this flag.
· Heartbeat (0x05) – V5
· Advertise the device is still alive
· Parameters: None
· Unknown Event/State (0xFE) – V2
· Parameters: None

Management Command Class (Version 8)
Version Command Class (Version 3)
Version 2 of the Version Command Class will be used to report both the Z-Wave chip firmware revision as well as the MSP430FR6043 firmware revision.
Indicator Command Class (Version 3)
The WATER DRAGON sensor supports the Indicator Class for controlling the LEDs and buzzer.
LEDs (0x50)
· Used to identify the node
· Property IDs
· 0x03 – On/Off Periods (in seconds - required)
· 0x04 – On/Off Cycles (required)
· 0x05 – On time within an On/Off period  (duty cycle seconds)
· Default 0x00 (special case 50% duty cycle blink)
· Accepted values
· 0-255
Buzzer (0xF0)
· Used to indicate an alert notification if enabled by the Configuration Command Class event response parameters.
· Default = 0x00
· Property IDs
· 0x02 – Binary On/Off
· Accepted values
· 0x00 – Buzzer off
· 0x01:0xFF – Buzzer on
[bookmark: _Multilevel_Sensor_Command]Multilevel Sensor Command Class (Version 11)
The unit supports the following Sensor Multilevel Sensor Types and Scales. 
Water Flow (0x38) – V9
Water flow as reported by MSP430
· Supported Sensors Mask
· Byte 7
· Bit 7
· Scale
· 0x00 – Liter per hour (L/h)
· Size: 2 bytes
· Precision: 1
Water Temperature (0x17) – V5
On pipe temperature sensor.
· Supported Sensors Mask
· Byte 3
· Bit 6
· Scale
· 0x00 - Celsius
· Size: 2 bytes
· Precision: 2
Air Temperature (0x01) – V1
Ambient air temperature sensor.
· Supported Sensors Mask
· Byte 1
· Bit 0
· Scale
· 0x00 - Celsius
· Size: 2 bytes
· Precision: 1
Time (0x21) – V6
DToF Offset time x 106
· Supported Sensors Mask
· Byte 5
· Bit 0
· Scale
· 0x00 - Seconds
· Size: 2 bytes
· Precision: 6



[bookmark: _Meter_Command_Class]Meter Command Class (Version 2)
The unit supports the following Meter Command Class Types and Scales. 
Meter Report (0x02)
Aggregated values measured by the unit.
· Rate Types: Import (0x01)
· Meter Type: Water Meter (0x03)
· Scale:
· Cubic Meters (0x00)
· Size: 4 Bytes
· Precision: 3
Meter Reset (0x05)
Reset aggregated values from the meter


The SOUND_SWITCH_PLAY_SET (0x08) command should be used with Tone ID 0x00 in the payload to silence the alarm. This command can also be used to play a tone if the Tone ID is set to any non-zero value.


Command Class List

	Command Class
	Version
	Required Security Class

	Association
	2
	highest granted

	Association Group Information
	3
	highest granted

	Configuration
	4
	highest granted

	Device Reset Locally
	1
	highest granted

	Firmware Update Meta Data
	5
	highest granted

	Indicator
	3
	highest granted

	Manufacturer Specific
	2
	highest granted

	Meter
	2
	highest granted

	Multi Channel Association
	3
	highest granted

	Notification
	8
	highest granted

	Powerlevel
	1
	highest granted

	Security 2
	1
	None

	Sensor Multilevel
	11
	highest granted

	Supervision
	1
	None

	Transport Service
	2
	None

	Version
	3
	highest granted

	Z-Wave Plus™ Info
	2
	None
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