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1- About the Alloy Fusion Hub

The Alloy Fusion Hub is a Security Enabled Z-Wave Plus® central static controller.

It is responsible for managing a network of Z-Wave®-compliant devices from a fixed location.

The Alloy Fusion Hub provides extensive support for the following Z-Wave®-compliant devices:

Thermostats

Secure door locks

Notification sensors

Binary and multilevel power switches
Sirens

Scene controllers

All Z-Wave®-compliant devices from different manufacturers and product categories can be a
part

of the Z-Wave® network controlled by the Alloy Fusion Hub. At a minimum, the Alloy Fusion
Hub will control them via basic on/off commands.

Note that non-battery powered nodes can act as repeaters regardless of manufacturers.



2- Connecting to the Alloy Fusion Hub

The Alloy Fusion Hub (henceforth the Hub) is accessible via WiFi and cellular networks.

To access your Hub via WiFi, you first need to connect to your Hub’s own access point. This will
allow you to edit initial WiFi connection settings:

Start the Hub by connecting it to its power supply.

Wait for the hub to be fully started.

From the hub’s panel, navigate to Settings (click on the tab in the top-left corner).
In Settings, navigate to Networking/Wi-Fi/Configure WiFi

Select an SSID and enter its passphrase

On your computer, select the same WiFi access point you configured your Hub to
connect to.

3- Accessing Hubview

Hubview is the name of the Web application served by the Hub which provides access to the
Hub’s functions, including access to the devices it controls.

To access Hubview:

Find the serial number of the Hub (something like AH01235¢613321011701) on the back
of the Hub, on the bar code label. You may already know it as it is the name of Hub’s
access point (see above). The serial number also appears on a label attached to the
underside of the Hub.

Open a Web browser and enter the address https://<serial number>.local:4443 (for
example, htpps://AH01235¢613321011701.local:4443")

Follow the instructions on the login page to create a password.

' If your computer is running Windows, you might need to use the Hub’s IP address instead, for example,
https://192.168.0.33:4443. See your router’s documentation for instructions on how to see the list of IP

addresses it allocates. You will recognize the Alloy Fusion Hub in the list by its serial number.


https://192.168.0.3:4443

ALLOY

SmartHome

Enter the first 5 digits of the DSK, or the Ethernet MAC address
The DSK is on the label at the back of your Alloy SmartHome Hub

Choose a password

Confirm password

Set password

Ak least 8 characters

Enter the password again

Once the password has been successfully created, you will be taken to the login screen where

you will be asked to use it.

ALLOY

SmartHome

Password

Reset password

Login

You can reset your password at any time when asked to login into your Hub. You will be taken to

the password creation page.

Hubview gives comprehensive access to the Hub’s functionality.

After logging in, select the Help tab for documentation on how to use Hubview to manage your

Alloy Fusion Hub.
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“’““!' Fusion Hub About the Alloy Fusion Hub
ADoU

Z-Wave

Command classes
Managing your Hub The Alloy Fusion Hub is a Security Enabled Z-Wave Plus central static controller.

Overview

Retwiiks It is responsible for managing a network of Z-Wave-compliant devices from a fixed location.

Devices

Smarttart

Scenes

Scripts

Factory and Z-Wave reset
Controlling devices

Descriptor

Capabilities

Configuration

Device health

Basic commands
Updating device firmware
Managing the Z-Wave network
Adding a device
Removing a device The Alloy Fusion Hub provides extensive support for Z-Wave-compliant devices, such as:

Removing failed nodes

4- Managing the Z-Wave® network with Hubview

Adding a device

When the Devices tab is selected, an Add a device button is displayed under the list of already
added devices.



ALLOY
Devices SmartStart

® 1 Central controller

Thermostat general v2

® 13 Door lock

o m Thermostat general v2

Add a device Remove a device

Scripts

awake

awake

virtual

Networks

Z-Wave Monitor Tests Help

Descriptor

About

Attributes

Dsk

Firmware version
Manufacturer specific
Network key
Security

Capabilities Configuration

20402-13609-19069-26123-06601-11890-56710-42027
13

manufacturer idis 57, productid is 8, product type id is 17
52 unauthenticated

secure

Z-wave module serial number 5817

Battery percent
Humidity

Power source
Temperature
Thermostat cooling
setpoint

Thermostat fan mode
Thermastat fan state
Thermaostat heating
setpoint

Thermostat mode

Thermaostat operating
state

Thermostat
supported modes
Thermostat
supported setpoints

Zwave version

o

540

battery

unit is ¢, temperature is 21.0

unit is f, temperature is 74.0

mode is circulation
state is off

unit is f, temperature is 70.0

mode s auto

state is heating

modes is [off and heat and cool and auto and energy heat and energy
coal]

setpoint types is [heating and cooling and energy save heating and
energy save cooling]

Firmware version is 1.3, protocol version is 461, hardware versionis 1,
library type is routing end node, other firmware versions is [1.4]

upstairs, bedroom

|

To add a device that is not yet part of a Z-Wave® network, press the Add a device button and
put a device into "add mode" (follow the instructions in the documentation that came with the

device).
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SmartStart

Metworks

systam dashboard

Capabilities

45 Portable remote controller
AT Switch multilevel

Thermostat general v2 + 2

T3 Motification sensor {temperature, home security, luminance)

80 Motification sensor [temperature, home security, humidily, waber)

e o 0 008
o
el

85 Doarlock

Put a device into add made...  Cancel

asleep
= awake
B awake
W) zsleep
[LIEREE
) awake

About

Attributes

Tags

Firmware ids
Firmware version
Manufacturer specif
Hetwork key
Securily

I-wave module serial
number

Bowar

sEurce

Firmwane veeson is 7.19, pratacsl verdon s 7,19, har

Varsian brary type & bridge controller, other firmwane versions aie 7,18 and

Adding a node can be canceled by pressing the “Cancel” button.

If the device is an S2 authenticated device, in order to securely include it, you will be asked to
provide its PIN, which are the first 5 digits of the device’s DSK.
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Devices Smartstart

Central controller

Scripts

Metworks

Descriptor

Capabilities

) 45 Portable remote controller
O 47 Switch multilevel

&3 Thermostat generalv? + 2

T3 Metification sensor (temperature, home security, luminance)

{2 80 Motification sensor (temperature, home security, humidity, water) Ebaslecp

Enter the first & digits of the dewice's DSK
[*****-40341-29023-40437-07528-484 104807 5-30723)

| Send

Wi} asleep
= awizke
I} awake
haslecp About
Attributes
Tags

Dsk
Firmware ids
Firmware version

Manufacturer ipecific

Security
Z-wave module serial
number

Fawer
SOUnCE

external

none

Oand t

1282

manufacturer id s 912, product id & 1, product
Eypeidis

sCcure

h'eRE000232

Firmware version is 7.19, protocol version is 7.79, hardware version

Twiave

wersian ¢
[TB and

upstairs, bedroom

151, librasy bype s bridge contraller, ather firmware versians ls

I

The Alloy Fusion Hub should complete the process automatically and, after a few seconds,
report success and the securely level at which the device was added. The device should now

appear in the list of devices.
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Devices SmartStart

Scenes Scripts

Metworks

() 45 Portable remaote controller WD asleep
O A7 Swibch multilevel =K awake
@ 63 Thermostat general vz + 2 Oy awake
O 73 Notification sensor {temperature, home security, luminance) I} asleep About
3 80 Motification sensor {Lemperature, home security, humidity, water) Eilasleep
® 35 Door lock [} awake
Add adevice | Removesdevice || Remove failednodes | Healnetwork | Z-Wave reset
Attributes

A door lock device was added with id B5. Security 1s secure,

Tags

Capabilities
Dsk none
Firmware ids oand 1
Firmware wersian 1287
- manulacturer id =912, product id is 1, product
ManuFacturer specific Ay
bypr id is
Sequrity seoure
Z-wave module serial
hs9d000232

number
Fower

exbarnal
source

firmware version is 7.19, protocol version is 7,19, hardware version
Twava

: 15 1, lilrrary bype & bridge contraller, other Armware verclons is

version

[7.18 and 1.0]

upstairs, bedroom At

If the device was not added securely, the application reports the fact. The application also
reports when adding a device fails or times out.

The Hub automatically discovers the capabilities of the devices added to its network when they
are added and every time it starts up. Should the devices acquire new capabilities via firmware
updates, these capabilities, to the extent that they are supported by the Hub, will be discovered

the next time the Hub is restarted.



Removing a Device

When the Devices tab is selected, a Remove a device button is displayed under the list of
already added devices.

To remove a device from the Z-Wave® network controlled by the Hub, press the button.
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Devices Smartstart MNetworks

Central conkroller Descripto Capabilities

@ 45 Podtable remete controller [0 il

Dzk
® A7 Swikch multilevel ~& awake = BT
@® &3 Thermestat general vz + 2 By swake Firmware version
@ 731 Motification sensor (temperature, home security, luminance) W zzleep P sanufacturer spacific

ol

® 30 MNobhcation sensor [lemperature, home secunty, humidily, water) W = sleep
@ #5 Doorlock ¥ vwake
Puta device in remove mode...  Cancel Dawar

ource

Attributes
Tams prst bedroom sat

Removing a device can be canceled by pressing the “Cancel” button.

Put one of the listed devices (other than the “Gateway”) in “remove mode” (follow the
instructions in the documentation that came with the device).

The Hub should complete the process automatically and, after a few seconds, report success
and remove the device from the list.



!\l_Tng‘_{ system dashboard

Devices SmiartStart Scenes Scripts Networks

1 Central controller &= Descriptar Capabilities
@ 45 Portable remote controller E}asiecp
. Dsk naone
tile = ak - :

® 47 Switch multilevel & awake Firinearsids Dand
@ 63 Thermostat general v2 + 2 D awake Firmware version 1.28:2

i 3 - manufacturer id is 312, product id is 1
@ 73 Motification sensor (temperature, home security, o About fanisfacturer spedfic v lu |I i 1 u i

R asleep product type id is

luminance) -

s e Security

@ 80 Motification sensor (temperature, home security, humidity, W aclocp A et STy
water) number
+ 3 £ Power .
Addadevice  Remove adevice | Remove falled nodes Heal network il external
d
Towiave reset Attributes o firmware wersion is 7.19, protocol version is 7.19, hardware
ave reset
version s 1, library ty) or '_‘g‘_ CC"l'U_|E=,C—l3'L'I Firmware
wershon ? R 5
versians is [7.18 and 1.0]
The door lock device with id 85 was removed
Tags upstairs, bedroom set

The Hub’s web interface also reports an error whenever removing a device failed or timed out.

Controlling devices

When selecting a device, you can look at the descriptor or the capabilities of the root device or
of one of its end points, if it has any.

Descriptor

The descriptor of a device lists properties of the device as well as operational attributes that are
visible to, or under the control of, the Alloy Fusion Hub.

Each device has the following properties, each with a value possibly unique to the device:

Its DSK (device specific key)

Firmware version

Home id (uniquely identifying the network the device is on)
Manufacturer-specific data (manufacturer id, product type is and product id)
Security (the security level at which the device operates as per its network key)
Serial number

10
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Devices SmartStart Scenes Scripts MNetworks Z-Wave Monitor Tests Help
® 1 Central controller & awake Descriptor Capabilities Configuration
10 Thermostat general v2 -
Dsk 20402-13609-19069-26123-06601-11890-56710-42027
® 13 Door lock I awake Firmware version 13
. r specifi i actines {557, product id & B product bype id i 17
o (1] Thermostat general\.l? = virtual bt Manufacturer specific manufacturer idis 57, product id is 8, product type id is
Hetwork key s2 unauthenticated
Security SECUre
Aaclaosice| [HRemCES.Omce Z-wave module serial number 5817
Battery percent o
Humidity 54.0
Power source battery
Temperature unit is ¢, temperature is 21.0

'::::;r;::tat cosiling unit is f, bemperature is 74.0
Thermostat fan mode  mode is circulation
Thermaostat fan state  state is off

Thermaostat heating

Attributes setpoint unit is f, temperature is 70.0

Thermostat mode mode s auto

Thermostatoperating. o heating

state

Thermostat modes is [off and heat and cool and auto and energy heat and energy
supported modes coal]

Thermostat setpoint types is [heating and cooling and energy save heating and
supported setpoints  energy save cooling]

Firmware version is 1.3, protocol version is 461, hardware versionis 1,

Zwave version 2 = iy
library type is routing end node, other firmware versions is [1.4]

upstairs, bedroom et

Note that some devices may not report the values of one or more of their properties.
The attributes of a device depend on the nature of the device.

For example, a multilevel power switch will have a level attribute whereas a thermostat will have
a temperature, heating setpoint, etc.

Some attributes can be changed on the device or via Hub’s web interface (e.g. the thermostat
heating setpoint), others are only reported to the Hub by the device (temperature).

The last changed attribute, as reported by the device, is highlighted.

Devices can be assigned tags. Tags are currently used by scripts to help identify the devices to
which scheduled operations apply, for example, raising the temperature setpoint on all
“downstairs” thermostats (see Scripts).

If a device is battery-powered and the battery level is low, a message to replace batteries soon
or now is displayed.

11
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SmartHome
Devices SmartStart Scenes Scripts
® 1 Central controller =@ awake
o 21 Secure barrier addon =@ awake
@ 27 Power switch binary =@ awake
® 32 Notification sensor (access control) [} asleep
33 Door lock (.
O (1) Thermostat general v2 =@ virtual
Add a device Remove a device Update firmware (target 0)

Capabilities

Networks

Descriptor

System dashboard

Z-Wave Monitor Tests Help

Capabilities Configuration

Replace batteries soon

About

DsK 22053-40911-13082-38535-32627-59599-43597-35265
Firmware ids 42400 and 33033

Firmware version  2.20.1

Manufacturer manufacturer id is 297, product id is 19925, product type
specific id is 33033

Network key 52 access control

Security secure

Z-Wave module

i h'FOB2COFFFE699352
serial number

Battery
percent

The capabilities of a device is the list of attributes of the device that can be obtained or changed

(i.e. controlled) by the Alloy Fusion Hub.

o

Devices SmartStart Scenes
@ 1 central controller -k awake
9 Thermostat general v2 Y awake
@ 16 Portable remote controller B0 asleep
@ 19 Notification sensor (home security, temperature,
; D asleep
luminance)
® 32 Doorlock 0 awake
Notification sensor (home security, temperature
® 54 ( y, temp A » asleep

humidity, water)

55 Switch multilevel

Add a device Remove a device

Scripts

Help

Networks Tests

Descriptor Capabilities
| level o
Get
Set  duration level
IGI'

Choose one ~

Reset capabilities

When selecting an attribute from the drop-down menu, the application will display a short text
describing the attribute, plus, typically, a button to “Get” its value, and a “Set” button to change
its value if it can be changed. Either button might be accompanied by input fields if

getting/setting the attribute is parameterized.

12



When getting an attribute value, the value is displayed if getting it from the device was
successful. If setting an attribute to a value is successful, a "success" message is also
displayed.

ALLOY

Devices SmartStart Scenes Scripts Networks Tests Help

@® 1 Central controller = awake Descriptor Capabilities Configuration

Thermostat general v2

16 Portable remote controller [ zsleep

] thermostat mode o ‘ The made setting of the thermostat
O 55 Switch multilevel = awake -
@ 57 Notification sensor (home security, temperature, luminance) Wi aslcep
® 63 Doorlock 0D awake Gex
O 74 Notification sensor (home security, temperature, humidity, water) — HE asleep _
Add a device Remove a device

Set mode | off v |

Reset capabilities

If setting or getting an attribute value fails, either because an attribute parameter is not valid or
the operation on the device failed, an error message is displayed.

ALLOY

Devices SmartStart Scenes Scripts Networks Tests Help

@ 1 Central controller =& awake Descriptor Configuration

Thermostat general v2

O 16 Portable remote controller [ asleep [ i rsabivade v ‘ ot s ol
O 55 switch multilevel =& awake -

® 57 Notification sensor (home security, temperature, luminance) W0} as5leep

® 62 Doorlock ) awake Get

O 74 Notification sensor (home security, temperature, humidity, water) [ 2sleep

Add adevice  Remove adevice Set mode ‘ cool v |

Error - cause Is Falled, message Is set thermostat mode Falled

Reset capabilities

Text input fields for attribute parameters may show placeholder text in dim grey to guide
structured input. Examples of such placeholders and their meanings:

e “24.6”" - Any list of integers - for example, “1,2,3”
e “0,...,10” - Alist of bounded integers - for example, “2,4,5,10”

13



e “text OR 0x01,0x02,0x03” - Normal text or list of hexdecimals - for example, “energy

safe” or “’0x02, Ox0A”

When a device is asleep, requests to get and set its attributes are put in a queue. When the
device periodically wakes up, it processes its queued commands and provides a response for

each one.

The queued commands for a sleeping device are displayed. Associated responses are shown

whenever they arrive.

ALLOY

Devices SmartStart Scenes

@ 1 Central controller
9 Thermostat general v2
@® 16 Portable remote controller

® 15 Motification sensor (home security, temperature,
luminance)

@® 32 Doorlock

54 Motification sensor (home security, temperature, humidity,

water)

® 55 switch multilevel

Add a device Remove a device

-& awake
D) awake

D asleep
H aslesp

) awake

=& awake

Scripts

Metworks Tests Help

Capabilities

Deseriptor

battery percent ¥ | The battery charge level of the device

The request was queued

Queued requests Clear answered requests

T T 1
When asked ! Request Answer ! When answered |

O secago get battery percent in23hrs

If you so desire, you can delete the records of all queued requests that have been answered by

the device.

14
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Devices SmartStart Scenes Scripts Networks Tests Help
® 1 Central controller -& awake Descriptor Capabilities
9 Thermostat general v2 B awake
@ 16 Portable remote controller D asleep
battery percent W

Notification sensor (home security, temperature,
® 19 ( Y P H aslecp

luminance)
® 32 Door lock D awake

Get

54 Motification sensor (home security, temperature, humidity,

water) The request was queued
® 55 Switch multilevel ~& awake

Add adevice = Remove a device Queuved requests Clear answered requests

When asked | Request Answer When answerad

37 secs ago get battery percent 100 Osecago

Note that only the requests queued during the current session (since the last login) are kept
track of.

Configuration

Most devices can be configured by setting the values of their configuration parameters. A device
will typically support multiple, numbered, and possibly named, parameters.

Each parameter has a factory-set (or resettable) default value. For example, a door lock may
have a parameter number 3 which is the relock time in seconds, with a default value of 60.

Certain devices, but not all, can provide the list of configuration parameters they support and the
properties of these parameters (default value, acceptable range, byte size, and whether their
values can be changed.) They may also support the ability to reset en masse all their
configuration parameters to their default values.

The Alloy Fusion Hub may provide predefined configurations for some devices. A predefined
configuration is a subset of their configuration parameters, each with a value typically other than
its default. A predefined configuration is either applied when the device is paired (this is not
under user control), or it is applied manually by pressing the Set configuration button. Pressing
the Reset to defaults, resets the parameters in the defined configuration to their default device
values.

If a device supports configuration parameters, a Configuration tab will be visible for that device,

giving you access to its Predefined configuration (if available) and/or its Configuration properties
(but only if the device is not a wake-up device).

15



Predefined configuration

The predefined configuration of a device is a list of configuration parameters, possibly empty,
each with a name, number, description, target setting and default value.

ALLOY
Devices SmartSkart Scenes Scripts Networks Tests Help
® 1 Central controller ~Eawake Deseriptor Capabilities Configuration
@ 45 Portable remote controller [} aslesp
® 47 Switch multilevel & awake Defined configuration Cenfiguration properties
® 63 Thermostat general v2 + 2 ) awake 1 setting is 2 defaultis 1 set
@® 73 MNotification sensor (temperature, home security, luminance) [asleep 3 seftingis 80 defaultis 30 reset
@ 80 Notification sensor (temperature, home security, humidity, water) Easleep 4 setting is 5 defaultis 5 reset
86 Door lock im 5 e (1=Engllsh, 2=Spanih, I=Frenc) setting is 1 default is 1 reset
7 settingis 10 defaultis60  reset
Add a device Remove & device ] setting is 0 defaultiso reset
11 Cne touch lecking (U 5 &ff setting is 0 defaultis0 7
12 Privocy (i) setting i 0 default is0 resat

Set configuration Reset to defaults

When applying a device's configuration, an attempt is made to set the parameters to their target
values, whereas, when resetting a device's configuration, an attempt is made to set the
parameters to their default values.

The status of a configuration parameter is either “Set”, “Reset” or “?” (unknown). Note that when
the target setting and the default value are the same, the status of “Set” or “Reset” are
sSynonymous.

When setting or resetting the configuration of a wake-up device, it may take a while until it takes
effect. In the meanwhile, the status of each parameter is unknown.

Configuration properties

The configuration parameters of the device are listed, each with its number, name, acceptable
range, default value, byte size, and whether its value can be changed (i.e. it is writable vs
read-only). The current value of a parameter can be retrieved by pressing the get link and,

if allowed, reset by pressing the default is link, or changed by inputting another value and
pressing set.

If this is supported by the device, the configuration parameters can be reset all at once by
pressing the Reset all to defaults. A dialog asks for confirmation.

16
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Devices SmartStart Scenes Scripts Networks Tests Help
L I Central controller =& awake Descriptor Capabilities
® 9 Thermostat general v2 D awake
0 16 Portable remote controller WD asleep
O 19 Notification sensor (temperature, luminance, home security) D asleep 1:Volume shElE1 wikable e [F | cot
oet s[3 5|
m}

2: Auto Relock sizeis 1 writable get valueis | - ! set

O s4 Notification sensor (home security, temperature, humidity, water)

asleep 3 Rolock time sizefs 1 writable

wE

0O 55 Switch multilevel awake 4: Wrong Code Entry Limit sizeis 1 w

5: Language szeis1 wiit
Addzdevice | | Remove a device =
7: Shut down time sizeis 1 writable get

B: Operating mode

11: One Touch Locking
12: Privacy Button sizeis 1 writable gt

13: Lock Status LED sizeis1 writable get

28: Expiring Pin Code Enabled Time sizeis1 wiitable ger

Reset all to defaults

For devices with limited support for managing their configurations, parameters are not initially
listed but must be added one by one before they can be changed or reset. Please refer to the
device’s documentation for the list of configuration parameters it supports.

ALLOY

Devices SmartStart Scripts Networks

e Central controller =& swake Descriptor Capabilities.
Thermostat general v2 m}
T 0 e T
© 19 Natification sensor (temperature, luminance, home security) asleep i g : = i
® 32 Doorlock D swake 4: Parameter 4 unknown sizeis i wr set
O s4 Netification sensor (home security, temperature, humidity, water) [ acleep 5 Parametar § T e ’
© 55 switch multilevel & awake e o SER i -
Add adevice  Remove a device Add parameter | 1 S | lookup

For such devices, configuration parameters can only be reset one at a time.

Device health

Each device listed under the Devices tab is accompanied by a health indicator, a colored dot
indicating how successfully the Alloy Fusion Hub controls, and communicates with, the device.

17
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O 45 Portable remote controller D asleep
® 107 Doorlock D awake
O 122 Notification sensor (access control) WP asleep

. 124 Switch multilevel

M) awake

Health of device is excellent (click to see or hide details)

curity) Easleep

O 131 Notification sensor (home security, temperature, humidity,

W0 asleep
water) i

Add a device Remove a device

Devices SmartStart Scenes Scripts

® 1 Central controller ~& awake Descriptor Capabilities

About

Attributes

Firmware
uploads

Tags

Networks Tests Help

Dsk A5789-04617-00399-48681-62893-40796-51983-64547
Firmware ids 1031
Firmware . )
2111
version
Manufacturer manufacturer id is 1108, product id is 7, product type id
specific wd
Metwork key 52 authenticated
Security SECUre

Z-wave module

WBOCE1BAIB3IC
serial number

Level off
Power

external
source

s protocol version is 7.14

Version is enhanced end node, oth

Upload Rrmware file for Larget

Browse... | No file selected

set

Health is measured using data gathered over the last 24 hours, or since the Hub was turned on,

whichever is more recent.
The possible colors of the health indicator are:

Green - Excellent (no problems)

Yellow - Good (a few problems)

Orange - Poor (more than a few problems)
Red - Bad (lots of problems)

device)

Black - Offline (the device is not responding to commands and is not notifying the Hub)
White - TBD (health is unknown because there’s no data yet for interacting with the

If the health indicator is neither white nor black, clicking on it will reveal a summary health
report. A device’s summary health report shows the number of successes and problems the
Hub experienced when sending commands to the device during the last day, hour and minute.
The summary report also shows the number of notifications received from the device.

Health indicators and displayed summary health reports are updated live.

18
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Devices SmartStart scenes Networks

@ 1 Central controlier =& awake Descriptor Capabilities
) 45 Portable remote controller D aslesp
. Dsk A5TES-04617-00399-48 68 1-62E9 3-4079G-31983-64 541
@ 107 Door lock M) awake Firmware ids 1031
) 122 Mobification sensor {access control) B asleep Firmware g
Sk St e : version
124 Switch multileve |
124 Switch multileve About Manufacturer manulacburer idis 1108, product id is 7, product type id
specific .4
Metwork key 52 guthenticated
Security SECure
Z-wave madule
i WBGCE1BASEIIC
serial number
de Level off
Power
= > S external
o o artributes
lirmware version is .11, probecol version is 714, hardwase
@ 127 Thermostat general v2 D) awake version verslan ls 1, library type s enhanced end node, sther firmware
@ 128 Nolification sensor (temperature, luminance, home security) BB zsleep vessiens are absent
) 131 Notification sensor (home security, kemperature, humidity, A o
B zsleep Firmware Upload firmware file for target| 0
water)
uploads -
Browse... | No ke seleched
Add a device | Remove a device
Tags upstairs, bedroom set

Clicking again on the health indicator will hide the summary health report. Health reports can be
open on more than one device.

Rediscovering the capabilities of a device

The capabilities of a device are discovered when it is first added to the network.

Should the need arise, it is possible to force a re-rediscovery of a device's capabilities by
pressing the "Reset capabilities" button in the Capabilities tab for that device.

Please note that this function is only available for non-wake-up Z-Wave® devices.
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Once the process has completed, a confirmation message will appear.
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Updating device firmware

A firmware-upgradable device will expose one or more firmware “targets” for updating.

For example, a door lock might expose one target (always target 0) for updating firmware on its
Z-Wave® chip, and expose another target for updating firmware on its touch panel.
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If a device supports firmware updating and if it provides the information required to carry this out
(manufacturer id and target firmware ids), a Firmware Uploads section will appear at the bottom
of the device’s Descriptor containing a file upload form.
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If you have access to firmware image files for your device (files with .gb/ extensions), your first
step will be to upload them one at a time to the Hub, after indicating the intended target for each
one. Pressing Browse opens a file browser that filters for “.gbl” files. After selecting a file, the
Upload button becomes visible. Press it to upload the file to the Alloy Fusion Hub.
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Once firmware image files have been successfully uploaded, an Update Firmware (target ...)
button will appear for each associated target. Pressing the Update Firmware (target 0) button
will immediately start the firmware update process for target 0 of the device etc.
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Be aware that the firmware update process might take many minutes.
A firmware update might fail for a number of reasons, including:

e The firmware image file is not valid for its target.
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e The device target has already been updated to the same or a higher firmware version.
e The firmware update process was somehow unable to complete successfully.

The device will usually restart once the firmware update process has completed successfully.

Please note that when the Alloy Fusion Hub reboots, it intentionally forgets the firmware image
files that were uploaded to it.

Healing the Z-Wave® network

Devices can become inaccessible because of incorrect routing data distributed over devices in
the network.

Pressing the Heal network button will often resolve the issue.
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The network healing process can take from a few seconds to minutes. The outcome is shown.
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To reset the Alloy Fusion Hub to its factory settings, you will first need to remove all devices. A
Factory reset button will then become visible.
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Pressing the Factory reset button will reset the Hub. The Hub will then reboot.

Z-Wave® reset

You can reset the Z-Wave® network without resetting the Hub to its factory settings by pressing
the Z-Wave® reset button.
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Resetting the Z-Wave® network will remove all Z-Wave® devices from the network, except for
the Controller. The hub does not reboot.

Note that removed devices are not properly excluded and will need to be excluded or reset to

their factory settings if they are to be re-included.

Associations

The Hub supports one Association Group. The group id is 1 and its name is Lifeline. The Hub
sends the command device reset _locally notification to devices associated with the Lifeline
group. The maximum number of associations for group 1 of the Hub is equal to 1.

Whenever a device is paired to the Hub, the Hub automatically sets a Lifeline association
between itself, and only itself, and the device.

Notifications emitted by devices in the Z-Wave® network controlled by the Hub are propagated
to Hubview, as well as to external applications connected via the Hub’s secure MQTT API.

The supported types of notifications include:
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Smoke Alarm

Water Alarm

Access Control Event
Home Security Event
Siren Event

Power Management Alarm

Attribute values shown for each device are updated upon receiving a notification for that device.
Any attribute value updated from the last received notification is highlighted in yellow.
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Note that associations can not be created or removed using Hubview.

Replication

The Alloy Fusion Hub is a Z-Wave® static central controller. It is responsible for managing a
network of Z-Wave®-compliant devices from a fixed location.

It typically acts as the "primary" controller for the network, meaning that it is responsible for the
addition (inclusion) and removal (exclusion) of devices from the network. Only primary
controllers can add or remove devices. A controller maintains "routing tables" and uses them to

reach the devices in its network.
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The Hub adds a controller (from any manufacturer) to its network the same way it adds any new
device. The routing tables on the Alloy Fusion Hub are automatically copied to the newly added,
secondary, controller.

9- Managing the WiFi connection

The Hub implements a secure MQTT API accessible to authorized, remote applications. To be
made accessible to such remote applications, your Hub needs to be connected to the Internet.

The Hub can connect to the Internet via a WiFi router.
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To connect the Hub to a WiFi router, select the Networks tab and follow these instructions:

e Next to “WiFi access”, the SSIDs of WiFi access points visible to the Hub will populate a
drop-down menu. Look in this menu for the access point you want to connect to. If you
do not see it, press the “refresh” icon until it appears.

e Select the desired SSID, enter its passphrase (be aware that no verification is made to
ensure it is the correct one!), and press Select.

e You will be reminded that this will disconnect you from your Hub, and that you may need
to reload the page after the Hub has completed reconfiguring its WiFi access.
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e Assuming the passphrase was correct, your Hub will connect to your WiFi LAN via the
access point you just selected. The LED light will turn green after approximately 10 to 20
seconds and start blinking. This indicates that connection to your WiFi LAN was
successful®. To continue use of Hubview, you will need to configure your computer’s WiFi
access to the same SSID you set for your Hub.

e If connecting to your WiFi LAN was unsuccessful, possibly because you entered the
wrong passphrase, disconnect and reconnect the power supply to restart the Hub, and
then redo the procedure to connect your computer to the Hub’s own access point (press
the button under the steady orange LED for 5 seconds). When completed, reload
Hubview, login, press the Networks tab and try again connecting to your WiFi LAN.

e You may need to wait up to two minutes for your computer to “see” Hubview over your
WiFi LAN after switching your Hub to it.

e Windows computers need to have Apple Bonjour® installed to see the Hub’s srh<serial
number>.local domain over your WiFi LAN*. However, Bonjour is not needed if you
know the IP address your WiFi router assigned to your Hub. You can then access
Hubview using the Hub’s IP address as follows:
https://<ip address>:4443 (for example, https://192.168.0.12:4443).

6- Activating indicators

Some devices, the Alloy Fusion Hub being one of them, can be asked to physically identify
themselves via some indicator®. They typically do so by flashing an LED, or by turning
themselves on and off.

If a device is not a wake-up device and can identify itself, mousing over its "awake" label in the
list of devices will cause a popup to show up, instructing you to click on the label to turn on or off

the device's self-identification.

The Hub identifies itself by blinking its entire display 5 times.

2 Note that if your LAN is not connected to the Internet, the Hub will reboot automatically after 15 minutes.
3 https://support.apple.com/kb/DL999?viewlocale=en_US&locale=en_US

4 The Alloy Fusion Hub uses the mDNS protocol to make known its srh<serial number>.local domain
name over the local network. The Windows 10 and prior versions require Apple Bonjour installed to
properly understand the mDNS protocol.

5 The device is asked by the Hub to activate its indicator by sending it the Indicator Set command, from
the Indicator command class, with the Indicator ID set to 0x50 (identify).
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The "awake" label will pulse while the device is in self-identification mode. Multiple devices can
be put into self-identification mode.

7- SmartStart

Z-Wave® SmartStart automates the secure addition of devices to the Z-Wave® network
controlled by the Alloy Fusion Hub.

By giving the Hub a list of provisioned devices, you are instructing it to automatically add
matching devices to the Z-Wave® network, if not already added, whenever they are detected by
the Hub. Only one device can possibly match a given SmartStart provisioning.
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A device is provisioned first clicking on the "Add provisioning" button and then editing the details
of its provisioning. This is done by entering its 40-digit secure device key (DSK), accompanied
by a meaningful name. Note that the DSK is composed of eight 5-digit numbers separated by
dashes. If the device supports Z-Wave® Long Range, you can request that it be paired as a
“Long range” device. Make sure the device supports it if you check the box. When done, press
on the "Set" button.
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To abandon the attempt at provisioning a device, don't press the "Set" button but press the
"Refresh all" button instead. This will get rid of the "not set" device provisioning.

Once the device is provisioned, and assuming it has not yet been added to the Z-Wave®
network, turn it on and after a minute or so, assuming the DSK was entered correctly, it should
then automatically appear in the list of devices (accessed by clicking on the Devices button).

The status of the provisioned device, once added, will change from "Device not added" to

"Device added". You may want to refresh the list of provisioned devices to see the change of
status.
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If you remove a provisioned device without first removing its SmartStart provisioning, the device
will automatically be added back after a short delay, assuming it has not been powered off right
after removal. To remove a device provisioning, select it from the list and press the "Remove"
button under its details.

Note that a device provisioning can not be modified once it is set. To correct it, you will need to
remove it and add it anew with the desired modifications.

Devices that support SmartStart ship with an DSK printed on the device or its packaging. The
DSK is either printed in full or is encoded as a QR code with a printed PIN, or both.

If encoded as a QR code only, you will need to use a QR code reader/decoder app. There will
usually be a DSK printed below the QR code. The PIN is the first five digits of the DSK. In the
decoded QR code, find the PIN and the following 35 digits. It is the DSK that you will need to

enter in groups of 5 digits, with dashes in between, to provision the device.

8- Defining scenes

Scenes define multi-device sequences of actions that can be triggered from a Scene Controller
device or any other device that implements the Central Scene command class.
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You can define and associate a sequence of actuations with each possible activation of a
key on the activating device, or any device, for a given scene.
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Each key on a typical Scene Controller is identified by a number, for example 1 to 8,
corresponding to a Scene.

Each Scene can contain multiple Activation Sequences, each one associated with a
specific pressing of the corresponding scene key on a specific, or any, scene activating device.

The supported key pressings can, depending on the activating device, include
key pressed 1 time - a single click

key pressed 2 times - a double click

key pressed 3 times - a triple click

key pressed 4 times - a quadruple click (!)

key pressed 5 times - a quintuple click (!!)

key held (for some time)

key released (after being held)

All scenes are initially unnamed and contain no device Activation Sequences associated with
scene activation devices.

You can name a Scene and define Activation Sequences associated with various key pressings
on a specific scene activating device, or any such device.

An Activation Sequence is defined by adding, removing or re-ordering device Activations.
There are two kinds of Activations, Attribute Activations and Configured Activations.

An Attribute Activation is the setting of an actuator attribute of a device via an attribute setting

command. When adding an Attribute Activation, identify the target device, the attribute to be set,
and the value(s) at which to set it.
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A Configured Activation is the activation of a device that has a pre-configured level and dimming
duration associated with the current scene. The device must support the Scene Activation
command class to be the target of a Configured Activation. The Add Configured Activation
button only appears if a Configured Activation can be added in the current context.

When adding a Configured Activation, you need only select a device from a list of devices
supporting the Scene Activation command class.
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The default configuration for such a device is to set target level "on" with a dimming duration of
"instantly" upon scene activation. The default scene activation configuration of a device can be
changed by setting its scene actuation attribute via Capabilities in the Devices tab.
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A device Activation may, at some point, become invalid. This typically happens when the
targeted device is no longer included in the Alloy Fusion Hub's Z-Wave® network. A device
Activation is indicated as invalid by having a line striking through its summary.
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An invalid device Activation is disabled and should be removed or edited to make it valid again.
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9- Scripting devices
Scripts automate and coordinate changes to device attributes.

A script is a small piece of code that conditionally gets/sets attributes of paired devices. A script
is organized into jobs that are scheduled or primed for execution once the script starts.

Scripts are added to the Hub for later activation. The start of a script is scheduled for execution
the moment it is activated; a script does not necessarily start exactly when it is activated.

For example a script may be scheduled to start the first time 12PM is reached after it has been
activated. Only when the script starts are its jobs primed for execution. This means that no job
can execute until the script has started, and no script can start until it has been activated.

Scripts can be deactivated and removed from the Hub.

A script remains (de)activated across restarts of the hub. When the hub starts up, any script that
was active prior to shutdown is scheduled for restart.

Coding a script
A script is written in a simple DSL (Domain-Specific Language).

A script’s definition starts by stating its name. A script’s name is meant to be unique among all
scripts added to the Hub. If a script is added to a Hub that already has a script of that name, the
old script is stopped and is replaced by the new, inactive one.

Naming a script

script "Energy saver" do

end

Default variable settings
The first lines of a script typically set default values for script’s variables.

Note that all variables in a script are global to all jobs of that script, no matter how, when and
where they are set.

default tooColdLevel is 65

default lowTemperaturelevel is 70

default highTemperaturelLevel is 75

default allTstats is devices thermostat

default upstairTstats is devices thermostat, only: ["upstairs"]

default downstairTstats is devices thermostat, except: [5, 7]

default motionSensors is devices "notification sensor", with: "home security"

35



default currentCycleMode is false
default cycleTargetSetpoint is tooColdLevel

Setting variables

A variable can be set in the execution of a job. It could be a variable that was given a default
value or a new variable.

A variable can be set to:

e astring, number, a boolean or a list thereof (set highTemperatureLevel to 75)
e the value of another variable (set cycleTargetSetpoint to tooColdLevel)
e a list of devices that match a device class,

o with the optional exception of some devices with given ids (set downstairTstats
to devices thermostat, except: [5, 7])
o including only those that have certain tags (upstairTstats is devices
thermostat, only: ["upstairs"])
o restricted to devices that have a given attribute (set motionSensors to devices
"notification sensor", with: "home security")
e afiltered list of devices held in another variable (set onLights to lights with switched
== "on")
e the values of a named attribute for a list of devices (set temps to temperature of
upstairTstats)
e the value of a payload item from a message that triggered a job - the message is
identified byitstopk:(set theseDoors to doorsToOpen from "open"

A device class can be named or be the value of a variable. Similarly, an attribute can be named
directly or via a variable. Attribute and device class names are strings. Variable names are
atoms.

Strings for device class and attribute names are automatically converted to Piston names for
device class and attributes (downcased atoms with spaces replaced by an underscore
character).

For example, this script will turn all power switch binary devices upon being activated.

script "testing" do
# will be converted to :power switch binary
default switch is "Power switch binary"
default deviceClass is switch
default lights is devices deviceClass
# will be converted to :switched
default attributeName is "switched"
default onOrOff is "off"

starting now
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run "test", now do
set onLights to lights with switched = "on"
set attributeName of onLights to onOrOff
end
end

Lists of devices of a given class can be filtered using only:, except: and/or with:. The only: and
except: filters are each followed by a device id, a device tag, or a list of device ids and/or tags. A
with: filter is followed by an attribute name (a string) or by a variable name that holds an
attribute name.

If filtered by except, the list of devices is expunged of those devices that have any of the given
tags or ids.

If filtered by only, the devices retained are those that have all of the tags mentioned (if any is
listed), and have an id from the list (if any is listed).

If filtered by with, the devices retained are those that have the named attribute.

For example,
script "Turn lights on and off with motion" do

default motionSensors is devices "notification sensor", with: "home security"
default lights is devices "power switch binary", only: ["light", "motion activated"]
default dimmers is devices "power switch multilevel", except: [10, 12]

Remembering the history of a variable
A script can be instructed to remember the values a variable has been set to over time.

These values are accumulated into a list held by another variable dubbed a “history variable”.
History variables can be used like other variables (for e.g. they can be averaged) except they
can not be set directly. Values in a “history variable” are retained for a set period of time. Once a
remembered value is too old, it is forgotten.

Multiple variables can be remembered by a common history variable.
A variable can not be remembered by more than one history variable.
Note that only “simple” values can be retained, namely numbers, strings and booleans.

# Keep in special variable "lastDayTemps  the list of values " tempNow'
# was set to in the last 24 hours
remember tempNow as lastDayTemps, hours: 24
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# Humidity readings are kept for a week
remember humidityReading as lastWeekHumidityReadings, days: 7

A time period must be given when declaring a variable as “remembered”. The supported time
units are days, hours, and minutes.

Histories are preserved across activations of a script and across reboots of the Hub.

However, a script’s variable histories are forgotten if the script is replaced by another of the
same name, or when the script is removed.

Script start time

The start time of a script is either given as now or as a cron pattern, suchas * 12 = * »
(noon-ish).

Note that cron patterns in a script resolve to minutes, not seconds. The timezone set via
NervesTimeZones.set_time_zone/1 is used to interpret the cron patterns to a local timezone. If
the timezone is not set, UTC is the default local timezone.

The following ensures that the script starts at noon (more precisely ASAP between noon and
1PM). Only then will its jobs be primed for execution.

starting "* 12 * * xn

This means that if the script is activated, say, at 8PM, nothing will happen until noon the next
day.

To start a script upon its activation (or upon Hub startup if the script was active when the Hub
last shut down), use now:

starting now
A cron pattern can be parameterized by introducing variables. For example,
starting "* startTime * * *"
This works only if startTime is a variable that contains a number acceptable in a cron pattern.
Defining and scheduling a job
A script affects the Hub and its paired devices by executing its jobs.

Each job has a name that is unique within the scope of the script. Each job has a trigger
determining when it is to be run once the script has started.

The trigger can be
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a schedule, which is either now or a cron pattern preceded by every,
a variable changing value, expressed as follows whenever <variable name> changes,
a scene activation, expressed as on scene: <scene number>, key: <key action>, times:
<number of clicks> or on scene: <scene number>, key: <key action>,

e areceived pubsub message, expressed as whenever receiving "<topic name>", or
whenever receiving <payload item name> from "<topic name>"

# Run immediately once the script starts

run "Cool it to low", now do

end

# Every day at 2:55PM, if the script has started

run "Over-cool just before 3PM", every "55 14 * * *" do

end

# Every minute from 3PM to 7PM, if the script has started

run "Dampening cooling cycles", every "* 15-19 * * *" do

end

# Run whenever variable tempNow changes

run "Adjust heating setpoint", whenever tempNow changes do

end

# Run when the key for scene 4 is pressed twice on a paired scene
# controller
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run "Turn lights off", on scene: 4, key: pressed, times: 2 do

end

# Run whenever the script receives a message with topic "door knocks"
# with a payload that contains a ‘count  wvalue

run "answer door", whenever receiving count from "door knocks" do

end

# Run whenever the script receives a message with topic "door knocks"
# no matter what's in the message payload

run "ask who", whenever receiving "door knocks" do

end

A job execution can be triggered when the value of a variable changes. If the variable contains
simple value, setting it to a different (simple) value will trigger the job. If the variable contains
devices, a change in any device attribute, whatever the cause, will trigger the job.

If the job is triggered by a scene activation, the possible key actions are pressed, held or
released. The times parameter, which defaults to 1 if left out, only applies for pressed key
actions. It is otherwise ignored.

If the job is triggered by a message with a specified payload item, the value of that payload item
is available to the job.

run "answer door", whenever receiving count from "door knocks" do

set knocks to count from "door knocks"

end
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A job defines a sequence of possibly conditional steps where each step consists of

setting a script variable

setting the attribute of a list of devices

publishing information (sending a pubsub message)
pausing for some time

run "Cool it to low", now do
set thermostat mode of upstairTstats to "cool"

set thermostat cooling setpoint of upstairTstats to lowTemperaturelLevel

end

The values of variables can be modified in arithmetic expressions.
run "Over-cool just before 3PM", every "55 14 * * *" do

set cycleTargetPoint to lowTemperaturelLevel + 2

set currentCycleMode to true

set thermostat cooling setpoint of upstairTstats to tooColdLevel

end

A series of steps can be made conditional.
run "Dampening cooling cycles", every "* 15-19 * * *" do
set upstairsTemp to average temperature of upstairTstats
if currentCycleMode == false and upstairTemp >= cycleTargetSetpoint + 2 do

set thermostat cooling setpoint of upstairTstats to cycleTargetSetpoint
set currentCycleMode to true

end

if currentCycleMode == true and upstairsTemp <= cycleTargetSetpoint do

set cycleTargetSetpoint to cycleTargetSetpoint + 2
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set currentCycleMode to false

set thermostat cooling setpoint of upstairTstats to highTemperatureLevel
end
if cycleTargetSetpoint == highTemperaturelLevel do

set cycleTargetSetpoint to highTemperaturelevel - 2
end

end

Note in the jOb definition above the step set upstairsTemp to average temperature of
upstairTstats. It gets the list of temperature attribute values of thermostats held in variable
upstairTstats, averages the values obtained, and sets a variable upstairsTemp to the average
temperature.

A list of values can be converted into a single value via aggregators, average being one. The
other aggregators are:

sum or total (they are synonyms)

count

highest or maximum or largest (synonyms)
lowest or minimum or smallest (synonyms)

All aggregators require lists of numerical values, except for average which also works on
non-numerical values. The average of a list of non-numerical values is the most frequent value,
or any one of the values if they are all equally frequent.

Scripts can affect the external world by setting attributes of devices (turning a power switch on,
locking a door, raising the heating set point of a thermostat, etc.).

They can also do so by publishing messages that are listened to by external agents. For
example, when a script publishes, say, that all doors are locked, the Hub will forward the
message via MQTT for the benefit of subscribed MQTT clients.

if (doorlock of doors) == "secured" do
publish "locked down", doors: doors

end
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The execution of a job can be suspended temporarily with the pause step. The pause step must
indicate how long to wait before taking the next step or before completing the job, should the
pause be the last step of the job.

The allowed units of time are seconds, minutes and hours. The duration must be given as an
integer constant (not as a variable containing an integer).

pause seconds: 3

At most one execution of a particular job is allowed at any time. If a job is triggered while it is
running, whether it is currently paused or not, the trigger is ignored.

The lifecycle of a script

A new script is created, named and defined.

The script is verified for code errors.

The validated script is added to the Hub in an inactive state.

The script is activated. The activation can include variable settings that override the

script’s default settings.

5. Once activated, the script is scheduled to start, either now or at a time specified by a
cron pattern.

6. The script starts, and primes its jobs for execution.

7. The script’s jobs, once primed, run on their respective schedules or when otherwise
triggered. They run repeatedly until the script is stopped or deactivated. That’s unless a
job is scheduled now. Then it runs only once, when the script is started.

8. The script is deactivated and de-schedules its jobs. Any job currently running completes

and is not repeated. If the script has not started yet, then it won’t start unless the script is

activated again.

honh =

If the Hub reboots, all scripts that were active at shutdown are re-activated and restart on their
respective schedules. Scripts that were deactivated, remain so and can be activated on
demand.

A script can be removed from the Hub, or replaced by another of the same name. The script
removed or replaced is stopped.

Errors and failures

Scripts are compiled when they are added or when they are validated (without being added). A
script is successfully added and made available for activation only if the script compiler finds it
valid.

A script is invalid if

e jtis syntactically incorrect,
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e its execution would invoke a function not whitelisted by the compiler.

The compiler’s list of allowed functions is restricted largely to the operations illustrated in the
examples above.

A device attribute value is obtained via a “get” command, if one is defined for it. If not, the value
is looked up in the descriptor of the device where it might have been set by a notification sent by
the device (typically, a notification sensor). A device attribute value is always set by a script job
by executing the “set” command associated with the attribute.

Script jobs make a best effort at getting and setting device attributes. If a job getting or setting a
device’s attribute fails (usually due to repeated command timeouts), the failure is reported but it
does not terminate the job.

About syntax

The script syntax is relatively simple and straightforward but it does however suffer from one
important limitation: Code written in it must be compliant with the Elixir syntax. This means that
the following code for a script job is incorrect even though it seems it should be fine:

run "open all doors", whenever receiving doorsToOpen from "open" do
set doorlock of (doorsToOpen from "open") to "unsecured"

end

It can be re-written thus so as not to break Elixir syntax:

run "open all doors", whenever receiving doorsToOpen from "open" do
set theseDoors to doorsToOpen from "open"
set doorlock of theseDoors to "unsecured"

end

When in doubt, keep each line of code short.

Internally, device class names, attribute names and some attribute values are atoms written in
“snake case”, for example :power switch binary. In scripts, these can usually be expressed as
more friendly strings that replace the underscores with spaces, for example, “power switch

binary”.
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Sometimes, doing so, will break Elixir syntax and one is then forced to use the internal,
snake-cased atomic names.

For example, set sensed to "home security" of motionSensors iS rejected as invalid syntax by
the script compiler and needs to be written as set sensed to home security of motionSensors.

Sample scripts

script "Turn the lights on and off" do
default lights is devices power switch binary
default onHour is 10
starting now
# Toggle the lights every minute of the hour held in the ‘onHour  variable

run "very slow blink", every "* onHour * * *" do

# Set variable onOrOff to the current switched status of most lights
set onOrOff to average switched of lights
# Toggle
if onOrOff == "on" do
set switched of lights to "off"
else
set switched of lights to "on"
end
end

end

script "Lock and unlock doors via switches" do
default lights is devices "Power switch binary"
default doors is devices "door lock"

starting now
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run "lock unlock", whenever lightSwitches changes do
if lightSwitches == "on" do
set doorlock of doors to "unsecured"
else
set doorlock of doors to "secured"
end
end
run "blink lights", every minute do
if (switched of lights) == "on" do
set switched of lights to "off"
SIise
set switched of lights to "on"
end
set lightSwitches to switched of lights
end
run "Publish when locked down", whenever doors changes do
# 1f all known door lock attribute values for the doors is "secured"...
if (door lock of doors) == "secured" do
publish "locked down", doors: doors
end
end

end

script "Local warming" do
default tstats is devices thermostat
# Remember all successive values of tempNow in the last 24 hours

remember tempNow as lastDayTemps, minutes: 3



starting now
run "Sample the temperature", every minute do
set tempNow to average temperature of tstats
End
run "Ramp up", whenever tempNow changes do
if tempNow <= average lastDayTemps do
set thermostat heating setpoint of tstats to (average lastDayTemps) + 1
end
end
end
script "Lights on and off" do
default lights is devices "Power switch binary"
starting now
run "Lights on", on scene: 4, key: pressed do
set switched of lights to "on"
end
run "Lights off", on scene: 4, key: pressed, times: 2 do
set switched of lights to "off"
end

end

script "Come on in" do
starting now
default doors is devices "door lock"
run "open all doors", whenever receiving doorsToOpen from "open" do
publish "greet", say: "come on in"

set theseDoors to doorsToOpen from "open"
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set doorlock of theseDoors to "unsecured"
end
run "answer door", whenever receiving count from "door
set knocks to count from "door knocks"
if knocks > 2 do
publish "open", doorsToOpen: doors
end
end

end

script "Door lock and light coordination" do
default doors is devices door lock
default lights is devices power switch binary
starting now
run "Welcome home", whenever doors changes do
if (doorlock of doors) == "unsecured" do
set switched of lights to "on"
end
end
run "Good bye", whenever doors changes do
if (doorlock of doors) == "secured" do
set switched of lights to "off"
end
end

end

script "Turn lights on and off with motion" do

knocks"

do
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default motionSensors is devices "notification sensor", with: "home security"

default lights is devices "power switch binary", only: ["light", "motion activated"]
default dimmers is devices "power switch multilevel", only: ["light", "motion
activated"]

# Remember the motion detections for the last 5 minutes
remember motion as motionDetections, minutes: 5
starting now
run "Register motion and turn lights on", whenever motionSensors changes do
set sensed to home security of motionSensors
if "motion detection" in sensed do
set motion to true
set switched of lights to "on"
set level of dimmers to 40
end
end
run "Maybe turn off lights", every minute do
if (count motionDetections) == 0 do
set switched of lights to "off"
set level of dimmers to 0O
end
end

end

script "Energy saver" do
starting "* 12 * * xn"
default tooColdLevel is 65
default lowTemperaturelevel is 70

default highTemperatureLevel is 75
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default upstairTstats is devices thermostat, except: 34
default currentCycleMode is false
default cycleTargetSetpoint is tooColdLevel
run "Cool it to low", now do
set thermostat mode of upstairTstats to "cool"
set thermostat cooling setpoint of upstairTstats to lowTemperaturelLevel
end
run "Over-cool just before 3PM", every "55 14 * * *" do
set cycleTargetPoint to lowTemperaturelevel + 2
set currentCycleMode to true
set thermostat cooling setpoint of upstairTstats to tooColdLevel
end
run "Dampening cooling cycles", every "* 15-19 * *x *" do
set upstairsTemp to average temperature of upstairTstats
if currentCycleMode == false and upstairTemp >= cycleTargetSetpoint + 2 do
set thermostat cooling setpoint of upstairTstats to cycleTargetSetpoint
set currentCycleMode to true
end
if currentCycleMode == true and upstairsTemp <= cycleTargetSetpoint do
set cycleTargetSetpoint to cycleTargetSetpoint + 2
set currentCycleMode to false
set thermostat cooling setpoint of upstairTstats to highTemperatureLevel
end
if cycleTargetSetpoint == highTemperaturelLevel do
set cycleTargetSetpoint to highTemperaturelevel - 2
end

end
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end

Managing scripts

You can add, modify, activate, deactivate and remove scripts.

ALLOY

SmartHome

Devices SmartStart Scenes scripts Metworks

Energy saver is inactive activate Code Activation

Turn lights on or off with door is
active script “furn lights on or off With door® do

geTaull doorSensors 15 devices "nobtification sensar®™, wibth: “access control"

New Remove

gefault Lights is devices "sWitch multilewel”, anly: ["lignt”]

# default lights is devices [7]

The time zone is STAFTING Now

| AmericaNew Yok v

run "Turn '__1|_|I||,:, on pr off*, wheneeer access_control of doorSensors changes do
set sensed to access_control of doorSensors
1t "Window OF door 15 open® in sensed do
set level of lights to 4@
end

1f "WindoW oOF door 1= closed™ in- sensad do

To create a new script, press the New button. The newly created script is automatically selected
and you can right away edit its sample code.
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AMLOY

Devices SmartStart Scenes Scripts MNetworks

Hok named yet is new Code Activation Log

Energy sawer (s inactive aclivate

Turn lights on or off with door is geTault varl is @
active deactivate

Remove

starting now

run “name this", every "* * * * *" gp
seb vard to varl + 1

) ) entd
The time zone is

end
| America/New_York

Accept Revert

If you press Remove, the selected script will be removed from the Alloy Fusion Hub. First, if it is
active, the script is deactivated before removal.

If the selected script was modified, pressing the *Revert* button abandons unsaved code and
activation settings.

You can change the timezone in which the script jobs are scheduled. This will not affect already
activated scripts.

You can control a script, transitioning it
e from modified to inactive (by saving it to the Hub),
e from inactive to active (by activating it),
e from active to inactive (by deactivating it)

When a script is selected, you can access its code, its activation settings and
a log of events from its (eventual) activation.

When you make changes to the code of a script, you cannot save those changes
unless the code has been checked successfully.
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ALLOY

Devices SmartStart Scenes : : Metworks

Mok named yet
Energy saver is inactive activate

Turn lights on or off with doar is
active deactivate

Remove

The time zone is

| America/taw_York -

scrapt “Turn lights on &nd off with mofion” do
default motionSensors is devices "notification sensor”, with: "heme security®
default lights is devices “power switch binary', only: [“lignt", “motion activated®]

deTaull dismers is devices "power swilch moltibewel", only: ["Light", "matlon activated"]

# Remepber the motion getections for the last o minutes

reseaber motion as oot ionDetect lons, mimies:

starting now

run *Register motion and tUFn L1QNTS ON®, WRENEVEr MOT1CnSensors cnangss do
sal sensed Lo home_security of motionSensors

if "motion detection™ in sensed.stnfus do

Check changes | | Revert

Pressing the Check changes button, tells you if an error was detected. You will only see the

first error detected.

ALLOY

Smartt

Devices

Networks

Mot named yet is

Energy saver s inactive activake

Turn lights an or of f with door is
active deactivate

Remove

The time zone is

AmericaMew_York w

Activation

1 script “Turn lights on and off with metion" do

2

3 default moticnSensors is devices “nocification semsor", with: “home security*

4 default Iights 1s devices "power switch bhinary", anly: ["1ight™, "maotilon activated™]

5 default dimmers is devices "power switch multilevel", only: [“light™, “"motion activated®]
L]

7 # Remember the motion detections For the last § minutes
A remember motizn as motionDetections, minutes: 5

a

18 STAFTLRG Now

11

17 run "Reglster motlon and turn lights on”, when ever motlonSensors changes do
13 set sensed Lo home_security of motlonSensors

14 1T "mOt10n DETECELON" 1N Sensed.Status d0

15 sl motion to Lrue

18 SBT SWitched of lignts to "on"

17 knt Towel nf dimnece fo 49

Go back

Error at line 12 - syntax error before: when, "when" is a reserved word in Elixir and tharefore its usage is limited.

Far instance, it can't be used as a variable or be defined nor invaked as a regular Function

If an error is detected, you'll need to Go back to editing to correct it. You'll need to *Check
changes* again. Hopefully no more errors are detected.
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ALLOY

Devices SmartStart MNetworks

Mot named yet

Energy saver is inactive activate 1 seript "Turn Lights on and of T with motion® do

Turn llghli on or off with door is Wefanlt mof fanSensars 1s devices "nolification sensor®, will cur ley"

a
active deaclivale 4  default lights is devices “power switch binar only: [*light", * on activated" )
B derault dimmers 1s devices "power swifch multilevel™, ondy: ["1ight", "metion activabed"]

e 7 € Remember the meflen detections for the last § minutes
B remember motion as motionDetections, minutes: &
|
18 starting now
. 11
The time zone is 12 run "Register motiom and turn lights on®, whenever motionSensors changes do
America/New York < 13 set sensed to home security of motionSensors
7 14 if "motion detecbion” in sensed.status do
15 ser motlon to trus
16 i wi it af lights Lo "an®
1r gar lewsl nt dimwarg tn 40

Goback  Np error found

If so, you can Accept the changed code so that it is updated. This will put the script into
modified status. Note that the changes are not sent yet to the Hub.

ok

[543 Help

Devices SmartStart Scenes Scripts

Activation

Mot named yet

Energy saver is inactive activate

script "Turn lights on and off with motlon" do
Turn lights on or of f with door is
active deactivate
i gelault motionSensers is devices "nobtification sensor®™, with: "home security®
gefault Iights 15 dewices "pawsr switch nimary™, anly: ["11ght”, "motion activated”]

Remave default dimmers is devices "powar switch multilevel®, only: ["light®, "motion activated®]

& Renember the matlon decections Tor the last 5 minutes

, . remenber motion as moticnDetections, minutes: §
The time zone is

AmericaMew York v
STAFTing now

rer metlon ad turn 1ights an", whenever mationSensors cha

Set sensed to home Security of motlonSensars

if "motion detection" in sensed.status do

Accept Reverl

To push the code changes to the Hub, you need to press the save link next to the name of the
script in the list of scripts.
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Once a new or modified script is saved, it is made inactive. You could activate it now, or you
may choose to add activation settings. Activation settings typically override the default settings
of a script defined in its code.

When editing the activation settings of a script, you can add new settings or change the values
of existing settings.

J"\ LLO"’ System dashboard

Devices SmartStart Scenes Scripts Metworks

Turn lights on and off with mokjon is Co Activation

natiye

Enargy savar is inactive  activate Upon script activation...
% acki Fi i
dn'm Hghtzou:oraltwith doot Rackive lights contains all | power binary switch devices except for | 2,5 delars
cactivate
Add variable | var_name seb o | some number - doit

MHew RAsrmaue

accept Revert
The: Lime zone i

ArericafHew Yook a2

Each activation setting holds a type of value, which is set when it is created. You can Accept
your changes to the script's activation settings, or you can Revert to what they were.

If you accept them, they are updated and the new activation setting will be used when you next

activate the script. But first you'll need to save the changes to the Hub before you can activate
the modified script.

ALLOY

Devices SmartSkart Scenes Seripks Nebworks

his on and off with motion is Activabian

Energy saver is Inactive activats Upon script ackivation...
ighi FF with di " " c 3 :

Tur.“hg okt lights contains all | power binary switch devices except for | 3,5 delate
active deactwate 1 |

onHours contains | 14 | deiste
New Revert Remave

Add varigble | var name seffo some number - ‘ da
The script's activation settings were
updated

! Accept | Revert

The time rene is

AmercaNew York 3 3
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When you transition a script from inactive to active by pressing activate (next to the name of the
script in the list of scripts), the script will start executing and producing a log which you can
watch as it grows.

ALLOY

Devices Smartstart Networks

Turn lights on and ofF with motion is Activation

inactive

Energy saver iz inactive activate Timestamp = Status Tatais

Turn lights an af ofl with door (s active
deactvate

Mew Remawe

The Lirme zane is
I

AmericafNew York

Note that the log grows from the top and that it contains only the latest 100 entries. You can
clear the log at any time.

ALLOY System dasbhoard

Devices SmartSkart Scenes Scripks Nebworks

Energy saver is inactve activate Cads Activation

Turn lights an and off with motion s

Clear lag
arthve i

Timestamp Status Detalls

LR PR L QT e 20240805 15:57712  completed job  schedule is motionSensors changes, job name is register motion and turn lights on

Heacuvite 2024-08-0515:57:12  gebattribube  walue is state idle, map IS cause ls motion, status is state idle, key ks skabus
240805 155712 gel albribuile walue is state ke, mag is cause is molicn, sbatus is sabe idle, key i sbatus

New | Remaove 20280805 155712 getvariable walue is [*icause: motien, status: state idic], %lcause: motion, status: state idie}), variabie & sensed
2024-08-05 15:57:11  zatwariable walus is [36{cause: motion, status: stake idie], %{causa: imotion, status: “srate idle}], variable i sensed
20240805 15:57:41  getatbribube  walue is %{cause: ‘motion, status: state idle}, device i 80, attribute i< home security
20740805 1557:17  get atbribute  walue is %lcause: -mobion, status: state idle}, device is 73, attritte is home security

The lime zane is | 202408405 15:57:11  getvariable  value is devices 73, B9, variable is motiensensors

Ameicaftiow Yark " 20240805 155711 running job schedule is motlonSensors changes, [ob name is register motlon and burn lights on
0240405155711 bigaering job  schedule is motionSensors changes, job i register mation and turn lights on
20240805 155700 completed job  scheduleis®>==®, . job name is mayke burn of f lights

20240805 155700 getvarable walue is [true], variable is mobionDetections

10- Testing devices

The Alloy Fusion Hub allows you to easily and systematically test the capabilities of devices
paired with it, and see the results.

A capability is a device attribute, for example the heating setpoint of a thermostat, that can be
got, set or both. Only the attributes of "awake" devices can be tested.
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ALLOY

Devices SmartStart Scripts Networks

Device bester Z-Wave network health

B 1 - Central controller P 0l B peodytostart [ Safe
|_! 45 - Portable remote controller sleeping

47 - Switch multilevel

B 63 - Thermostat general vz + 2

— 73 - Motification senseor (temperature, home ¢
§ slpeping
security, luminance)

. 80 - Motification sensor {temperature, home

- B sleapin
= secur ity, humidity, water) ¢

& 86 - Door lock

Before running tests, you can restrict which devices are to be tested. By default, all awake
devices are selected for testing. You can deselect any number of them. You will not be able to
alter your selection of devices while the tests are running, even if they are paused.

To run the tests, press the play button. To pause testing, press the pause button. Pressing play
will resume testing. You can cancel testing before it completes by pressing the stop button.

Tests are run in "safe" mode by default. When in safe mode, a *best effort* is made to skip over
attribute-setting tests that might change the current attribute values. Be aware that, even when
testing in safe mode, some tests might change the current state of a device.
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While the tests are running, you will be able to track which device is currently under test (pulsing
gray dots) and which have been tested (green check mark or red cross).

Once the tests have completed, an overall score will appear, together with the number of tests
run, and the time taken to run them all.
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You can, at any time, even while the tests are running, select a device to see the results of the
tests that were run on it. The attributes tested will appear as a list. Click on "get" or on "set" (if
shown) next to the attribute to see a test result.

11- Command classes

The Alloy Fusion Hub is itself a Z-Wave® device and as such implements a number of Z-Wave®
command classes, in addition to controlling command classes of paired devices.

A command class defines a collection of Z-Wave®-accessible capabilities expressed by the Hub
as attributes of the device that implements it.

For example, any device that implements the Time command class can report the current
values of its “Date”, “Time” and “Time offset” attributes.

Supported command classes

The Alloy Fusion Hub is a Z-Wave® Static Controller device and as such implements the
following command classes:
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Command class Version Secure Exposed as
capabilities

application status 1 no no
association 3 yes no
association group info 3 yes no
crc 16 encap 1 no no
device reset locally 1 yes no
firmware update md 5 yes no
inclusion controller 1 no no
indicator 3 yes yes
manufacturer specific 2 yes yes
multi channel association 4 yes no
multi command 1 yes no
powerlevel 1 yes yes
security 1 no no
security 2 1 no no
supervision 1 yes no
time 1 no yes
transport service 2 no no
version 3 yes yes
Z-Wave®plus info 2 no yes

Controlling command classes

Association / Multichannel Association

The hub automates associating paired devices over the Lifeline group. Associating devices over

other groups is not supported.
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See section Associations in Chapter 4. Managing the Z-Wave® network with Hubview for details.

You can only access information about a device’s associations to the Lifeline (group 1). This can
be done by accessing the Capabilities tab of a device and getting the values of attributes
“Association group name” (the name of an association group), “Association Group Info”
(information about one association group), “All association group info” (information about all
association groups), and “Association Group Command List” (the commands sent via a given
association group).

See section Capabilities in Chapter 4. Managing the Z-Wave® network with Hubview for details.

Basic

The Basic command class is exposed via the Capabilities tab of a device as the “On off state”
attribute. The attribute value can be obtained or set (turned “on” or “off”).

The “On off state” attribute is exposed only for devices that do not control other actuator
command classes (command classes used to change the user-visible state of a device).

Changes to the value of this attribute, when initiated on the devices and reported by it, are
reflected and highlighted in the device’s Descriptor.

See section Capabilities in Chapter 4. Managing the Z-Wave® network with Hubview for details.

Battery

The Battery command class is controlled in a number of ways.

The percent charge of a device’s battery (if it supports the Battery command class) appears in
the Devices tab which lists the paired devices.

If a device’s battery level is too low, a warning message will appear above its Descriptor (in the
Descriptor tab for the device).
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LI Central controller -& awake Descriptor Capabilities Configuration
o 2 Secure barrier addon =@ awake
® 27 Power switch binary - awake G E e S
@ 32 Notification sensor (access control) [} asleep

33 Door lock i keypad mode b | The keypad mode of the device
[ORN§)] Thermostat general v2 =@ virtual

Add a device Remove a device Update firmware (target 0)

Reset capabilities
The “Battery percent” attribute value is shown under the device’s Descriptor tab, if the Battery
command class is supported by the device.

Finally, the battery level of a device can be obtained as the value of its “Battery percent”
attribute via the Capabilities tab of the device.

See section Controlling devices in Chapter 4. M
details.

Binary Switch

The Binary Switch command class is exposed as the “Switched” attribute of a device supporting
it.

The “Switched” attribute value is shown under the device’s Descriptor tab, if the Switched
Switch command class is supported by the device.

The value of the “Switched” attribute can be obtained via the Capabilities tab. The value and
duration(if supported) can be set also via the Capabilities tab. The value is either “on” or “off”.
The duration is either “default” or is set in seconds. For durations of greater than 127 seconds,
the effective duration steps up by one minute.

Changes to the value of the “level” attribute, when initiated on the devices and reported by it,
are reflected and highlighted in the device’s Descriptor.

w for details.

See section Capabilities in Chapter 4. Managing bvi
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Central Scene

The Central Scene command class is primarily controlled by the Hub via the Scenes tab.
See section Chapter 8. Defining scenes for details.

Scene activations are also temporarily displayed on the Devices tab whether or not a Scene
was defined to respond to the activation.

ALLOY
Devices SmartStart Scenes Scripks Networks Tests Help
1 Central controller - Descriptor Capabilities
® 5 Thermostat general v2 ) awake
DSK none
I
@® 16 Portable remote controller [ asleep Firmorare ids Bond®
@® 55 Switch multilevel =& awake Firmware version 1.35.0
= e - . . manufacturer id is 912, product id is 1, product
O 57 Notification sensor (home security, temperature, luminance) [ asleep Abouk Manufacturer specific typeidis 1
ype id is
@® 63 Doorlock D) awake Network key unknown
T = T Securilt secure
O 74 Notification sensor (home security, temperature, humidity, i ¥ - &
W asleep Z-Wave module serial R
water) h'&98000232
number
Add adevice  Remove adevice = Remove falled nodes | Heal network | Z-Wave reset Power s—r
source
Download network keys Attributes Firmware version is 7,19, protocol version is 7.19, hardware
Version version is 1, library type is bridge controller, other firmware

versions are 7.18 and 1.0
Scene 4 activated from key released

Tags upstairs, bedroom J set

Configuration

The Configuration command class is controlled via the Configuration tab. It is shown for the
selected device if the device supports the Configuration command class and it is not a wake-up
device.

If the device supports the Configuration command class and is a wake-up device, configuration
parameters are set automatically by the Hub at the time of pairing and can not be modified via

Hubview.

See section Configuration in Chapter 4. Managing the Z-Wave® network with Hubview for details.

Device Reset Locally

When a device is reset to factory settings, it sends a notification informing the Hub. The Hub
reacts by unpairing the device and removing it from the Z-Wave® network.

Hubview shows a temporary message alerting the user and updates itself to reflect that the
device is no longer on the Z-Wave® network.
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number
Z-Wave reset Download netwaork keys Powar
external
source
Device 53 was reset to Factory defaults — The notification sensor device with id Attributes firmware version is 7.19, protocol version is 7.19, hardware
53 was removed - Exclusion done - Device no longer in network Version version is 1, library type is bridge controller, other firmware
versions are 7.18 and 1.0
Tags upstairs, bedroom set

Doorlock

The Doorlock command class is controlled by the hub via a number of device attributes. The
values of attributes may appear in the Descriptor tab for the device. Whether they do or not,
they can be individually obtained and set via the Capabilities tab of the device.

The attributes are:
e “Doorlock” The locked/unlocked state of the door lock (shown in Descriptor)
e “Door lock configuration”: The operational configuration of the door lock with lock timeout
in seconds (not shown in Descriptor)
e “Door lock capabilities”: The capabilities of the door lock (not shown in Descriptor)

Changes to the value of the “doorlock” attribute, when initiated on the devices and reported by
it, are reflected and highlighted in the device’s Descriptor.

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.

Indicator

The Indicator command class is controlled by the hub in two ways: A device indicator can be
activated from within the list of devices in the Devices tab, or it can be controlled as attributes
via the Capabilities tab.

The possible attributes are (not all may be supported by the device):

e ‘“Indicator state”: To get the state of each resource (its property id and value) of the
device indicator given its id (e.g. “node identify”)
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e “Indicator properties”: To get the names and values of all the properties of a device
indicator
“Indicator property”: To set the value of a property of a device indicator
“Indicator description”: To get a detailed description of the appearance and use of the
device indicator

e “Identify”: To request that the Hub identify itself in its default way

None of the Indicator attributes are shown in the device’s Descriptor tab.

See Chapter 6. Activating indicators and section Capabilities in Chapter 4. Managing the Z-Wave®
network with Hubview for details.

Meter

The Meter command class is controlled by the Hub by showing the value of the device's “Meter
reading” attribute in its Descriptor tab.
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—_—
® 1 Central controller =& awake Descriptor Capabilities Configuration | Root device v |
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Network key 2
® 63 Doorlock B} awake security secure
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oow
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The Meter command class is also controlled via these attributes accessed via the Capabilities
tab:

e “Meter reset”: To reset a meter given its type, a rate type, a scale and a value (not shown
in Descriptor)

e “Meter supported”: To get the types of metering the device supports (not shown in
Descriptor)

e “Electric meter w”, “Electric meter v”, etc.: To get the value of a supported meter in a
supported scale (shown in Descriptor)
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See sections Descriptor and Capabilities in Chapter 4. Managi
Hubview for details.

Multichannel

The Hub controls the Multichannel command class by giving access to each endpoint of a
device supporting this command class. An endpoint can be selected to see the endpoint’s
descriptor via its Descriptor tab, and to interact with the command classes the endpoint supports
via its Capabilities tab.

ALLOY
Devices SmarktStart Scenes Scripts Networks Tests Help
® 1 Central controller = awake Descriptor Capabilities Configuration Endpoint 1 ~
® 9 Thermostat general v2 E) awake
R Power source external
@® 16 Portable remote controller W asleep Attributes 2
Switched
® 55 Switch multilevel = awake
® 57 Notification sensor (home security, temperature, luminance) D 35|cep Tags upstairs, bedroom set
® 63 Door lock ) awake
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75 Power switch binary +3 -

Add a device Remove a device

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.

Multilevel Sensor

The MultilevelSensor command class is controlled by the hub via a number of device attributes.
The values of attributes may appear in the Descriptor tab for the device. Whether they do or not,
they can be individually obtained via the Capabilities tab of the device.

The attributes, if supported by the device, are:
e “Supported multilevel sensors”: To get the types of multilevel sensors supported by the
device (not shown in Descriptor)
e “Supported scales”: To get the kinds of units a type of multilevel sensor supports (not
shown in Descriptor)
e “Sensed”: To get the value of the default type of multilevel sensing (shown in Descriptor)
e “Temperature”, “Humidity”, “Luminance”, etc.: To get the sensed value for the type of
sensor (shown in Descriptor)

The device can emit reports about the sensed values of the sensor types it supports. The latest
updated value is highlighted in the Descriptor.
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See sections Descriptor and Capabilities in Chapter 4.
Hubview for details.

Multilevel Switch

The Multilevel Switch command class is exposed as the “Level” attribute of a device supporting
it.

The “Level” attribute value is shown under the device’s Descriptor tab, if the Multilevel Switch
command class is supported by the device.

The value of the “Level” attribute can be obtained via the Capabilities tab. The value and
duration(if supported) can be set also via the Capabilities tab. The Level value can be a number
between 0 and 100, or it can be “previous” or “off”. The Level duration is either “default” or is set
in seconds. For durations of greater than 127 seconds, the effective duration steps up by one
minute.

See section Capabilities in Chapter 4. Managing the Z-Wave® network with Hubview for details.

Notification

The Notification command class is controlled by the hub via a number of device attributes. The
values of attributes may appear in the Descriptor tab for the device. Whether they do or not,
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they can be individually obtained and set via the Capabilities tab of the dewce See sections

Descriptor and Capabilities in Chapter 4. Managi

The attributes are:

vy for details.

e “Alarm”: To get the status and current value (if available) for a given type of alarm of the

device (not shown in Descriptor)

e “Alarm status”: To set the status of a type of alarm for the device (not shown in

Descriptor)

e “Supported notification types”: To get the types of alarms that could be sent by the

device (not shown in Descriptor)

e “Water alarm event”, “Access control event”, “Power management event”, etc.: To get the
sensed value for the last notification for the given type of alarm (shown in Descriptor)

The Hub might associate an event with an attribute of the device such that the event updates
the value of the attribute in question. These updated values are shown in the Descriptor with the

last reported value highlighted.

For example, an “Access control” type of notification, sent on manually operating a door lock,
indicates to the Hub that the state of the “Doorlock” attribute has changed.

ALLOY
Devices SmartStart Scenes Scripts Networks Tests Help
® 1 Central controller =& awake Descriptor Capabilities Configuration
® 9 Thermostat general vz B} awake
DSK 46411-40 40497-07528-48410-48075-30723
@® 16 Portable remote controller O asleep Firmware ids 42900 and
@ 55 Switch multilevel =& awake Firmware version 2201
= i p i 7 manufacturer id is 297, product id is 17920, product type id is
@® 57 Notification sensor (home security, temperature, luminance) W asleep About Manufacturer specific
63 Door lock iy Network key ontrol
TR ol Security secure
@ 74 Notification sensor {home security, temperature, humidity, water) W asleep =
Z-Wave module serial RIS TEEFEORGA
@ 75 Power switch binary + 3 =& awake number cibdbiar i i
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Door lock mode is secured, method is manual
Power source Dattery
Sctindite 1, number of slots week day is 0, number of
type
supported
Attributes
User code
capabilities
Version
Firmware Upload Firmware file for target| 0~ |[Browse...| No file selected.
uploads T
Tags L virs, bedroom sel

If an alarm is of a type not known to the Hub, a message is displayed when it is received.
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Thermostat Fan Mode

The Thermostat Fan Mode command class is controlled by the hub via the “thermostat fan
mode” attribute. Its value is shown in the Descriptor tab for the device, and can be set via the
Capabilities tab of the device.

The sole attribute is:
e “Thermostat fan mode”: To get and set the fan mode (“auto”,
thermostat (shown in Descriptor)

LT

auto low” etc.) of a

Changes to the value of this attribute, when initiated on the devices and reported by it, are
reflected and highlighted in the device’s Descriptor.

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.

Thermostat Fan State

The Thermostat Fan State command class is controlled by the hub via the “thermostat fan state”
attribute. Its value is shown in the Descriptor tab for the device, and can be set via the
Capabilities tab of the device.

The sole attribute is:
e ‘“Thermostat fan state”: To get the fan state (“on” or “off”) of a thermostat (shown in

Descriptor)

Changes to the value of this attribute, when initiated on the devices and reported by it, are
reflected and highlighted in the device’s Descriptor.
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See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.

Thermostat Mode

The Thermostat Mode command class is controlled by the hub via a number of device
attributes. The values of attributes may appear in the Descriptor tab for the device. Whether
they do or not, they can be individually obtained and set via the Capabilities tab of the device.

The attributes are:

e “Thermostat supported modes”: To get the thermostat's supported modes (shown in
Descriptor)

e “Thermostat mode”: To get the mode (“heat”, “cool”, “off’, “manufacturer_specific” etc.) of
a thermostat, and set the thermostat to one of its supported modes except for
“manufacturer specific’ mode - this is to be done via the “thermostat manufacturer
specific mode” attribute. (Shown in Descriptor)

e “Thermostat manufacturer specific mode”: If supported by the thermostat, to set the
thermostat to “manufacturer-specific’ mode with accompanying manufacturer-specific
data.

Not all might be supported by the device.

Changes to the value of this attribute, when initiated on the devices and reported by it, are
reflected and highlighted in the device’s Descriptor.

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Ws
Hubview for details.

Thermostat Operating State

The Thermostat Operating State command class is controlled by the hub via the “thermostat
operating state” attribute. Its value is shown in the Descriptor tab for the device, and can be set
via the Capabilities tab of the device.

The sole attribute is:
e “Thermostat operating state”: To get the operating state (“idle”, “heating”, “cooling” etc.)
of a thermostat (shown in Descriptor)

Changes to the value of this attribute, when initiated on the devices and reported by it, are
reflected and highlighted in the device’s Descriptor.

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.
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Thermostat Setpoint

The Thermostat Setpoint command class is controlled by the hub via a number of device
attributes. The values of attributes may appear in the Descriptor tab for the device. Whether
they do or not, they can be individually obtained and set via the Capabilities tab of the device.

The attributes are:

e “Thermostat supported setpoints”: To get types of setpoints (“heating”, “cooling”, “energy
save heating”, “energy save cooling”, etc.) supported by a thermostat (shown in
Descriptor)

e “Thermostat setpoint capabilities”: To get the minimum and maximum unit values of a
thermostat setpoint (not shown in Descriptor)

e “Thermostat heating setpoint”, “Thermostat cooling setpoint”, etc.: To get and set a type
of setpoint on the thermostat (shown in Descriptor)

Not all might be supported by the device.
Changes to the values of attributes, where applicable and when initiated on the devices and
reported by it, are reflected and highlighted in the device’s Descriptor if these attributes are

displayed in it.

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.

User Code

The User Code command class is controlled by the hub via a number of device attributes. The
values of attributes may appear in the Descriptor tab for the device. Whether they do or not,
they can be individually obtained and set via the Capabilities tab of the device.

The attributes are:

e “Users number”: To get the number of possible user codes supported by the device (not
shown in Descriptor)

e “Permanent user code”: To get and set a numbered user code and its status (“occupied”,
“available”, etc.) on the device (not shown in Descriptor)

e “User code capabilities”: To get the user code capabilities (whether an admin code is
supported”, the supported keypad modes, etc.) of the device (shown in Descriptor)
“Admin code”: To get and set the admin code on the device (not shown in Descriptor)
“Keypad mode”: To get and set the keypad mode (“normal”, “privacy”, “lockout”, etc.) on
the device (not shown in Descriptor)

Not all might be supported by the device.

See sections Descriptor and Capabilities in Chapter 4. Managing the Z-Wave® network with
Hubview for details.
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12- Supervision

The Supervision command class allows the Hub to request application-level delivery
confirmation from a receiving Z-Wave® device to which a Set or Remove command was sent.
The delivery annotates the device’s response with a status of Working or Fail.

If a paired Z-Wave® device supports the Supervision command class, the Hub will send
supervised commands as appropriate, except for the following exceptions:

Device

Command
class

Command

Cause

Schlage BE469ZP Lock
(CAM622)

manufacturer_id: 59,
product_type id: 1, product _id:
1129

Association

association_set

No Support error

Yale nexTouch Keypad Sectional
Mortise Lock (NTM625 ZW3)
manufacturer_id: 297,
product_type_id: 33024,
product_id: 18986

Kwikset Home Connect 620 locks
manufacturer_id: 144,
product_type_id: 2065, product_id:
936, 5032, 9128, 1707

Configuration

configuration_set

Always times out

Alloy Home Smart Plug3
(ah-nas-wr12z1u.us)
manufacturer_id: 305,
product_type_id: 4, product_id: 773

Switch Binary

switch_binary_set

Always times out
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