ALARM.COM

SUPPLEMENTAL Z-WAVE®
DOCUMENTATION

V6.26

SEPTEMBER 2, 2025

AAAAA .COM
Greensboro Drive #100, McLean, VA



Contents

1

N oo o bW

SUPPOrted COMMANG ClASSES ....uviiiiiiiieeiciiee ettt ettt e et e e e ette e e e ette e e e sbteeeeenbteeesestaeesebaeeeesastaeeesnes
1.1 y N LYYW T o o o] {1 o PPNt
1.2 Supported Non-Securely as Primary or Highest Granted Security as Secondary..........cccceeeuuue.n.
1.3 Controlled COmMMANG ClaSSES ......c.eiieirieriirieeieeeiee ettt sttt e sbe e st saeeeb e e b enes
1.4 Partial CONTIOL.. ..ot ettt ettt et e et e e sbeesaeesane e

1.4.1  DeVice RESEE LOCAIIY ..vviiiiiiiiiciiee ettt e e s e e s e e e e abee e e e e

R 0 To o gl Ko Tol QOO P RO P PP PUPTOUPUPRIOt

1.4.3  Firmware Update Meta Data ......cccccuiiiiiiiiiecciee ettt et e s e e e s e e s abee e e

144 MUIEE CRANNE@L ..ttt ettt ettt st s b e b e me e smeeemeeeneeen

145 MUIIHEVEI SWITCRN ....eiiiiiie et e s sttt

14,6 NOTHICAtION. .ottt ettt st e st e s bt e e s abeesbee e sabeesabeeeneeesabeeenes

1.4.7  ThermoStat IMOGE ... ..cooiiiiiieeiie ettt ettt st e st e st e e s abe e sbeeesabeesbeeeseeesabeeenes

1.4.8  ThermoStat SELPOINT ...ccccuiiiie e e e et e e e e e tte e e e s are e e e e nbe e e s enreeeeennseeeeennranas

T e T U Y= g 6o Yo [ OO PSSPV PPTOPRRPRR

Z-Wave Add and REMOVE PrOCESS ......ccoueriiriiieiieentiesiieste st et et e sbeesbeesaeesaeesteesteesbeesaeesaeesanesabeebeenes
2.1 Adding devices to the Alarm.com Z-Wave device’s network using SmartStart..........ccccceveeenns

2.1.1 Adding a Z-Wave Long Range Device to the Alarm.com Z-Wave device’s network................
2.2 Adding devices to the Alarm.com Z-Wave device’s Z-Wave Network ...........ccoveeeecveeeeecieeeennns

2.2.1  No Security, SO Security, and S2 Unauthenticated Security ..........ccccoceeeeiiieeeecciee e,

2.2.2  S2 Authenticated and ACCESS SECUILY ...cccuiiiiiiiiie et e e e eree e e e
23 Removing devices from the Alarm.com Z-Wave device’s Z-Wave network .........cccceceervveenneen.

2.3.1  Removing CommuNIiCating DEVICES ...ccceeeeee e

2.3.2  RemMOVING FAIlEd DEVICES.....ceieeiiie ettt ettt e et e e et e e e e be e e e e eabe e e e eeabee e s enntaeaeeenreeas
2.4 Access and edit the Alarm.com device’s SmartStart and S2 provisioning list.........ccccccceevvveeenns
2.5 Replacing failed devices in the Alarm.com Z-Wave device’s Z-Wave network..........cccceeveenuneen.
2.6 Reset Alarm.com Z-Wave device to default state........ccccevieriiiiiiiiiieeeeeeeeeeee e
2.7 Learning the Alarm.com Z-Wave device into another Z-Wave network..........ccccceeeeccuveeeeccnneenn.
2.8 Excluding the Alarm.com Z-Wave device from another Z-Wave network.........ccccccecevveeeecnneennn.
2.9 Adding devices to a Z-Wave network with multiple controllers.........cccocoveeiiiiiiiiciieeeccieeees

NOdE Capability DiSCOVEIY ....uuiiiiiiiiieeciiiie e ecttee et e e et e e e st e e e e s ate e e e s abaeeesasbaeeesnssaeeeenseeeeennseens

NETWOIK REAISCOVETY .. .uviiiiiiiie ettt et e e e ettt e e e et e e e s sba e e e s eabaeeeesabeeesesnsaeeeenabeeeeenasenas 10

Compatibility with Other Manufacturers’ Z-Wave DEVICES ........cccccueeeeeciieeeectieeeeectteeeeectteeeeecveeee e 10

Basic Command Class HAaNAIING .....coeeeeiiiiiieee ettt e e e e e e e nrae e e e e e e e eeaas 10

Basic Control with the Basic Command Class .........cccueiuiiiiriniieeeeree e 10
7.1 Sending a Basic Set On or Basic Set Off Command .......cccceeovciiiiiiiiiee e 10

1



7.2 Sending a Basic Get Command and Interpreting the Report ........cccceveciveeiccieee e 10

8  Multilevel SWItCh CONTIOL.....c.ci ittt s st sbe e sbee s ea 10
9  Notification V8 Command Class SUPPOIt.....ccccuuiiiiiciiieiiiieeecieee sttt ee s eteee e s eree e e s ssteeesssreeeessnseeessanes 10
10 User Code Command Class SUPPOIT ...ueeiiiuiiieiiiiieeiiiieeeesitteeeessteeeeesreeeessbeeeessseeeessseeeesssseeeessnnes 11
11 Wake Up Command Class SUPPOIt ...ueeiiiiieeeieiiie e ecitee e ceitee e eetee e eetee e e e rtae e e eeataee e senbaeeseentaeesenranas 11
12 AsSOCIatioN COMMANG ClASS ...cuueiiiiiieiieiiieete ettt sttt sb e st st st e beesbeesmeesaseeneees 11
13 Association Group Info Command Class SUPPOIt .......ccovvciiiiiiiieieiiiee e e ree e e 11
14 Time Parameters Command Class CONTrOl ........coiiiiiiiiiiiieiiee et 11
15 Clock Command Class CONTIOL .......eiiiiiiiiiieiiee ettt st et sab e st e snee e sareeesanes 12
16 Configuration Command Class CONTIOl.......cccccuiiiieiiiiieicciee et e e et e e eabae e e e 12
17 Schedule Entry Lock COmMmMaNd Class .......ueeeeiuiiieeiiiee et et eeete e et e e e e e earae e e enraeas 12
18 Firmware Update Meta Data Command Class .......coccuueeeieiiieieiiiiieeecrcieeessiieeeesireeeesveeeesssreeeesnes 13
19 INAIcator V3 CoOmMMANd Class.......uiiiiiiiiiieriee ettt ettt e st e e bte e st e s bt e e sabeesbeeesabeesabeesseeesbeeenns 13
20 Controlling Other Z-WaVve DEVICES......ccccuieieeiiiieecciteeeectee e ettt e e et e e e e tee e e entae e s enbaeesentaeeeenrenas 15



The Alarm.com Z-Wave® device described in this documentation enables a host of remote controls and
features leveraging the Alarm.com cloud and accessible via the Alarm.com Customer Website, the
Alarm.com Customer App, and the Alarm.com Partner Portal. Some features are only available through
the Customer Website or through the Partner Portal. The Alarm.com App serves as more convenient
ways for customers to access some more commonly used features.

The Alarm.com Z-Wave device is a Security Enabled Z-Wave Plus® Product.

1 Supported Command Classes

1.1 Always Supported
The Alarm.com Z-Wave device always supports the following command classes non-securely:

e Application Status Command Class v1

e (CRC-16 Encapsulation Command Class v1
e |nclusion Controller Command Class v1

e  Multi Cmd Command Class v1

e Security Command Class v1

e Security 2 Command Class v1

e Supervision Command Class v2

e Time Command Class v2

e Transport Service Command Class v2

e Z-Wave Plus Info Command Class v2

1.2 Supported Non-Securely as Primary or Highest Granted Security as Secondary

The Alarm.com Z-Wave device supports the following command classes non-securely as the primary
controller and at the highest common granted security level as a secondary controller:

e Association Command Class v2

e Association Group Info Command Class v3

e (Clock Command Class v1

Device Reset Locally Command Class v1
Firmware Update Md Command Class v5
Indicator Command Class v3

Manufacturer Specific Command Class v1

e Multi Channel Association Command Class v3
e Powerlevel Command Class v1

e Version Command Class v2

1.3 Controlled Command Classes
The Alarm.com Z-Wave device controls the following command classes:

e Association Command Class v2

e Association Group Information Command Class v3
e Basic Command Class v2

e Binary Switch Command Class v2

e (Clock Command Class v1

e Configuration Command Class v1

e CRC-16 Encapsulation Command Class v1



Device Reset Locally Command Class v1

Door Lock Command Class v1

Firmware Update Meta Data Command Class v5
Inclusion Controller Command Class v1

e |ndicator Command Class v3

e Manufacturer Specific Command Class v1

e Multi Channel Association Command Class v3
e Multi Command Class v1

e Multilevel Switch Command Class v2

e No Operation Command Class v1

e Notification Command Class v8

Powerlevel Command Class v1

Security Command Class v1

Security 2 Command Class v1

Thermostat Fan Mode Command Class v1

e Thermostat Fan State Command Class v1

e Thermostat Mode Command Class v1

e Thermostat Operating State Command Class v1
e Thermostat Setpoint Command Class v1

e Time Parameters Command Class v1

e Transport Service Command Class v2

e User Code Command Class v1

e Version Command Class v2

e Wake Up Command Class v2

e Z-Wave Plus Info Command Class v2

1.4 Partial Control
The Alarm.com Z-Wave device implements partial control for the following Command Classes:

After a node is removed following a Device Reset Locally Notification, the Alarm.com Partner Portal
reports the removal as a “deleted node” in the Event History.

The Alarm.com Customer Website and the Partner Portal do not offer a Ul that allows for configuration
through the Door Lock Configuration command. The state of the lock is expected to be reported through
a Notification Report and will not be accurately displayed if reported through other means.

The Alarm.com Z-Wave device does not automatically perform a full interview of a node after performing
a firmware update.

The Alarm.com Z-Wave device and Customer Website offers limited support of Multi Channel devices. For
non-preferred devices, control of all its controlled command classes on every individual End Point is not
supported.

The Alarm.com Z-Wave device does not use the start or stop level change command. The Alarm.com Z-
Wave device does not use the command to restore the most recent non-zero level.



The Alarm.com Z-Wave device does not poll for notifications. No discovery of push and pull devices is
performed. There is no rendering on the Customer Website Ul for unknown notification types.

The Alarm.com Z-Wave device does not support setting the Thermostat Mode to “Manufacturer
Specific.” The supported modes are Auto, Heat, Cool, and Auxiliary Heat.

The Alarm.com Z-Wave device does not query ambiguous setpoint types. Additionally, arbitrary setpoint
types or values are not supported.

The Alarm.com Z-Wave device automatically handles assignments of User Code IDs. When adding a user
code, the ‘Occupied’ User ID Status is always used, and the ‘Reserved’ User ID Status is never used. A user
code can be removed by either deleting the user, or by deselecting the lock when configuring a user’s
code. Additionally, the interview that includes querying all user codes is not performed as all user codes
are deleted shortly after learning the device in.

2 Z-Wave Add and Remove Process

2.1 Adding devices to the Alarm.com Z-Wave device’s network using SmartStart
SmartStart enabled products can be added into the Alarm.com device’s Z-Wave network by scanning the
Z-Wave QR Code present on the product. No further action is required and the SmartStart product will be
added automatically within 10 minutes of being switched on in the network vicinity.

To add a device to the Alarm.com device using SmartStart both devices must support SmartStart. To
complete this process, go through the following steps:

Option 1: Alarm.com Partner Portal
1. Loginto the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
2. Navigate to the “Equipment” page.
3. Click the “Z-Wave Devices” tab.
4. Under the “Manage Devices” header, click “Manage S2 & SmartStart Keys.” Alternatively, you can
go directly to the URL https://alarmadmin.alarm.com/Support/ManageDeviceKeys.aspx
Click “Add Device Key”
6. You have two options for adding info for the device you want to add:

a. Input the full DSK of the device you want to add, and optionally name it.

b. Click the “USB Barcode Scanner” button, then use a standard USB barcode scanner to
scan the SmartStart QR code of the device. You may also paste in the text from a QR
code.

7. You may optionally add a name for this device as well.

8. Click the “Add Device” button.

9. Power up the new device in range of the Alarm.com device. It will automatically be added to the
Alarm.com device’s network, and will show up on the Z-Wave equipment page at
https://alarmadmin.alarm.com/Support/DeviceAutomation.aspx
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Option 2: Alarm.com MobileTech App
1. Download the Alarm.com MobileTech app from the app store on your device, then log in using
your Partner Portal credentials.
2. Select a customer


https://alarmadmin.alarm.com/default.aspx
https://alarmadmin.alarm.com/Support/ManageDeviceKeys.aspx?backButtonTargetUrl=%7e%2fSupport%2fDeviceAutomation.aspx
https://alarmadmin.alarm.com/Support/DeviceAutomation.aspx

Tap on the “Equipment” button

Tap the “Z-Wave Devices” header

Expand the “Z-Wave Actions” drawer at the top of the screen

Tap the “Manage Device Keys” button

Expand the “Add a Device Key” section

Optional: Add a device name

Enter the full DSK of the device, or alternatively tap the barcode icon at the right-hand side of the
input field to scan the QR code of the SmartStart device you want to add

10. Click the blue “Add” button

11. Power up the new device in range of the Alarm.com device. It will automatically be added to the
Alarm.com device’s network, and will show up on the Z-Wave equipment page at
https://alarmadmin.alarm.com/Support/DeviceAutomation.aspx

L oo N AW

The Alarm.com Z-Wave Device may be capable of including other Z-Wave Long Range devices in its
network.

Z-Wave Long Range devices must be added to the network using SmartStart and can be done by following
the instructions in section Adding devices to the Alarm.com Z-Wave device’s network using SmartStart. A
Z-Wave Long Range QR code must be scanned. If a DSK is typed in, the node will be added to the network
as a non-Long Range node.

After scanning, ensure that the “Use Long Range” option is selected. If it is not selected, then the node
will be added to the network as a non-Long Range node. This may be desired if the node is intended to
strengthen the classic Z-Wave mesh network.

The following Alarm.com Devices are Z-Wave Long Range capable:
o 2GIG-EDG-NA
o HxGW Gen?2
o ADTZWMS8X
o Telus Boost 2.5
o 2GIG-TOUCH-NA
e Alarm.com EZ Point

2.2 Adding devices to the Alarm.com Z-Wave device’s Z-Wave Network
This process leverages Network Wide Inclusion. In addition, any controllers added to the Alarm.com Z-
Wave device will have network information replicated over to them.

To add a device to the network using no security, SO security, or S2 unauthenticated security, follow these
steps:

1. Logintothe Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.

2. Navigate to the “Equipment” page.

3. Click the “Z-Wave Devices” tab.

4. Under the “Manage Devices” header, click “Add a Z-Wave Device.”

5. Wait for the bolded message “Checking for new devices on the network.” The Alarm.com Z-Wave
device’s DSK is also displayed with the first five digits bolded.

6. Trigger a device to add it to the network.

7. When a device is added successfully, it will show up on this screen following a 30 second delay.


https://alarmadmin.alarm.com/Support/DeviceAutomation.aspx
https://alarmadmin.alarm.com/default.aspx

8. Continue triggering devices. You may add many devices to the network without reentering Add
Mode.

2.2.2 S2 Authenticated and Access Security

2.2.2.1 Adding Devices Without Client-Side Authentication

Adding a device to the network using the S2 Security Command Class with either authenticated or access
security requires that the device’s DSK (Device Specific Key) is pre-cached in the Alarm.com system. To
pre-cache a key, follow the steps listed in Adding devices to the Alarm.com Z-Wave device’s network
using SmartStart. Then to add the device, follow the steps listed in No Security, SO Security, and S2
Unauthenticated Security.

2.2.2.2 Adding Devices with Client-Side Authentication
To add a device to the network with Client-Side Authentication (CSA), follow these steps:
1. Add the device as described in No Security, SO Security, and S2 Unauthenticated Security.
2. When the device requests CSA, a popup will appear on the screen asking if you would like to
continue with CSA. Click “Continue.”
3. Enter the ten large digits displayed on the screen at the device.
4. CSA will finish executing automatically. Click “Save and Exit” once all nodes have been added.

2.3 Removing devices from the Alarm.com Z-Wave device’s Z-Wave network

2.3.1 Removing Communicating Devices

This process leverages Network Wide Exclusion. For SmartStart devices, it is recommended to remove the
node from the Provisioning List before removing it from the network, otherwise it may be added back to
the network using SmartStart. See Access and edit the Alarm.com device’s SmartStart and S2 provisioning
list to remove the node from the Provisioning List. To remove devices from the network, follow these
steps:

Log into the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
Navigate to the “Equipment” page.

Click the “Z-Wave Devices” tab.

Under the “Manage Devices” header, click “Delete a Z-Wave Device.”

Wait for the bolded message “Checking for deleted devices on the network.”

Trigger a device to remove it from the network.

When a device is deleted successfully and its network information is erased, it will show up on
this screen following a 30 second delay.

8. Continue triggering devices. You may delete many devices to the network without reentering
Delete Mode.

Noukwn e

2.3.2 Removing Failed Devices
This process will remove a device from the network which is not communicating with the other devices
on the network anymore. A device is marked as failed when three consecutive transmissions to the device
all fail. To remove a non-communicating device, follow these steps:
1. Loginto the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
2. Navigate to the “Equipment” page.
3. Click the “Z-Wave Devices” tab.
4. Ensure that the device you wish to remove is not communicating with the panel. This may be
done by powering down the device or moving it far out of range of the Z-Wave network.

w

Expand the device you wish to remove by clicking ™"
6. Click “Device Commands”
7. Click “Remove Failed Device”


https://alarmadmin.alarm.com/default.aspx
https://alarmadmin.alarm.com/default.aspx

8. Wait one minute. You should get confirmation of the device’s deletion in the customer’s event
history at https://alarmadmin.alarm.com/Support/ZWaveEvents.aspx.

9. Ifyou click the “Get Equipment List” button, wait, and refresh the page, the device should be
removed from the table.

2.4 Access and edit the Alarm.com device’s SmartStart and S2 provisioning list
Customers can see SmartStart and S2 devices that are primed for inclusion by doing the following steps:

Log into the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
Navigate to the “Equipment” page.

Click the “Z-Wave Devices” tab.

Under the “Manage Devices” header, click “Manage S2 & SmartStart Keys.” Alternatively, you can
go directly to the URL https://alarmadmin.alarm.com/Support/ManageDeviceKeys.aspx

BN e

From that page it’s possible to either “Edit” or “Delete” keys by clicking the relevant links to the right
of devices. Only active keys which have not been included in the network yet may be edited.

If a QR code from a Z-Wave Long Range capable device is scanned on an Alarm.com Z-Wave device
that also supports Z-Wave Long Range, then when you edit the key, you may select if it will be
included into the network with Z-Wave Long Range or not. This can be done by checking or
unchecking the “Use Long Range” box

2.5 Replacing failed devices in the Alarm.com Z-Wave device’s Z-Wave network
This process will replace a non-communicating device in the network with another device. A device is
marked as failed when three consecutive transmissions to the device all fail. It is strongly advised that the
replacement device is the same model as the device being replaced. To replace a failed device in the
network, follow these steps:

1. Logintothe Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.

2. Navigate to the “Equipment” page.

3. Click the “Z-Wave Devices” tab.

4. Ensure that the device you wish to replace is not communicating with the panel. This may be
done by powering down the device or moving it far out of range of the Z-Wave network.

5. Expand the device you wish to replace by clicking ™

6. Click “Device Commands”

7. Click “Replace Failed Device”

8. Add the replacement device by following the instructions at Adding devices to the Alarm.com Z-

Wave device’s Z-Wave Network.

2.6 Reset Alarm.com Z-Wave device to default state

This process will clear all nodes from the Alarm.com Z-Wave device’s network, change the Alarm.com Z-
Wave device’s home ID, and reset all Z-Wave settings to their default values. To perform a Z-Wave reset,
follow these steps:

Log into the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
Navigate to the “Equipment” page.

Click the “Z-Wave Devices” tab.

Under the “Advanced Z-Wave Commands” header, click “Remove All Z-Wave Devices.”

Allow 3 minutes for the associated commands to go through and for the Alarm.com Z-Wave
device to act on them.

If this controller is the primary controller for your network, resetting it will result in the nodes in your
network being orphaned and it will be necessary after the reset to exclude and re-include all the nodes in

vk wnN e
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the network. If this controller is being used as a secondary controller in the network, use this procedure to
reset this controller only if the network primary controller is missing or otherwise inoperable.

2.7 Learning the Alarm.com Z-Wave device into another Z-Wave network

When learning in the Alarm.com Z-Wave device into a primary controller, network information such as
node list and routing information is copied from the primary controller to the Alarm.com Z-Wave device.
This process is also called Controller Replication. This is not required unless there are multiple controllers
in the network. This may be performed after the Alarm.com Z-Wave device has learned into a network to
copy newer network information from the primary controller to the Alarm.com Z-Wave device.

To learn the Alarm.com Z-Wave device into another Z-Wave network, follow these steps:

1. Loginto the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.

2. Navigate to the “Equipment” page.

3. Click the “Z-Wave Devices” tab.

4. |If there are any nodes currently in the Alarm.com Z-Wave device’s network, remove them by
following the instructions at Removing devices from the Alarm.com Z-Wave device’s Z-Wave
network.

Start add mode on the primary Z-Wave controller.

6. Under the “Manage Devices” header, click “Add Replicate Z-Wave.” The DSK will be displayed
with the first five digits bolded.

7. When the Alarm.com Z-Wave device learns into another network successfully, that network’s
information will show up on the screen. This information may be delayed up to two minutes as
the Alarm.com Z-Wave device queries the nodes. All Z-Wave network information will be copied
from the primary controller to the Alarm.com Z-Wave device

w

2.8 Excluding the Alarm.com Z-Wave device from another Z-Wave network
To remove the Alarm.com Z-Wave device from another Z-Wave network, follow these steps:
1. Logintothe Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
Navigate to the “Equipment” page.
Click the “Z-Wave Devices” tab.
Put the primary Z-Wave controller in remove mode.
Under the “Manage Devices” header, click “Exclude Z-Wave Controller.”

G W

2.9 Adding devices to a Z-Wave network with multiple controllers

It is possible to have multiple controllers, including the Alarm.com Z-Wave device, on a single Z-Wave
network. When the Alarm.com Z-Wave device is the primary controller and another Inclusion Controller
performs an S2 inclusion, the Alarm.com Z-Wave device will not prompt for the new device’s DSK. For S2
inclusion to be successful, the new device’s DSK must be added to the provisioning list before the
inclusion begins. See Access and edit the Alarm.com device’s SmartStart and S2 provisioning list.

3 Node Capability Discovery
A node capability discovery is a procedure to query all nodes in the network for their command classes,
command class versions, and capabilities. This happen automatically when a node is added to the
network. To perform a node capability discovery again, follow these steps:

1. Logintothe Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
Navigate to the “Equipment” page.
Click the “Z-Wave Devices” tab.
Under the “Advanced Z-Wave Commands” header, click “Rebuild Equipment List”
Check off “All Values,” then click “Request Equipment List”

wuiA W
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4  Network Rediscovery
A network rediscovery is a procedure to determine the optimal routing path for Z-Wave commands based
on the physical network layout. To perform a network rediscovery, follow these steps:
1. Logintothe Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
2. Navigate to the “Equipment” page.
3. Click the “Z-Wave Devices” tab.
4. Under the “Troubleshooting” header, click “Rediscover Network.”

5 Compatibility with Other Manufacturers’ Z-Wave Devices

This product may be included and operated in any Z-Wave network with other Z-Wave certified devices
from other manufacturers and/or other applications. All non-battery-operated nodes within the network
will act as repeaters regardless of vendor to increase reliability of the network.

6 Basic Command Class Handling
The Basic Command Class may be sent to the Alarm.com Z-Wave device, but it will have no effect.

7 Basic Control with the Basic Command Class

7.1 Sending a Basic Set On or Basic Set Off Command
To send a Basic Set to a node, follow these steps:
1. Loginto the Customer Website at https://www.alarm.com/login.aspx.
2. Navigate to https://www.alarm.com/web/system/home/cc-control.
3. Click the lightbulb icon, then click the on or off options to send a Basic Set On or Basic Set Off

7.2 Sending a Basic Get Command and Interpreting the Report
To send a Basic Get to a node, follow these steps:
1. Loginto the Customer Website at https://www.alarm.com/login.aspx.
2. Navigate to https://www.alarm.com/web/system/home/cc-control.
3. Click the refresh icon in the top right corner of the node’s card to send a Basic Get.
4. Click the refresh icon in the top right corner of the page to refresh the page to reflect the node’s
last reported state.

8 Multilevel Switch Control

Multilevel switches may be controlled from the Customer Site from the Lights and Switches page. To set a
value, follow these steps:
1. Loginto the Customer Website at https://www.alarm.com/login.aspx.
2. Navigate to the switch page at https://www.alarm.com/web/system/home/lights.
3. Click on a switch and adjust the dimming bar to send a multilevel switch set command to the
node.

9 Notification V8 Command Class Support

The Alarm.com Z-Wave device utilizes the Notification V8 Command Class to track device state. For
example, the Alarm.com Z-Wave device processes Notification Reports from locks indicating when the
lock was locked, unlocked, has a low battery, or too many attempts were made to unlock the lock with
incorrect user codes.

Notification reports may be used to trigger follow-up actions utilizing Rules. These Rules may be set up on
the customer site at https://www.alarm.com/web/system/automation/rules.

10
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10 User Code Command Class Support
User codes may be set up and sent to Z-Wave locks from the Alarm.com Customer Website. For security
reasons when the first user code is programmed from the Alarm.com Customer Website all user codes on
a Z-Wave lock are erased. For this reason, installers are encouraged to only add user codes from the
Alarm.com Customer Site and not directly at the lock. To set up user codes, follow these steps:
1. Loginto the Customer Website at https://www.alarm.com/login.aspx.
2. Navigate to the Users page at https://www.alarm.com/web/system/users.
3. Click on a user, ensure they have a valid pin code, and click on the locks that they should be given
access to.
4. Click “Save.”
5. Allow at least a minute for each user code to be transmitted to the lock. When this process is
complete the user code will no longer be shown as “Pending.”

See the Alarm.com Knowledge Base for more information on how to:
e Create a system user code
e Change a system user code
e Delete a system user code
e Add/delete door lock user codes

11 Wake Up Command Class Support
Support for the Wake Up Command Class is enabled using a mailbox feature in the Alarm.com firmware.
All mailboxed messages will be sent to a Wake Up node after it sends a Wake Up Notification.

12 Association Command Class

The Alarm.com Z-Wave device has a single association group, group one, the Lifeline Group. The
Alarm.com Z-Wave notifies nodes in the association group when the time is updated by sending a Clock
Report. The Alarm.com Z-Wave device also notifies nodes in the association group when it is reset by
sending a Device Reset Locally Notification. If no associations are set up, then the Device Reset Locally
Notification is broadcast.

Association group one supports a maximum of 56 node associations.

13 Association Group Info Command Class Support
The Alarm.com Z-Wave device does not send Association Group Get commands and does not process
Association Group Reports.

If another device sends an Association Group Command List Get, Association Group Info Get, or
Association Group Name Get command to the Alarm.com Z-Wave device, it will respond accordingly.

14 Time Parameters Command Class Control

Whenever the Alarm.com Z-Wave device receives an updated time from the Alarm.com cloud it will use
the Time Parameters Command Class to update the time on any devices that support it. In addition, if the
Alarm.com Z-Wave device has already received a time from the Alarm.com cloud it will forward that time
information to devices supporting the Time Parameters Command Class upon learn-in.

To manually send the time to the Alarm.com Z-Wave device and nodes in the network, follow these steps:
1. Loginto the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
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2. Navigate to the “AirFX Remote Toolkit” page.

3. Click “Panel Time.” Alternatively, navigate to
https://alarmadmin.alarm.com/Support/Commands/PanelDateTime.aspx.

4. Click “Set Time.”

15 Clock Command Class Control

The Clock Command Class is handled the same way as the Time Parameters Command Class, but for
nodes that support the Clock Command Class. See Time Parameters Command Class Control for behavior
and how to manually set the time.

16 Configuration Command Class Control

The Configuration Command Class is used to set configuration parameters on devices learned into the
Alarm.com Z-Wave device. It is also used to read the configuration parameters of a device learned into
the Alarm.com Z-Wave device.

To send a Configuration Get, follow these steps:
e Loginto the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.

Navigate to the “Equipment” page.

Click the “Z-Wave Devices” tab.

Click a Z-Wave node to expand it.

Click the “Device Commands Button.”

Click “Configure Parameter Values.”

Enter the parameter number you want to get a value for and click “Get Value.”

e Wait a few seconds and refresh the page. The value will be displayed in the table.

e Once avalueisin the table, you may select the checkbox in that value’s row in the table and click
“Get Current Values” to get that value, or multiple values, again.

To send a Configuration Set, follow these steps:
1. Loginto the Partner Portal at https://alarmadmin.alarm.com/default.aspx and select a customer.
Navigate to the “Equipment” page.
Click the “Z-Wave Devices” tab.
Click a Z-Wave node to expand it.
Click the “Device Commands Button.”
Click “Configure Parameter Values.”
Enter the parameter number you want to set a value for.
Enter the value you want to set.
. Select the size of the value, either 1, 2 or 4 bytes.
10. Click “Set Value.”

©ONDUAWN

17 Schedule Entry Lock Command Class
The Schedule Entry Lock Command Class is used to program user codes that only work during specific
times on those locks. The Schedule Entry Lock Command Class V3 is only used currently used with Yale’s
Real Living’s Z-Wave locks. To set this up, follow these steps:

1. Loginto the Customer Website at https://www.alarm.com/login.aspx.

2. Navigate to the Users page at https://www.alarm.com/web/system/users.

3. Click on the user you wish to add a temporary code for.

4. Use the page that pops up to schedule their code for “Limited Access Time.”
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5. Click “Save.” The Schedule Entry Lock Command Class will be used to program that scheduled
user code into the lock.

18 Firmware Update Meta Data Command Class

The Alarm.com Z-Wave device uses the Firmware Update Meta Data Command Class to update the
firmware on devices in the network. Before a device may be updated, Alarm.com must receive and verify
a firmware binary from the device manufacturer. Currently the only device that Alarm.com has an update
available for is the Alarm.com Smart Thermostat.

To update the firmware on a device, follow these steps:
1. Learn the device into the Alarm.com Z-Wave device as described in Adding devices to the
Alarm.com Z-Wave device’s Z-Wave Network.

2. Click the m button in the top right corner and click “Support Center.” Alternatively, navigate to
the Support Center at https://alarmadmin.alarm.com/Support/Issues/Issue_Summary.aspx.

3. Create a new “Home Automation” issue ticket with the account’s Customer ID and the node ID
for the device to update.

4. It may take up to one business day to have the update sent to your device.

The Alarm.com Z-Wave device may not be updated via the Firmware Update Meta Data Command Class.
Firmware updates are delivered over the internet connection from an Alarm.com server.

19 Indicator v3 Command Class

The Indicator command class can be used to trigger a device on the Z-Wave network to identify itself,
usually by flashing an LED.

To send an Indicator Set, follow these steps:

1. Loginto the Partner Portal at
https://alarmadmin.alarm.com/default.aspx
and select a customer.

Navigate to the “Equipment” page.

Click the “Z-Wave Devices” tab.

Click a Z-Wave node to expand it. Rediscover This Device >
Click the “Device Commands Button.”

Click “Send Indicator Command.” Send Indicator Command

The device LED or light source will light up to confirm

Device Commands x

oV AW

If the Z-Wave device receives an Indicator Set command with the Indicator ID 0x50 (identify), it will
identify itself. The identification method will differ based on the hardware available. Identification
methods are listed below.

2GIG EDGE Security and Automation Panel — 0CH® @?Gl
When an Indicator Set is received, a pop-up will
be shown on the touchscreen displaying the

source node for that command.

—
° Ready to Arm

e Z-Wave Indicator Command Class

Received: NODE ID = Ox1
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Alarm.com Rev4r9 Radio Module — When an
Indicator Set is received the L5 LED will be
switched on 600ms and switched off 200ms three
times. This is the only LED pattern that will be
displayed, no matter what Indicator Set
parameters are received. This restriction is so that
the Indicator LED pattern will not be confused
with other LED patterns on L5.

Alarm.com Revb6r3 Radio Module — When an
Indicator Set is received the L5 LED will be
switched on 600ms and switched off 200ms three
times. This is the only LED pattern that will be
displayed, no matter what Indicator Set
parameters are received. This restriction is so that
the Indicator LED pattern will not be confused
with other LED patterns on L5.

Climax Gen 2 — When an Indicator Set is
received, the middle LED will blink
accordingly.

ADTZWMS8X — WiFi and Z-Wave Module for
Command — When an Indicator Set is received,
the LED on the right will blink accordingly.
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Telus Boost 2.5 — When an Indicator Set is
received, the LED on the front will blink
accordingly.

2GIG GC Touch —When an Indicator Set is
received, the LED in the top right will blink pink
accordingly.

Alarm.com EZ Point — When an Indicator Set is
received, the LED will blink pink accordingly.

20 Controlling Other Z-Wave Devices

For more information on how to control Z-Wave devices, like Thermostats or Locks, visit the Alarm.com
Knowledge Base. To get there, follow these steps:

1. Navigate to the Knowledge Base at https://answers.alarm.com/.

2. Search for relevant terms like “Thermostats” or “Locks.”
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